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BBeneHue

PassuTue u ykpenneHue 6aHKOBCKOI cuctemel Poccuiickoii deagepaumn, passutue n obecneyeHme cra-
OUNLHOCTU hUHAHCOBOrO phIHKA Poccuiickoit deaepauun U HaUMOHANBHON NNATEXHOW CUCTEMBI ABMSIOTCA
uenamu gestensHoctu BaHka Poccun [1]. OgHUM M3 OCHOBHBIX YCIOBUI peanusaumum aTuX Lenen sisnseTcs
obecnevyeHne HeobxoaMMOro u JOCTATOYHOTO YPOBHS 3aLMThl MHGOPMaLMK B KPEAUTHbLIX OpraHu3aumsix, He-
KPeAUTHbIX PUHAHCOBBIX OpraHusaumax PP, a Takke cybbekTax HaUMOHAaNBLHOW NNaTexHon cucTeMbl (Hanee
npu COBMECTHOM YNOMUHaHUN — hMHAHCOBbLIE OpraHu3aLum).

B crnyyasx HaCTynneHus MHUMAEHTOB 3aLUmUTbl MHAOPMAaLUuM UX HEraTUBHbIE NOCNEACTBUA B paboTe oT-
AenbHbIX PUHAHCOBbIX OPraHU3aLmnii MOryT NPUBECTM K ObICTPOMY Pa3BUTUIO CUCTEMHOTO Kpuanca 6aHKOBCKON
cucTembl, PUHAHCOBOrO pbiHKa Poccuiickon deaepauumn u (Mnu) HaUMOHamNbHOW| NMaTEeXHON CUCTEMbI, HaHe-
CTU CYLLECTBEHHbII yLUepO nHTepecaMm cOBCTBEHHUKOB M KITMEHTOB (PUHAHCOBLIX OpraHusauuii. Mostomy ans
PMHAHCOBBIX OpraHu3aLmii yrposbl 6€30NacHOCTM MHAOPMaLMK NPEACTaBMAIOT CYLLECTBEHHYIO ONaCHOCTh, a
obecneyeHune 3aLmTbl MHAOPMaLMK ABNSAETCA ANSA (PUHAHCOBLIX OpPraHM3auuin O4HUM U3 OCHOBOMONAratoLWmx
acCneKkToB X AeATenbHOCTH.

[ns NnpoTMBOCTOSIHUS yrpo3aMm 0e30MacHOCTU MHCPOPMAaLMKN U UX BIIUSTHUIO HA ONEepPaLMOHHbI PUCK -
HaHCOBbIM OpraHusauusiM crnegyer o6ecneunTb HeoOXOoANMbIA M AOCTATOYHbIN YPOBEHb 3aLluTbl MHOpMa-
LMK, a Takke COXPaHATb 9TOT YPOBEHb NPU U3MEHEHUMW YCIIOBUI KaK BHYTPU, TAK U BHE OPraHu3aLmii.

Bank Poccuu B npeaenax csoei komneteHuuu [1], [2] no cornacoBaHuio ¢ dheaeparnbHbIM OpraHom uc-
NOJIHUTENbLHOW BNAacTU, yNONHOMOYEHHEIM B 0bnactu obecneverusi 6e3onacHoCTu, u eaeparnbHbiM OpraHoM
UCMOMHUTENLHON BNAacTU, yNONHOMOYEHHbLIM B 06racTu NnpoTUBOAENCTBUA TEXHUYECKUM pa3BeKaM U TEXHU-
YeCcKoW 3aLmTbl MHpopMaumm, ycTaHaBnNMBaeT B HOPMAaTMBHLIX akTax baHka Poccumn ans pmHaHCOBLIX opra-
Hu3auui TpeboBaHna K 06ecneyeHunio 3aLmnTbl MHpOPMAaLIMK NPK OCYLLECTBIEHUM GAHKOBCKOW AEATENbHOCTU
N feAaTenbHOCTU B chepe PUHaHCOBLIX PbIHKOB.

OCHOBHbIMU LenamMu HactosALwlero craHaapra ABnATCA:

- onpeferneHve ypoBHeN 3alutbl HQOPMAaLUU U COOTBETCTBYIOLUMX UM TpeGoBaHUIi K coaepXXaHuIo
0a30BOro COCTaBa OPraHM3aLMOHHBIX W TEXHUYECKUX MEP 3aluTbl MHGOpPMaLuK (aanee npu COBMECTHOM
YNOMWUHAHUM — MEp 3aLLmTbl MHOpMaLum), NPUMEHAEMbIX (PUHAHCOBLIMU OpraHU3aLUsaMKU ANs peanu3auum
TpeboBaHuit k 06ecneyeHnto 3aLnTbl MHhOpMALIMK, YCTAHOBNEHHBIX HOPMATUBHBIMK akTaMu BaHka Poccuu;

- AOCTWXEHUe afieKBaTHOCTW COCTaBa U COAEPXKaHWUA Mep 3awmTbl HOpMaLUKn, NPUMEHAEMbIX u-
HaHCOBbLIMU OpraHN3aLMAMK, aKTyanbHbIM yrpo3am 6e30nacHOCTU MHEpOPMAaLIUKM U YPOBHIO NPUHATOTO PUHAH-
COBOM OpraHu3auuMen onepaunoHHOro pucka (pMck-anneTuTy);

- obecneveHune ahPEKTUBHOCTU U BOZMOXHOCTU CTAHAAPTU3UPOBAHHOIO KOHTPOMSA MEPONPUATUIA NO
3awmTe uHpopmaumm, NPoBOAUMbIX (PUHAHCOBLIMU OPraHN3aLUAMM.
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HAUMOHAJNBbHBIN CTAHOAPT POCCUMNCKON SOEREPALUMN

BesonacHocTb (PUHAHCOBLIX (6aHKOBCKMX) onepauui
3ALMTA MHOOPMALINU ®UHAHCOBBIX OPFAHU3ALINKA
Ba30Bbli COCTAB OPraHU3aLMOHHbIX U TEXHUYECKUX Mep

Security of financial (banking) operations. Information protection of financial organizations.
Basic set of organizational and technical measures

Dara sBepeHna — 2018—01—01

1 ObnacTb NpUMeHeHun

Hacroswumii ctanaapt onpegaensiet ypoBHU 3aLmTbl MUHPOPMAaLMKU U COOTBETCTBYIOLME UM TpeboBaHUsA
K cogepxaHmio 6a30BOro cocraBa Mep 3aLmThbl MHGOPMAaLUK, KOTOPLIE NPUMEHSAIOTCA PUHAHCOBLIMU OPraHu-
3aumaMun ans peanusauuu TpeboBaHui kK obecnedyeHuto 3amuTel MHAOPMaLUmN, YCTaHOBIIEHHbLIX HOPMaTUB-
HbIMK akTamu BaHka Poccuu.

MonoxxeHUst HACTOALLErO CTaHAapTa npefHa3HayeHbl Ans UCNONb30BAHUSA KPEAUTHBIMU OpraHu3aums-
MM, HEKPEAUTHbIMU (PMHAHCOBLIMU OPraHU3aUMsIMM, YKasaHHbIMU B 4acTU NepBoi cTaTtbn 76.1 deaepanbHOro
3akoHa «O LleHTpanbHom 6aHke Poccuiickoin deaepauun (BaHke Poccum)» [1], a Takke cyGbekTammu Haumo-
HanbHOMN NMATEXHON CUCTEMBbI.

BasoBbIfi cocTaB Mep 3awmTbl MHpOpPMaLMKN, onpeaensemMblii HaCTOALWMM CTaHAApTOM, NPUMEHUM K
COBOKYMHOCTU OGBLEKTOB MHpOpPMATM3aLUMK, B TOM YUCNE aBTOMATU3MPOBAHHLIM cuctemam (AC), UCnonb3y-
eMbIM (PUHAHCOBLIMWU OpraHuM3auvAaMn AnNA BbINONHEHUA GU3HEC-NPOLECCOoB U (MNK) TEXHONOTUYECKX Npo-
LieCcCoB, CBA3AHHLIX C NpefocTaBneHneM UHaHCOBLIX, BaHKOBCKUX YCNYT, a Taloke YCyr N0 OCYLLECTBAEHUIO
nepeBoAoOB AEHEXHbIX CPEACTB (Aanee npu COBMECTHOM YNOMUHAHUN — (DUHAHCOBLIE YCNyrk).

O6nacTb NPMMEHEHUs1 HACTOSALLEro cTaHaapra, onpeaensowas 0683aHHOCTb PUHAHCOBLIX OpraHu3a-
UMW NPUMEHATL Mepbl 3aluuTbl MHOpMaLuK, peanusylowme oaAuH U3 YpPOBHEN 3almTbl MHOpMaUMK Ana
KOHKPETHOW COBOKYNHOCTU 06BEKTOB MHDOpMaTM3auuu, B TOM Yucne AC, ncnonb3yembix (puHaAHCOBLIMKU Op-
raHu3auusmu Ans NpeaocTaBneHns PUHAHCOBLIX YCNYT, YCTaHABAUBAETCA B HOPMATUBHLIX akTax BaHka Poc-
CUU NYTEM BKITIOYEHUSA HOPMATUBHOMN CCbINKM HA HACTOALUMI CTaHAAPT, NPUBOAUMOI HA OCHOBAHUM CTaTbu 27
$egepansHoro 3akoHa «O crangapTtusauum B Poccuiickon deaepaumuy [3].

HacroAwmit ctaHgapT NPUMEHAETCA NyTEM BKIOYEHWSA HOPMATUBHBIX CCbISIOK HA HEr0 B HOPMAaTUBHBIX
akTax baHka Poccun u (Mnm) npsiMoOro MCMNosb30BaHUS YCTaHABNMBAEMbIX B HEM TpeBoBaHUi BO BHYTPEHHUX
AOKyMeHTax (PMHAHCOBbLIX OpraHn3aLun, a Takke B 4OrOBOpax.

2 HopmaTuBHbIe CCbISIKN

B HacToAemM ctaHaapTe UCNonb30BaHbl HOPMATUBHBIE CCbINIKM HA crieayiolme CTaHAapTbl:

[OCT 34.003 UndbopmaumoHHasa TexHonornsa. Komnnekc craHaapToB Ha aBTOMarm3npoBaHHbIE CUCTe-
Mbl. ABTOMaTU3MPOBaHHbLIE CUCTEMbI. TEPMUHBI U ONpeaeneHns

[OCT P MCO/MO3K 7498-1 NHdhopMmaumoHHas TexHonorns. Baaumocsasb OTKpbITbIX cuctem. Basosas
aTanoHHasa moaens. Yacte 1. basosas moaens

FOCT P 50739 CpeacTtea BbIYUCAUTENbHOW TEXHUKKU. 3aluMTa OT HECAHKLIMOHUPOBAHHOIO A0CTYyNa K
nHdopmauun. Obme TexHndeckne TpeboBaHus

FOCT P 50922 3awyta nHopmaymmn. OCHOBHbIE TEPMUHBI U ONpeaeneHns

M3paHue ocpuumansbHoe
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FOCT P 56545 3awura nndropmauuu. YAassuMocTu MHpOpMaLUOHHbIX cuctem. Mpasuna onucaHus ysis-
BUMOCTEN

[OCT P 56546 3awuTa nicpopmaumu. YassuMocTu MHpopmaumMoHHbIX cuctem. Knaccudukaums ysassu-
MOCTEN MHOPMALIMOHHBIX CUCTEM

FOCT P 56938 3awura nucopmauuu. 3awmra uidopmaumu npu UCNornb30BaHMU TEXHONOMMKU BUPTYa-
nusauyuu. OBLUMe NonoXKeHUs

FOCT P UCO/TO 13569 duHaHcosble ycnyru. PekoMeHgaumum no nHcgopMaLmuoHHoit 6esonacHoCcTu

FOCT P UICO/M3K TO 18044 UndpopmaymoHHasa TexHonorua. Metoabl u cpeacrea obecneyeHus
6e3onacHocTn. MeHeIXKMEeHT MHUMAEHTOB UHGOPMALIMOHHOI 6Be3onacHOCTH

FOCT P MCO/M3K 27033-1 UndpopmauuoHHaa TexHonorus. Metoabl u cpeacrea obecnevenuns 6esonac-
HocTu. BesonacHocTb ceTen. Yactb 1. O630p U KOHUENLMK

FOCT P MCO/M3K 15408-3 UndopmauuoHHaa TexHonorus. Metoabl u cpeacrea obecnevenuns 6esonac-
HocTu. Kputepum oueHkn 6e3onacHoCTU MHAOPMALMOHHBLIX TEXHOMOTUI. YacTb 3. KOMNOHEHTLI AoBepus K
6e3onacHoCTH

MpumeyvaHue — Mpn NONBL3OBAHUM HACTOSLNM CTAHAAPTOM LierecoobpasHo NPoBepUTL AEACTBUE CCbINOH-
HbIX CTaHAApTOB B MHOPMALMOHHON cucTeMe oBLLEro NoNb3oBaHus — Ha ouLuMarnsHoM cailTe defeparbHOro areHT-
CTBa NO TEXHUYECKOMY PETYNIUPOBAHUIO U METPONOTUN B CETU UHTEPHET UMM MO eXEeroqHOMY UH(OPMaLIMOHHOMY yKa3sa-
Tento «HaunoHanbHble CTaHAapTLI», KOTOPLIA ONyBNUKoBaH N0 COCTOSHUIO Ha 1 SHBaps TEKYLLEro rofia, U no Bbinyckam
eXeMeCAYHOro MHPOPMaLMOHHOTO yKasaTens «HayuoHanbHble CTaHgapTbi» 3a TeKYLLWIA rof. ECNn 3aMeHeH CCbiNoYHbIiA
CTaHAapT, Ha KOTOPLIA faHa He[aTUPOBaHHAA CCbINKa, TO PEKOMEHAYETCA NCMONb30BaThb [EeNCTBYIOLLYI0 BEPCUIO 3TOTO
CTaHpapTa ¢ y4ETOM BCEX BHECEHHBIX B AaHHYH BEPCUIO U3MEHEHWA. ECIM 3aMeHeH CCHINOYHBINA CTaHAapT, Ha KOTopblii
AaHa faTUpoBaHHas CCbiNka, TO PEKOMEHAYETCA UCNONb30BaTL BEPCUIO 3TOMO CTaHAapTa € yKasaHHLIM Bbile TOf0M YT-
BepXAeHUs (NpuHATUA). Ecnn nocne yTBepXAEHUA HACTOALLEro cTaHAapTa B CCHUIOYHLINA CTaHAapT, Ha KOTOpLIA gaHa
AaTUpOBaHHas CCbiJka, BHECEHO M3MEHEHUe, 3aTparusatoLLee NONOXEHNWe, Ha KOTOPOE AaHa CCbifika, TO 3TO NONOXEeHUe
peKoMeHAYeTCA NPUMEHATL Ges yueTa AaHHOTO U3MeHeHUA. ECnn CCbINOYHbINA CTaHAapT 0TMeHeH Ges 3aMeHbl, To Nono-
XeHWe, B KOTOPOM JlaHa CChifIKa Ha Hero, PEKOMEHAYETCS MPUMEHSTL B YacTy, He 3aTparusatoLeil 3Ty CCbIKY.

3 TepMuHbI U onpepeneHus

B HacTtosiwem craHgapre npuMeHeHbl TepMuHbl No FTOCT P 50922, TOCT 34.003, NOCT P 56545,
FOCT P 565486, a Takke cneayoLimMe TepMUHBI C COOTBETCTBYIOLLIMMU ONpeaeneHnaMN:

3.1 Mepbl 3aWUTbl MH(PopMmaumun: OpraHU3aunoHHbIE (B TOM YMCNE YNPaBNEHYECKUE) U TEXHUYECKUe
Mepbl, MPUMEHSAEMbIE ANS 3aLlMTbl MHOopMauun u obecneveHun A0CTynHOCTU AC.

MpumevyaHune — ApantuposaHo u3 FTOCT P MCO/M3K TO 19791.

3.2 TexHu4eckasa Mmepa sawuTbl UHopmMauuu: Mepa 3awnTel UHOPMaUuK, peanudyemas ¢ NOMo-
LLBIO MPUMEHEHNUS annapaTHbIX, NPOrpaMMHbIX, anfnapaTHO-NPorpaMMHbIX CPeacTs U (Mnn) CUCTEM.

3.3 opraHuM3aLMOHHaA Mepa 3awWwuTbl UHopmauuu: Mepa, He ABNAIOLLAACA TEXHUYECKON MEepon 3a-
LWMTBI MHbOpMaLMK, NpegycMaTpuBatoLas YCTaHOBMEHNE BPEMEHHbBIX, TEPPUTOPUANbHbIX, MPOCTPAHCTBEH-
HbIX, NPaBOBbIX, METOAUYECKUX U UHbIX OFPAHMYEHMIT HA YCIIOBUA MCMONB30BaHWA U PEXUMbI paboTbl 00bekTa
MHcpopmaTnzaummn u (UNn) UHbIX CBA3aHHBLIX C HUM OOBEKTOB.

3.4 cuctema 3awmTbl MHopmaLmu: COBOKYMHOCTb Mep 3aLUMTbl UHAOPMaLUU, MPUMEHEHUE KOTOPbIX
HanpaeneHo Ha HenocpeacTBeHHoe obecnevyeHue 3awmTbl MHOpPMaLyK, NPOLIECCOB NPUMEHEHUS yKasaH-
HbIX Mep 3aLmMTbl MHOPMAaLUKU, PECYPCHOTO U OpraHU3aLMOHHOro obecnedyeHusl, He06XoAUMOro Ans Npume-
HEHUA yKa3aHHbIX Mep 3aluTbl MHAOPMaLUK.

3.5 cuctema opraHusauum v ynpasneHUsa 3awmuton uHopmMauumn: COBOKYNHOCTb MEpP 3aLUUTbI UH-
dopmMaunu, NnpUMEHeHUe KOTOPbIX HaNPaBneHo Ha obecneyeHne NOMHOTLI U KaYecTBa 3aLyuThl MHpopMaLmu,
npefHasHauYeHHbIX 415 NaHUPOBaHUSA, peanusaunm, KOHTPOMSA U COBEPLLUEHCTBOBAHUS NPOLECCOB CUCTEMBI
3aLmMTbl MHdOpMaLUN.

3.6 06BLEeKT uH(hopmaTUzaummn (PMHAHCOBOW opraHu3auum (06BLekT nHdopmarTusaumum): CoBoKyn-
HOCTb OGLEKTOB M PECcypCoB AO0CTyMNa, CPeacTB M cuctem obpaboTku mHdopmauuu, B Tom uucne AC, uc-
nonb3yemblX aAns obecrneyeHus nHopmarusauum 6M3HEC-NPOLECCOB U (MNKU) TEXHOMOrMYECKUX MPOLIECCOB
hUHAHCOBOI OpraHM3auumu, UCNOMb3yeMbIX ANA NPE4OCTaBNEeHNs PUHAHCOBLIX YCNYT.

MpumevyaHne — ApantuposaHo ua FOCT P 51275.

3.7 TeXHONOrMYecKknin npouecc (pMHaHCOBOM OpraHu3auuu (TexXHororuyeckui npouecc): Habop
B3aWMOCBSI3aHHbIX onepauuin ¢ uicopmauuein n (unu) obbektamm nHgopmMarmsauuu, UCNoNb3yeEMbIX NPU
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DYHKUMOHMPOBAHUN (PUHAHCOBOM OpraHusauuu u (Mnu) HeobGxoauMbIX AN NpeaocTaBneHus PUHAHCOBbIX
ycnyr.

3.8 o6bekT goctyna: ObbekT MHOpmaTUsauumn, NPeACcTaBnAWMIn cob0 annapaTtHoe CpeacTso,
CpeacTBO BbIMUCAUTENBHON TEXHUKU U (Mnu) ceTeBoe obopyaoBaHue, B TOM Yucrne Bxoasawme B coctas AC
c¢hnHaHCOBOM OpraHu3auuu.

MpumMevyaHune — B cocTaBe OCHOBHbLIX TUMOB OBLEKTOB JOCTYNa PEKOMEHAYETCA Kak MUHUMYM paccmar-
puBaTk:

- aBTOMaTU3npoBaHHble paboune Mecta (APM) nons3oBartenei;

- APM akcnnyaTauvmoHHOro nepcoHana,

- cepBepHoe o6opyaoBaHue,;

- ceTeBoe o6opy,qosaHMe;

- CHCTEeMbI XpaHeHUs AaHHbIX;

- annapatHble Mogynu 6esonacHoctu (HSM);

- YCTPOMCTBa NeyaTu U KonupoBaHus MHopMaLuy;

- 0BbeKTbl AOCTyna, pacnonoXeHHble B NyGNuYHbIX (06LLE[OCTYMHBIX) MecTax (B TOM Yucne 6aHKkomaTbl, mnarex-
Hble TepMUHanbI).

3.9 pecypc aoctyna: O6bekT MHdopmaTusaumm, npeacTaenaowmin cobon CoOBOKYNHOCTb MHAOpMaLMm
u nporpammHoro o6ecnevenHus (MO) obpaboTku uHopmaLmm.

MpuMmevyaHne — B cocTaBe OCHOBHLIX TUMOB PECYPCOB AOCTyMa PEKOMEHAYETCS Kak MUHUMYM paccmat-
puBaThb:

- AC;

- Basbl faHHbIX;

- ceTeBble haiinoBble pecypcsl;

- BUPTYyalNbHble MalUWHbI, NPefHa3Ha4YeHHbIE ANs pa3MeLLeHns cepBepHbIX KOMNoHeHToB AC,

- BUpPTYyalbHble MalUWHbl, MPeAHa3HaYeHHble AnA pasmelyeHus APM nonb3oBaTtenei U akcnnyaTauuoHHOro nep-
coHana;

- pecypchl 4OCTYNa, OTHOCALUMECS K CEpBUCAM ANEKTPOHHOI NOYTHI;

- pecypchl focTyna, oTHocswmecs k WEB-cepBrucam ¢pmHaHcoBo opraHusauum B ceTax UHTpaHeT n MHTepHer.

3.10 KoHTYp Ge3onacHocTu: COBOKYNHOCTb 06bLeKTOB MHOpMaTUsauuu, onpegenseman obnacrbio
NPUMEHEHUS HACTOALLErO CTaHAapTa, UCNoNb3yeMbiX ANA peanusauuu BU3HEC-NPOLECCOB U (MNKN) TEXHO-
NOrMyecKnx Npoueccos (GUHAHCOBON OpraHU3auun eauHON CTeneHn KPUTUYHOCTU (BaXKHOCTU), ANS KOTOPOW
hMHaAHCOBOI OpraHu3auueli NPUMEHSIETCH eAHAA NONUTUKA (PexumMm) 3aLmTbl MHOPMaLuK (eanHbIN HaGop
TpeboBaHui K o6ecneveHmto 3awmTbl MHopmayun).

3.11 ypoBeHb 3aumuTbl MHopmauum: OnpeaeneHHas CoOBOKYNHOCTb Mep 3awWwmTbl MHpopMauum, Bxo-
OALMX B COCTAB CUCTEMbI 3aLLMThbl MHCbOPMALIUK U CUCTEMBI OpraHn3aLmmn U ynpasneHus 3awwmuTon nHgop-
Mauumu, NpUMeHsieMbIX COBMECTHO B npeaenax koHTypa 6e30nacHOCTU Ansa peanu3auun NONUTUKK (Pexuma)
3aLWmnThl UHOPMAaLMK, COOTBETCTBYIOLLIEN KPUTUMHOCTU (BAXKHOCTK) 3awymiiaemon uHdopmauum GusHec-npo-
LLleCCOB M (MNM) TEXHONOIMYECKUX NPOLECCOB (PUHAHCOBOW OpraHn3aumm.

3.12 msuueckuit goctyn Kk o6bekty gocrtyna (pusuyeckuin gocryn): Joctyn k 06bekTy gocryna,
BKMIOYasa AOCTYN B NOMELLEHUE, B KOTOPOM pacrornoXXeH 00beKT A0CTyNna, NO3BONSAIOLWMIA OCYLLECTBUTL DU3M-
4yeckoe BO3AENCTBME HA HErO.

3.13 normyeckui AOCTYN K pecypcy aoctyna (normuyeckum goctyn): JocTyn K pecypcy AocTyna,
B TOM YucCne yaaneHHbll, peanu3yemblii C MICNOSNb30BAaHUEM BbIMMCAUTENBHLIX CETEN, NO3BONSAIOMA, B TOM
yucne 6e3 husnueckoro 4oCTyna, oCyLLLECTBUTb AOCTYN K 3aLyyLaemMon MHopMaummn Unu BoINOMHUTL onepa-
uuu no o6pabortke 3amLEaemMon MHopMaLMn.

3.14 cy6bekT goctyna: PaboTHMK (OMHAHCOBOW OpraHU3auum UM UHOE NUUO, OCYLLECTBRAIOLLMI (bu-
3UYECKMI 1 (MNK) NOTMYECKUIA AOCTYM, UMM NPOrPAMMHbII CEPBUC, OCYLLECTBAAIOLIMIA NOTUYECKUI AOCTYI.

n punMevyaHune — B cocTaBe 0CHOBHBLIX TUMNOB Cy6'beKTOB AO0CTyna B HaCcToALWeM cTaHaapTe Kak MUHUMYM pac-
cMaTpusaloTca cnegytolune:

- none3oBarenu — Cy6'bEKTbI AOCTyna, B TOM YUCne KIUeHTbI (bMHaHCOBOVI opraHusauuu, ocyujecrtenawowne 40-
CTyn K 06bekTam 1 (Unu) pecypcam JocTyna ¢ Lenbio MCNoNb30BaHUsi OUHAHCOBLIX YCIYT, NpefocTaBnseMblX UHopMa-
LMOHHON UHPpaCTPYKTYpOil (PMHAHCOBOW OpraHu3aLuu;

- 3KCNnyaTauMoHHbLIA NepcoHan — cybbekThl fOCTyna, B TOM YUCIe MpefcTaBUTeNn NOAPSAHBIX OpraHu3auui,
KOTOpble pelualoT 3afja4m obecneyeHnsa aKkcnnyarayum u (Mnu) aMUHUCTPUPOBaHUA OBLEKTOB M (M) pecypcoB AOCTY-
na, Ana KoTopbixX HeOGXOAI/IMO ocyllecTBrneHune riorm4yeckoro Aocryna, Bkrnovas 3dagadu, cBA3aHHble C eKcnnyaTaquﬁ ]
aAMUHUCTPUPOBaAHUEM TEXHUYECKMX Mep 3alUUTLI MHopMaLuK,

- TeXHUYECKMiA (BcnomoraTternbHbliA) nepcoHan — cybbekThl OCTyNa, B TOM YACHe NpeACcTaBUTENN NOAPSAHBLIX Op-
raHu3auuii, peluaroLyue 3afadm, cesasaHHble ¢ obecneveHnem akcnyaTaLmmn obLeKToB A0CTYNa, ANA BLINOMHEHUS KOTOPLIX
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He TpebyeTca oCyLleCTBIIEHNe NOrMYecKoro A0CTyna, Ui BLIMOMNHALLME XO3SHCTBEHHYIO AeATENBHOCTb 1 OCYLLeCTBISA-
toLMe pU3MYECKU JOCTYN K oGbekTam JocTyna 6es Lienu Ux HEMOCPEeACTBEHHOMO UCTONb30BaHUS,

- MporpamMmMHble cepBUCHl — MPOLECChl BLINOMHEHNsI NporpamMmM B MHGOPMALMOHHOW UHQPaCTPYKTYpe, OCYLLecT-
BNsItOLLME NOTUYECKUiA AOCTYN K pecypcam JocTyna.

3.15 aBTOpU3auus: posepka, NOATBEPXKAEHNE U NPEAOCTaBNEHMEe NpaB NOrM4yeckoro A4octyna npu
OCYLLECTBMEHUN CyObEKTaMM JOCTYna NOorM4eckoro AocTyna.

3.16 naeHTudukauma: MpUCBOEHME ANA OCYLLECTBIIEHUS NIOrMYECKOro A0cTyna cybbekTy (06bekTy)
[0CTyna yHUKansHoro npu3Haka (uaeHTudukaropa); cpaBHeHue npu OCyLLECTBINEHUN NOrMYeckoro Aoctyna
npeabsBnNsemMoro cybbektoMm (06beKTOM) A0CTYNA naeHTudmkaTopa ¢ nepeyHemM NPUCBOEHHbIX MAEHTUMUKA-
TOpPOB.

3.17 ayteHTMpMkauuma: Mpoeepka nNpu OCYLLECTBIIEHNU NOTMYECKOTO AOCTYNA NPUHAANEXHOCTU CyOb-
ekTy (00beKTY) AoCTyna NpeaAbABIEHHOrO UM uaeHTudukaTopa (NOATBEPXKIAEHUE MOANMHHOCTH).

3.18 peructpaums co6bITUIA 3aWnTbl MHOpMauuu (permctTpauus): dukcaunsa 4aHHbIX O COBEPLUEH-
HbIX cyObekTamu A0CTyna AeNCTBUAX UMK AaHHBIX O CODBLITUAX 3aLumnTel HpopmaLumn.

3.19 yyeTHas 3anucb: Jlornyeckuit 006bekT (MHOpMaLus), CyLLeCTBYIOLLMIA B Npeaenax OAHOro WUiu
HECKOINbKMX PECYpCOB A0CTYyNa U NpeacTaBnaoWLmin cybbekta goctyna B ero (Mx) npeaenax.

3.20 TexHUYeCKanA yueTHas 3anUCb: YYETHas 3anucb, UCMNoNb3yemMas AN OCYLLEeCTBNEHMNA NOrMyecko-
ro AocTtyna nporpaMMHbIMU CepBUCAMU.

3.21 npaBa nornyeckoro gocrtyna: Habop 4eincTBuin, pazpeLleHHbIX A5 BbINONHEHUS CyObLEKTOM [0-
cTyna Haj pecypcoMm 0cCTyna C UCTIONb30BAHMEM COOTBETCTBYIOLLEH YYETHON 3anncH.

3.22 ponb nornyeckoro goctyna (posnb). 3apaHee onpeaeneHHas COBOKYNHOCTb PYHKUMI U 3ajay
cybbekTa 4oCTyna, ANs BbIMOMHEHUS KOTOPbIX HE06X0ANM ONPEAEneHHbIN Habop Npas NOrMYECcKoro 4ocTyna.

3.23 ponb 3awuTbl MHPopmaLmu: 3apaHee onpeaeneHHas COBOKYNHOCTb (DYHKLMIA 1 3aaa4 cyObekTa
[0CTyna, B TOM Yucne paboTHuka hMHaHCOBOI OpraHu3aLmm, CBA3aHHbIX C MPUMEHEHWeM OpraH13aLnOHHbLIX
1 (UNK) TEXHUYECKUX MEP 3aLLuTbl MHOPMaLUK.

3.24 neranbHbIi cyObekT goctyna: CyObekT 4OCTyna, HaAeneHHbIN (PMHAHCOBOW opraHu3aumen non-
HOMOYMSAMMU Ha OCYLLECTBNEHNE hU3NYECKOTO M (M) NOTMHECKOro AOCTYNa.

3.25 ayTeHTU(DMKALMOHHBbIE AaHHble: [aHHble B N0OoN popMe n Ha NOOOM HOcUTEnNe, U3BECTHbIE
UNu NpuHaanexaLue neransHOMy cyObekTy 4oCTyna — neranbHOMY Bnagesnbly ayTeHTUMPUKALMOHHbLIX AaH-
HbIX, UK AaHHbIE, KOTOPbIMKU 0BragaeT neranbHeI CyOBEKT AOCTYNA, UCNONbL3YEMbIE ANA BbINOAHEHWUA NPO-
Leaypbl ayTeHTUUKaLMn npu oCyLLECTBIIEHUM FIOTMYECKOro AoCTyna.

3.26 KoMNpoMeTaLuua ayTeHTU(UKALMOHHbIX AaHHbIX: CO6biTUe, CBSA3aHHOE C BO3HWKHOBEHMEM
BO3MOXHOCTU UCMOSb30BAHUS ayTEHTU(UKALIMOHHLIX AAHHbIX CYObEKTOM, He ABNSAIOWMMCA NneranbHbIM Bna-
AenbUeM YKa3aHHbIX ayTEeHTU(PUKALIMOHHBIX JaHHbIX.

3.27 cdakTop ayteHTUdUKaummn: brnok AaHHbIX, UCNONbL3YyEMBIX NpU ayTeHTudukauum cybbekra unm
ofbekTa gocryna.

MpumMmevaHus

1 ®akTopbl ayTEHTUUKaLUKN NoApasAEnsIoTCa Ha cnefyioLme Tpu KaTeropuun:

- YTO-TO, YTO CyOBLEKT unun obveKT gocTyna 3HaeT, HanpuMep naponu neranbHbIx cybbekToB AgocTyna, MH-koabI;

- YTO-TO, YeM cyBLeKT unu obbekT gocTyna obnagaert, HanpuMep AaHHbIE, XPaHUMbIE Ha NePCOHANbHbLIX TEXHUYe-
CKUX YCTPONCTBax ayTeHTUdUKALNN: TOKEHaX, CMapT-KapTax U UHbIX HOCUTENSX;

- YTO-TO, YTO CBOWCTBEHHO CyGbekTy unu obbeKTy AocTyna, Hanpumep GuomeTpuyeckue faHHble usndeckoro
nuua — neransHoro cybbekTa gocTyna.

2 ApanTupoBaHo 13 [4].

3.28 ogHodakTopHana ayTeHTU(pUKauusa: AyTeHTudukaums, AnA OCyLLECTBIIEHUS KOTOPOI UCNONb3y-
eTcs 0AnH akTop ayTeHTUdUKauuu.

3.29 mHOrochakTopHas ayTeHTudukauma: AyreHTudukaums, Ans OCyLLECTBNEHUS KOTOPON UCNONb3Y-
10TCA ABa U 6onee pa3nUuHbIX hakTOPOB ayTEHTU(UKALIMK.

3.30 gByxcTopoHHAA ayTeHTudukauma: Meroa ayreHTudMkaumm oObLEKTOB U pPECypcoB AoCTyna,
obecneunBalomii B3aUMHYI0 NPOBEPKY NPUHAANEXHOCTU NpeAbsBNEHHbIX 0O0bEeKTOM (pecypcom) AocTyna
naeHTUduKaTopoB Npu Ux B3auMoaAENCTBUN.

MpuMevyaHue — ApanTupoBaHo U3 [4]

3.31 co6biTHe 3amuTbl MHpopMaumn: MaeHTUOULMPOBAHHOE BO3HMKHOBEHUE U (MNN) U3IMEHEHUE
cocToAHUA 06bEKTOB MHpOpMaTU3aUMKM (PUHAHCOBOW OpraHu3auuu, AEWCTBUA PabOTHMKOB (PUHAHCOBOM
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opraHmsaumm u (Mnu) UHbIX NnL, YKa3sbiBaloLLyMe Ha BOIMOXHbIN (NOTEHLUMAaNbHLIA) MHUMAEHT 3aLuThl MHhOp-
maLum.

Mpumedanune — ApantuposaHo us MFOCT P MICO/M3IK 27001.

3.32 nHUMAaeHT 3awmnTbl MHPopMauun: OOHO UK CepuUa CBA3AHHBIX HEXENaTenNbHbIX UN HEeOXu-
OaHHbIX COBLITMI 3aWMTbl MHAOPMAaLMK, KOTOPbIE MOMYT NPUBECTU K PUCKY HaPYLUEHUA BbINONHEHUA GU3-
HeC-NpoLEeCccoB, TEXHONOTMYECKUX NPOLECCOB (PMHAHCOBOW OpraHusaummu u (Mnu) HapywmTb 6e3onacHocTb
UHbopmMaLmu.

MpumedaHus

1 B cocTaBe TMNOB MHUMAEHTOB 3aluThl MHGOPMaLMKU PEeKOMEHAYETCA Kak MUHUMYM paccMaTpuBaTh:

- HeCaHKLMOHMPOBaHHbLIA AOCTYN K MHOPMaLnK;

- HapylleHve B oBGecnedeHnm 3aluTel MHopMaLmMK, BKITHoYas HapyLueHne paboThl TEXHUYECKUX Mep 3alyuTbl UH-
¢hopmMaLu, nosiBrieHne yA3BUMOCTER 3aluThl MHOopMaLny,;

- HapylweHue TpeboBaHuil 3akoHoAaTenbCTBa Poccuiickoit deaepaLyu, B TOM Yucne HOpMaTUBHLIX akToB BaHka
Poccnu, BHYTPEHHNX AOKYMEHTOB PUHaHCOBO opraHusaLmn B obnactu obecneveHuns saluTbl HdopMaLuiy;

- HapylUeHWe pernameHTUPOBaHHBIX CPOKOB BhIMOMHEHWUS NPOLEAYp U onepauuil B paMkax npeaocTaBneHns du-
HaHCOBLIX YCNyT;

- HapylleHWe YCTaHOBMEHHbIX NoKasaTenei npefocTaBneHna PUHaAHCOBLIX YCnyr,

- HaHeceHuWe uHaHcoBoro yuepba drHaHCOBOI OpraHM3aLmu, ee KIMeHTaM U KOHTpareHTam;

- BbINOMHEHUWE onepayuii (TpaHaakUuid), NpUBOAALLMX K (PUHAHCOBLIM MOCNEACTBUAM PUHAHCOBOW OpraHusauuu,
€€ KITMEHTOB W KOHTPareHToB, OCYLLECTBNEHNe NepeBooB AEHEXHbIX CPEACTB N0 PacnopsxKeHUo Nuu, He obnagatowmx
COOTBETCTBYIOLMMU MOMHOMOYUSAMU, UMK C UCMONB3OBAHUEM UCKaXEHHOW MHOpMaLIUK, coaepXalleiica B COOTBETCTBY-
FOLLIMX PaCMOPSKEHUSAX (SNEKTPOHHBIX COOBLLEHUAX).

2 ApganTupoBaHo u3 MOCT P MICO/M3K 27001.

3.33 ynpaBneHue UHUMOSHTaMU 3awuTbl MHopMaumu: [esaTensHOCTb N0 CBOEBPEMEHHOMY OGHa-
PY>XEHUWIO UHUMAEHTOB 3aLUMThl MHAOPMALMK, aAEKBAaTHOMY U ONEPATUBHOMY PEarupoBaHUIO HA HUX, HanNpaB-
NeHHasi Ha MUHUMU3AUUIO U (UMW) NUKBUAALMIO HEraTUBHLIX NOCNEACTBUA OT MHLUMAEHTOB 3aLmTbl MHGOP-
Mauuu 4ns OUHAHCOBOW OpraHM3auumn 1 (Unu) ee KNMeHTOB, a Takke Ha CHUXKEeHUe BePOATHOCTU NOBTOPHOIO
BO3HUKHOBEHUS UHLMAEHTOB 3aLLuUThLI MHAOPMaLMK.

3.34 rpynna pearnpoBaHusi Ha MHUUAEHTbI 3awWmTbl MHopmauun; MPU3U: [encreyowasa Ha no-
CTOSIHHOI OCHOBE rpynna paboTHMKOB (PMHAHCOBOW OpraHn3auum U (Mnu) MHbIX NUL, NPUBNEKAEMBbIX €10, KO-
TOpast BbINOMHAET pernaMmeHTMpPoOBaHHbIe B (PMHAHCOBOW OpraHu3auuu npoueaypbl pearupoBaHusi HA UHUK-
OEeHTbl 3alnTbl MHopMaUuu.

3.35 nndopmauusa KoHpuaeHUUanbLHOro xapakrepa: Mudopmauus, Anst KOTOPO B COOTBETCTBUM C
3akoHogaTensCcTBOM Poccuiickon degepauum, B TOM YMcne HOpMatuBHbIMKM akTamu baHka Poccuu, u (unu)
BHYTPEHHUMMU [OKYMEHTaMU (PMHAHCOBOM opraHusaumm obecneumBaeTca COXpaHeHne CBOMCTBA KOHMAEH-
uMansHOCTH.

3.36 yreuka nHdopmaumm: HekoHTponupyemoe (huHaHCOBOW OpraHu3aumein pacnpoCTpaHeHue WH-
dopmaynu KOHPUAEHUMANBHOIO XapakTepa.

MpumedaHue — ApanTupoaHo us FOCT P 53114.

3.37 3awura uHcpopmauumn ot yteuku: 3awuta nHdopmauuu, HanpaeneHHas Ha nNpeaoTBpalleHue
HEKOHTPONMpPyeMoro coMHaHCOBOW OpraHusauuen pacnpocTpaHeHus nHdopmaunm KoHduaeHUManbHOro xa-
pakrepa.

MpumedvyaHune — ApantupoaHo ua FOCT P 50922.

3.38 cepBepHbIe KOMMNOHEHTbI BUpTYyanu3sauumu: COBOKYNHOCTb MMNEPBU3OPA, TEXHUYECKUX CPEACTB,
HeoBXoAMMbIX ANA PYHKLMOHMPOBAHUS MMNEPBU30Pa, TEXHUMECKUX CPEACTB, NpefHasHa4YeHHbIX 4NA ynpas-
NeHWs 1 aaMUHUCTPUPOBaHUSA runepeusopa, MO, NnpegHasHa4YeHHOro ANa NPeaocTaBreHus 4O0CTyna K BUPTY-
anbHbIM MawmHaMm ¢ APM nonb3oBarenei (Hanpumep, 6pokep CoeanHeHuin).

3.39 6a3oBbIi 06pa3 BUPTyaribHOM MawmHbl: O6pa3 BUPTyarnbHON MaLLMHbI, UCNOMb3yEMbIN B kade-
CTBE NepBOHa4anLHoro obpasa npuv 3anycke (3arpyske) BUPTyanbHOWM MaLUVHbI.

3.40 Tekywmii o6pa3s BUPTYyanbHON MalwuHbl: OBpa3s BUPTYyanbHON MaLLUHBI B ONPeaeneHHbIi (Teky-
LLMI) MOMEHT BPEMEHU €€ (PYHKLIMOHUPOBAHMUS.

3.41 nHdopmMaLMOHHbIA OOMEH Mexay BUpPTyasribHbIMKA MawuHamu: MexnpoLecCcOpHOe B3anMo-
JAeNncTBKe, a TaKKe CETEBLIE MHDOPMALMOHHBIE MOTOKU MEXAY BUPTYanbHbIMU MaLLMHAMMW, B TOM YUCNE pea-
nm3yemsle cpeacTBaMu runepeusopa U BUPTYyasnbHbIMU BbIYUCTIUTENBHBIMUA CETAMM.
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3.42 cuctema XpaHeHUs OaHHbIX BUPTyanusauum (Ccuctema xpaHeHus AaHHbIX): COBOKYNHOCTb
TEXHUYECKUX CPELCTB, MPEeAHA3HAYEHHbIX ANA XPaHEHUA AaHHbIX, UCMOSb3yeMbIX NPU peanusayum BupTyanu-
3auuu, B TOM Yucne obpa3oB BUPTYyanbHbIX MaLUH U AaHHBIX, 06pabaTbiBaemblX BUPTYanbHbIMU MaLLMHAMM.

3.43 3awuTa OT BPpeAOHOCHOro Kofa Ha YPOBHe runepsu3sopa: Cnocob peanmsaumm 3aluThl OT Bpe-
JOHOCHOIO KOAa BUPTYarbHbIX MalUUH C UCMOSIb30BAHMEM NPOTPaMMHbBIX CPEACTB 3aLWThl OT BPEAOHOCHOIO
Koda, (hyHKLMOHMPYIOLLMX KaKk OTAemNbHbIE BUPTyanbHble MalUMHbI HA YPOBHE runepeusopa, 6e3 Henocpea-
CTBEHHOI YCTAHOBKM areHTOB Ha 3alMLi@eMble BUPTYanbHbI€ MALLVHDI.

3.44 ueHTpanusoBaHHoe ynpaBrieHue TeXHUYeCKUMU MepamMu 3aluTbl MHpopMaLuu: YnpasneHue
cpeacTBaMu U CUCTEMAMM, PEanuU3yioMMU TEXHUYECKUE MEpPB! 3aLLUThLI MHPOPMAaLIMK, MHOXKECTBEHHO pas-
MeLlaembiMu Ha APM nonb3oBaTtenei U aKkcnnyaTauMoHHOro nepcoHana.

MpumevyaHne — B cocTaBe PYHKLMIA LEHTPanN3oBaHHOro yrpasneHnss paccMaTpuBaroTes:

- aBTOMaTW3upoBaHHble ycTaHoBKa W oBHoBneHue MO TexHUYecknx Mep 3alyuTel MHOpMaLMK, nonyvaeMelx 13
€AMHOrO (3TalIoHHOro) UCTOMHUKE;

- aBTOMaTu3MpoBaHHoe 0GHOBMNEHME CUTHATYPHBIX 6a3 B Criydae 1x UCMonb3oBaHWs, Nony4YaemblX U3 efUHOrO (3Ta-
JIOHHOr0) UCTOYHMKA, C YCTAHOBMEHHO! NEPUOANYHOCTBIO;

- aBTOMaTM3MpOBaHHOE YCTaHOBNEHWE NapamMeTpoB HACcTPOEK TEXHUYECKUX Mep 3alluTbl MHopMaLmK, nonyyae-
MbIX U3 €0WUHOrO (3TaNOHHOr0) UCTOMHIKA;

- KOHTpOnb LernocTHocTH MO TexHUYeckux Mep 3alluTbl MHPOpMaLMK, NapaMeTpoB HACTPOEK TEXHUYECKUX Mep
3alUTEl MHOPMaLMK U CUrHaTYpPHbIX 623 Npu OCyLIECTBNEHUM UX aBTOMaTU3NPOBAHHON YCTAaHOBKM U (UnK) 0BHOBREHWY;

- KOHTpOrb LIENOCTHOCTU €4MHOro (3TarloHHOro) UcToMHUKa MO TeXHUYeckux Mep 3aluTsl UHgopMaLuMu, napame-
TPOB HACTPOEK TEXHUYECKUX Mep 3aLLmnThl MHOPMaLIMK U CUrHaTYpPHbIX 6a3;

- LieHTpanu13oBaHHbIA c6op AaHHbIX perucTpaLmn o cobblTAX 3aluThl tHdopMaLnn, opMUPYEMbIX TEXHUYECKU-
MW Mepamu 3aLLuThl MHDOPMaLMK.

3.45 ynaneHHbIn gocTyn paboTHMka ¢hMHaAHCOBOW opraHu3auumn (yganeHHbi goctyn): Jlormue-
CKMit ;ocTyn paboTHUKOB (OMHAHCOBbLIX OpraHM3aLuuit, peanuayemblii U3-3a NPEAENOB BbIYUCIUTENbHLIX CETEN
PUHAHCOBbLIX OpraHu3auui.

3.46 pecypc nepcoHanbHbIX AaHHbIX: Ba3a AaHHbIX UK MHAA COBOKYMHOCTb NEPCOHANbHBIX AaHHbIX
(NAH) mHOrMX cyObekToB MOH, 06beANHEHHbIX 00LWMMKM Lensmu 06paboTku, obpabaTbiBaeMbix (hMHAHCOBON
opraHusauuen ¢ ncnonb3oBaHneM unu 6e3 ncnonbL30BaHUsa 0ObLEKTOB MH(hopMaTUsaLuu, B Tom uucne AC.

4 O603Ha4YeHNA U COKpalleHUs

B HacTosLeM cTaHgapTe NPUMEHEHbI CreayioLmne COKPaLLEeHUs:
APM — aBTomaTtusunpoBaHHoe pabouee mMecCTo;

AC — aBTOMaTU3MpPOBAHHAA CUCTEMA;

MOH — nepcoHanbHble AaHHbIE;

NCIMOH — nH(opMaLMOHHbIE CUCTEMbI NEPCOHAaNbHBLIX AAHHBIX;
MHW — MawmHHble HOCUTENU MHpopMaLuu;

HC[l — HecaHKUMOHUPOBAaHHbI 4OCTYN;

MO — nporpammHoe o6GecneyeHue;

CK3WM — cpeacTa KpunTorpau4eckon 3amTbl MHoOpMauum;
CBT — cpeacrBo BbIMUCIUTENBHON TEXHUKM;

CYB[ — cucrema ynpaeneHusi 6azamu gaHHbIX.

5 HasHaueHue U CTPyKTypa cTaHaapTa

Pasaen 6 HacTosILLEero ctaHgapTa CoaepxKUT:

- onucaHue obLuein MeToaonorum NPUMEHEeHUs HMHAHCOBLIMM OpraHusauusammu TpeGoBaHui Kk cogepxa-
Huto 6a30BOro cocTaBa Mep 3aLuTbl MHPOPMAaLMK, ONPEAEneHHOro B HACTOSILLEM CTaHaapTe;

- onpeaeneHue ypoBHew 3awuTbl MHOPMaLIMK, peanuayembix UHAHCOBOW OpraHu3auuen.

Pasgen 7 HacTosALLero ctaHAapTa COAEPXKUT ANS KaKgoro M3 ypoBHel 3awutbl uHdopmauun Tpedo-
BaHUA K cogepxaHuto 6a3oBoro cocraga Mep 3aluTbl MHOPMaLMM, NPUMEHEHNE KOTOPLIX HAaNpPaBneHo Ha
HenocpeacTBeHHOEe oBecneyeHune 3awmnTbl MHpopmauun (TpeboBaHus K cucteme 3amTbl MHopMayun).

Pasgensi 8 n 9 HacToALWEro ctaHgapTa cogepar 4nA Kaxgoro u3 ypoBHeN 3awuTbl UHpopMayum Tpe-
6oBaHuA k coaepxxaHuto 6a3oBoro coctasa Mep 3aLmuTbl MHPOPMaLMK, HanpaBrieHHbIX HA obecneYeHne Aomx-
HOW NOSHOTLI U Ka4eCTBa peanu3auun CUCTEMbI 3aLMTbl MHAOPMaLmMn (TpeboBaHUsA K CUCTEME OpraHu3auun
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U yNpaBneHUIO 3aWmMTON MHOpPMauuMm), Bkrovasa TpeboBaHus Kk cogepxaHuio 6a30BOro coctaea Mep no
o6ecneyeHuto 3aWwnTbl MHpopMaLummn Ha aTanax XM3HEeHHOro uukna AC 1 NPUNOXKEHUNA.

B npunoxeHun A HacTosiLLero ctaHaapra NpMBeAEHO ONMCAaHUE OCHOBHbLIX NOMOXEHWI 6a30BOW MoAenu
Yyrpo3 n HapyLuuTenen puHaHCOBbIX OpraHn3auni.

B npunoxeHun b HacTosiLero cranaapra npuBeaeHsl COCTaB M coaepXaHue peKoMeHAyeMbIX OpraHu-
3aUMOHHBIX Mep, CBAA3AHHbIX C 00paboTKoW PUHAHCOBON OpraHM3aumeli NepCoOHanbHbIX AaHHbIX.

B npunoxeHun B HacTosLwwero ctaHgapTa npuBeaeH nepeyeHb CoObITUI 3awmTbl UHAOPMALUMU, NOTEH-
UManbHoO cBsi3aHHbIX ¢ HCH 1 nHuMaeHTamu 3awuTbl MHpOPMaLIMK, PEKOMEHAYEMBIX ANA BbISBNEHUS, peru-
cTpauuun U aHanusa.

6 OOwme nonoxeHus

6.1 JeATenbHOCTM (DPUHAHCOBOW OpraHu3aLun CBOWCTBEHEH OMEPAaLMOHHBIA PUCK, CBA3AHHLIA C Hapy-
LweHneM 6e30nacHOCTU MHpOPMaLMK, YTO ABNAETCS OOLEKTUBHOW PeanbHOCTbIO, U MOHU3UTL 3TOT PUCK MOX-
HO NMULWb A0 ONPEAEeSIeHHOro OCTaTO4MHOro YPOBHA. [ANg ynpasneHus onepauuoHHbIM PUCKOM, CBA3AHHbLIM C
6e30MacHOCTbIO MHhopMaLmK, PUHAHCOBOMW OpraHu3aumm Heobxoanmo obecneynThb:

- uaeHTUdUKaUmio n yuyet obbekToB MHcpopmaTuzaumm, B Tom yucne AC, Bknoyaembix B 06nacte npu-
MEHEHUs1 HAaCTOALLEero cTaHaapTa B COOTBETCTBUM C TpeBoBaHUAMM HOPMaTUBHBIX akToB BaHka Poccuu, ycra-
HaenuBawLmx 0653aTEeNbHOCTL NPUMEHEHNUS €ro NMONOXeHU (ganee — obnacTb NPUMEHEHUS);

- MPUMEHEHME Ha Pa3MUYHbIX YPOBHAX MHOPMALMOHHON MH(PACTPYKTYPbI BbIOPAHHBIX (PUHAHCOBOW
opraHusauumeii Mep 3awuTbl MHAOPMAaLUK, HAaNpPaBEHHbIX HA HEMOCPEACTBEHHOE 00ecrneYeHne 3aLtuuThl NH-
cdopMauun 1 BXOAALUMX B CUCTEMY 3aLmThbl MHGOPMaLUK, TpeboBaHUs K cogepxaHuto 6a3oBoro cocraea
KOTOpPbIX YCTAHOBSEHbI B pasgene 7 HacTosALero cTaHaapTa;

- NpUMEHeHUe BbIGpaHHbIX (PUHAHCOBOW OopraHusaumein mep 3awmTbl MHOpMaLmmn, obecneunBaloLLmx
npuemnemble ansi PUHAHCOBON OpraHM3auuu MOrHOTY U KaYeCTBO 3alumTbl MHOPMaLUKU, BXOASLWMX B CU-
CTEMY opraHusauuu U ynpasreHus 3awmTton uHdopmauumn, TpeboBaHus Kk cogepxanHuio 6a3oBoro cocraea
KOTOPbIX YCTAHOBMEHLI B pasaene 8 HacTosLWero ctaHaapra;

- NPUMEeHeHUe BbIGpaHHbIX PMHAHCOBOM OpraHM3auuMei Mep 3almTbl MHpOpPMAaLIMKM, HaNPaBNEHHbIX Ha
obecneyeHune 3almUTbl UHPOPMALMM HA BCEX CTAAUNAX XKUIHEHHOTO umkna AC u npunoxeHuin, TpeboBaHus K
coaepxanuto 6a30BOro CocraBa KOTOpbIX YCTAHOBAEHLI B pasaene 9 HaCcTOALLEro CTaHAAapTa;

- OLEHKY OCTaTO4HOro ONEPAaLIMOHHOrO pucka ((puHaAHCOBOrO 3KBUBANEHTA BO3MOXHBIX NOTEPL), BbI3BAHHO-
IO HEMOMHbLIM UMK HEKAYECTBEHHBIM BLIOOPOM M NPUMEHEHNEM MEP 3aLumMTbl UHGOpMaLmK, TpeboBaHus K coaep-
»aHuio 6a30BOro COCTaBa KOTOPbIX YCTAHOBSEHbI B pasaenax 7, 8, 9 HacTosLwero craHaapta, u 06paboTKy ykasaH-
HOTO pUCka B COOTBETCTBUM C NPOLIElypol, OnpeaeneHHon TpeGoBaHnAMn HOpMaTMBHBIX akToB Banka Poccuu.

MpumedaHne — PekoMeHaauuu No oUeHKe pUCKOB UHDOpMaLMOHHOW GezonacHOCTU npuBeaeHsbl B [5] 1 [6].
Pe3ynbraThl OLiEHKN pUckoB MHOpMaLMoHHON 6e30nacHOCTM MOryT BbiTb MCNONB30BAaHL! NPU OLIEHKE OCTATOYHOrO one-
pPaUMOHHOIO pUCKa, BbI3BAHHOTO HEMOMHBIM UMW HEKa4YeCTBEHHLIM BbIGOPOM W NPUMEHEHUEM OpraHN3aLUOHHbIX M TEXHU-
YeCKMX Mep 3alLuThl UHopMaLUK.

6.2 Npu nageHtudpmkayum n yyete o6LeKToB UHpopmaTusaunm UHAHCOBON OpraHn3auum AoMKHbI pac-
CMaTPUBATLCH Kak MUHUMYM CNeAyioLmMe OCHOBHbIE YPOBHWU UHPOPMALIMOHHON UHAPPACTPYKTYPBLI:

a) CUCTEMHbIE YPOBHM:

- YpOBeHb annaparHoro obecneyeHus;

- ypoBeHb ceTeBoro obopyaoBaHus;

- YPOBEHb CETEBbIX NPUITOXKEHUI U CEPBUCOB,

- YPOBEHb CepBEPHbIX KOMMOHEHTOB BUPTYanu3auuu, NPporpaMMHbIX UHPPaCTPYKTYPHbIX CEPBUCOB;

- YPOBEHb OMEPaLMOHHbIX CUCTEM, CUCTEM YNpaBneHns 6a3ammu JaHHbIX, CEPBEPOB NPUNOXKEHUMN;

6) ypoBeHb AC M NPUNOXKEHUI, IKCNNYATUPYEMBIX ANA 0Ka3aHus PMHAHCOBLIX YCNyr B pamkax 6usHec-
NPOLIECCOB UIMKU TEXHONMOTMYECKMX NPOLIECCOB (PUHAHCOBON OpraHn3aLuu.

6.3 BblOOp 1 npumeHeHne (hbMHaHCOBOIN OpraHn3auuet Mep 3awwmTbl MHpopMaLMKN BKNIOYAET:

- BblOOp Mep 3awmTbl MHOpMaLuK, TpeboBaHUA K coaepkaHuio 6a30BOr0 COCTaBa KOTOPbIX YCTAHOB-
neHbl B pasaene 7 HaCTOALLEro CTaHaapTa;

- apganTtaumio (yTOMHEHUE) Npu HeobXxoAUMOCTU BLIOPAHHOIO COCTaBa U COAEPXKAHUA MEp 3aLUTbl UH-
chopmaumm ¢ y4ETOM MOAENU YIpo3 U HapyLumTenen 6e3onacHocTU uHdopmauum OUHAHCOBOM OpraHU3aLm
U CTPYKTYPHO-(hYHKLIMOHANbHBIX XapakTepucTuk 06bLeKTOB HopmaTusaumm, B Tom yucne AC, BKIOYAEMbIX
B 06nacTb NPUMEHEHUS1 HACTOSILLIETO CTAHAAPTa;
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- UcKnoYeHne ns 6a3oBoro cocrasa Mep, He CBA3aHHbIX ¢ UCNONb3yEMbIMU UHDOPMALMOHHBIMU TEXHO-
noruamu;

- AONONHEeHWe Npu HeobxoAMMOCTU aAanTMPOBAHHOIO (YTOMHEHHOrO) COCTaBa U COAEPXKaHUS Mep 3a-
LMTBI MHGOPMaLMKn mepamu, o6ecneynsaioLLMMm BbINonHeHUe TpeGoBaHuii K 3aLumTe uHopMaLum, yCTaHoB-
NEHHbIX HOPMATUBHLIMW NPABOBbLIMK akTaMu B obnacTu obecneveHus 6e30NacHOCTU U 3aWwmTbl MHOpMaLMK;

- NMPUMEHeHWe ANnsi KOHKPETHON o0nacTu aganTUPOBAHHOIO (YTOUHEHHOTO) M OMNOSHEHHOrO COCTaBa
Mep 3aLmTbl UHPOPMaLMKU B COOTBETCTBMU C MONIOXEHUAMU pa3aenos 8 u 9 HACTOSALLEro CTaHaapTa.

6.4 Npy HEBO3MOXKHOCTU TEXHMYECKON peanu3auumn oTaenbHbIX BbIOPAHHBIX Mep 3aLMTbl MHOPMAaLUK,
a TaKkKe C y4eTOM 3KOHOMMYECcKOW LenecoobpasHOCTU Ha dTanax agantauuu (ytouHeHus)) 6a3oBoro cocra-
Ba Mep MOryT paspabarbiBaTbCA UHbIE (KOMNEHCUPYIOLLME) MEPbI, HAMPAaBIEHHbIE HA HEMTpanU3auuio yrpos
6esonacHocTu uHdopmauun, onpegeneHHbiX B MOAENU yrpo3, U HapyLuMTenein 6e3onacHoCcTn nHdopmauum
(buHaHCcOBON OpraHusaumu.

B atoM cnyyae hmHaHCOBOI opraHusauuei 4OmkHO ObiTb NPOBEAEHO 060CHOBaHUE NPUMEHEHUSA KOM-
NEHCUPYIOLLMX Mep 3aLmTbl MHDOPMaLMK.

MpumeHeHne KOMNEHCUPYIOLLMX Mep 3aLumMTbl MHOPMaLUUKM AOIMKHO ObiTb HaMpaBneHO Ha 06paboTky
onepauuoHHOro pucka, CBA3aHHOTO C peanusauumeii Tex xe yrpo3 6e3onacHOCTU MHOPMALUK, HA HEUTpanu-
3aUMI0 KOTOPLIX HaNpaeneHbl Mepbl U3 6a30BOro COCTaBa Mep 3aLmThbl MHOPMAaLMKM HACTOALLIEro CTaHaapTa,
He NpUMeHsieMble (PUHAHCOBOI OpPraHU3aLMen B CBA3N C HEBO3MOXHOCTbLIO TEXHUYECKON peanusauum u (unum)
3KOHOMMWYECKOW Lienecoo0pasHOCTbIO.

6.5 CHWxeHne onepauMoOHHOIO PUCKa, CBA3AaHHOIO C HapyLueHuem GesonacHocTu undopmaumm, obe-
cne4vynBaeTca nyremM Haanexawlero Bbl60pa, NOBbLILLEHUA NONHOTbLI U Ka4yecTBa NPUMEHEHUA COOTBETCTBYIO-
WUxX Mep 3awmTbl MHAopMauuun. NonHoTa u Ka4eCcTBO NPUMEHEHUS MEp 3aLLmMTbl UHopMaLMKU AOCTUrAETCA
nnaHupoBaHWeM, peanusaumen, NPOBEPKON U COBEPLUEHCTBOBAHUEM CUCTEMBI 3alUuUTbl uHpopmMaumm, ocy-
LLIECTBMNSAEMbIMU B PAMKaX CUCTEMBbI OPraHM3aumm 1 ynpaeneHus 3almTon MHopMaLmm, a Takke npuMeHe-
HUEM Mep 3aLmMTbl HAOPMaLUK Ha 3Tanax >XU3HEHHOTO uukna AC 1 NPUIOXKEHWUIA.

6.6 OueHka 0CTaTOYHOrO OMepaLMOHHONO PUCKa, CBA3AHHOTO C HEMOMHLIM UM HEKAYECTBEHHBLIM NpU-
MEHEHMEM Mep 3auTbl MHAOPMAaLUK, BXOASALLMX B CUCTEMY 3aLuUTbl UHpOpMALIMK, OCYLLIECTBIISIETCH B CO-
OTBETCTBMK C MPOLEAYPOI, onpeaeneHHon TpeboBaHMsMU HOpPMaTUBHbLIX akToB BaHka Poccuu, Ha ocHoBe
OLIEHKU Moka3saTtenel COOTBETCTBUA peanusaumn CUCTEMbI 3aLmThl MHpopmaumm UHAHCOBON OpraHu3auumn
TpeboBaHuam pasgenos 7, 8 n 9 HacToawero craHgapra.

OueHKy nokasarterieil COOTBETCTBUSA peanu3auum CUCTEMbI 3awmTbl UHpopMaummn UHAHCOBOIN OpraHu-
3auumn TpeboBaHKAM, YCTaHOBIEHHbIM B pasaenax 7, 8 n 9 HacTosLero craHgapra, cneayer oCyLwecTBnsaTh B
COOTBETCTBUM C METOAMKOMN, NPUBEAEHHOI B COOTBETCTBYIOLLEM HALMOHANLHOM CTaHAapTe.

6.7 Hacrosawmii ctaHgapT onpeaensieT TpU ypoBHA 3awmTbl MHopMaLuuu:

- YPOBEHb 3 — MUHUMATbHBIN;

- YPOBEHb 2 — CTaHAAPTHbIA;

- YPOBEHb 1 — YCUNEHHbIN.

B chmHaHCcoBOI opraHusaumm OPMUPYIOTCS OAUH UNU HECKONbKO KOHTYPOB 6€30MacHOCTU, ANs KOTO-
PbIX MOXET ObITb YCTAHOBNEH pa3Hbiil YPOBEHb 3aLLUThI UHpOpMaLUN.

YpoBeHb 3aluTbl MHOpMaLMKU (PMHAHCOBOW OpraHM3auuu Ans KOHKPETHOTO KOHTypa 6e30nacHOCTH
YCTaHaBNMBAETCA HOPMATUBHbLIMKU akTamu BaHka Poccun Ha ocHoBe:

- BUAA AEATENbHOCTU (PUHAHCOBON OpraHusauum, coctasa npeaocTasnAeMbiX PUHAHCOBLIX YCAYT, pe-
anuayembix GU3HEC-NPOLECCOB U (MNM) TEXHONMOFMYECKMX NPOLIECCOB B paMKkax AaHHOro KOHTypa 6esonac-
HOCTH;

- obbema hUHAHCOBLIX Onepaumi;

- pasMepa opraHusauum, OTHeceHUst (PMHAHCOBON OpraHu3auuM K KaTeropum MarsbiX npeanpusatui um
MUKpONpeANpUATU;

- 3HAYMMOCTM (PUHAHCOBOW OpraHu3auuu Ans PUHAHCOBOTO PbIHKA U HALUUOHANbHOM NNATeXHOW Cu-
CTeMbI.

6.8 Peanu3saumio TpeGoBaHuii k cogepaHuio 6a3oBoro coctasa Mep 3awmTbl MHOpMaLmmu Ana cneay-
IOLWMX YPOBHE 3aLLMTbl MHPOPMALIMK, YCTAHOBIEHHBIX HACTOALWUM CTaHAAPTOM, PEKOMEH/YETCS UCMONb30-
BaTb (hpMHAHCOBLIMM OpraHu3auusMu Ans obecneyeHns BbINONHEHUA TPeBOBaHUIA K 3alLuTe NepPCOHaNbHbIX
JAaHHbIX NpK ux 06paboTke B MHOPMALIMOHHBIX CUCTEMAaX NEPCOHanbHbIX AaHHbIX (MCT1OH):

- Ana obecneyeHnsi COOTBETCTBUSI YETBEPTOMY YPOBHIO 3aLLMLLEHHOCTU NEPCOHarnbHbLIX AAHHLIX NPW
ux o6pabotke B UCIMOH, ycraHoBneHHbIX MNpasutenscreoM Poccuiickon deaepauuu [7], pekomeHayeTcs uc-
nonbL30BaTb TPEGOBaHMSI, YCTAHOBMEHHbIE HACTOSILLUM CTAHAAPTOM ANA YPOBHA 3 — MUHMMATIbHBIN;
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- ansi obecne4YeHns COOTBETCTBUSA TPETLEMY U BTOPOMY YPOBHSAM 3aLLMLLEHHOCTU NEPCOHASBHBIX AaH-
HbIX Npu ux obpaboTtke B UCMOH, yctaHoBNEeHHbIX MpaButennctBoM Poccuiickoin ®eagepauuu [7], pekoMeH-
JyeTcs UCnonb3oBarb TPeGoBaHMSA, YCTAHOBMNEHHbIE HACTOSALLMM CTAHAAPTOM AN YPOBHA 2 — CTaHAapPTHbI;

- ansi obecneYveHunsi COOTBETCTBUSI NEPBOMY YPOBHIO 3aLLUMLLEHHOCTU NepCOoHarnbHbIX AaHHbIX NPW UX 06-
pabotke B MUCMOH, ycTaHOBREHHbIX MpaButensctBoM Poccuiickon deaepauun [7], pekoMeHayeTcss UCrnornb-
30BaThb TpebOBaHUSA, YCTAHOBIIEHHbLIE HACTOALLMM CTaHAapPTOM ANS YPOBHA 1 — YCUINEHHbIN.

CnpaBo4yHasi MHOPMAaLMsi MO COCTaBY M COAEPKAHUIO PEKOMEHAYEMbIX OPraHU3aLUMOHHBIX Mep, noa-
nexawyux peanusaunm uHaHCOBOI opraHusauueii B ceasun ¢ 06paboTkoii MOH B COOTBETCTBUU C TpeBGOBaHM-
MK [8], NpuBeaeHa B NPUNOXeHUU B k HacToALWEMY CTaHA4apTy.

6.9 OCHOBOW ANs peanusaunn NpaBuLHOIO U 3pPEKTUBHOrO cnocoba MUHMMKU3ALMKM BO3SMOXHbLIX MO-
ABMNEHWUIA B AEATENBHOCTU (DMHAHCOBON OpraHu3auun HENpUEMNEeMbIX AN Hee onepaLMoHHbIX PUCKOB, CBSI-
3aHHbIX C HapyLLeHrem 6e3onacHoCcTn MHAOPMaLMK, ABMAKOTCA NPUHATBLIE U KOHTPONMPYEMbIE PYKOBOACTBOM
(PUHAHCOBOW OpraHusaunmn JOKYMEHTbI, onpeaensiowme:

- nonuTuky obecneveHns 3aLmTbl MHPOPMAaLMK (PUHAHCOBO OpraHu3auuu;

- obnacTtb NPUMEHEHUs CUCTEMBI 3aLLMTbl MHOPMALIMKM, OMMCAHHON Kak nepeyeHb OU3HEeC-NnpoLIECcCoB,
TEeXHOnornyeckux npoueccos u (Mnu) AC drHaHCOBOW opraHM3aumu;

- LeneBble noKkasaTenu BenMUUHbI 4ONYCTUMOrO OCTaTOMHOrO OnepaLMoOHHOro prcka, CBA3aHHOro C Ha-
pyLueHnem 6e3onacHoCTM nHpopmMaLmu.

CoaepxxaHue nonuTtuku obecneveHus 3awmTbl UHPOPMaLMKU (OMHAHCOBOM OpraHM3aLun AOMMKHO Cpeam
npoYero onpeaensTh:

- Uenu u 3agayu 3awmTbl MHdopMauuy,

- OCHOBHbIE TUMMbI 3aLUMLLIAEMON UHOopMaLMK;

- OCHOBHbI€ NPUHLUMbI U MPUOPUTETDI Bbl60pa OpraHM3auMOHHbIX N TEXHUYECKUX MEP CUCTEMBI 3aLLUTbI
UHpOpMaLMN U CUCTEMBI OpraHM3aumn U ynpasneHus 3awmTon nHdopmaunu;

- MONOXEHUSA O BblAENEHUN HEOOXOAUMbBIX U AOCTATOUHBIX PECYPCOB, UCMONb3yeMbIX MPU NPUMEHEHUN
OpraHN3auUMOHHbIX U TEXHUYECKUX Mep, BXOAALLMX B CUCTEMY 3aLUUTLI UHOPMaLMN.

6.10 Mpwu npoBeaeHun paboT No NPeAOCTaBMNEHUIO 4OCTYNA K 3awmwaemon uicpopmanum puHaHCOBOW
opraHu3auuu cnegyet pykoBoACTBOBaTbLCA CNeAYIOLMMU NPUHLMNAMU, YCTAHOBNEHHbIMU AN PblHKA (OUHAH-
cosbix ycnyr B FOCT P UCO/TO 13569:

- «3HaTb CBOErO KMMEeHTay: NPUHUMN, peanu3auus KOTOpPOro B OCHOBHOM HanpaBneHa Ha obnagaxue
UHopMaLueii B OTHOLLIEHUW BnaroHagexXHOCTMN KIIMEHTAa, ero OCHOBHbIX NOTPeEBGHOCTEN, OTCYTCTBUSA €ro Hesa-
KOHHOW UNK HeneranbHOW AEATENbHOCTHU;

- «3HaTb CBOEro paboTHMKAY: NPUHLMN, peanu3aums KOTOporo B OCHOBHOM HanpaBsrieHa Ha obnaganune
nHchopmaumei 06 oTHOLEHUU pabOTHMKOB (PUHAHCOBOI OpPraHM3aLun K CBOMM CIy>Xe6GHbIM 00513aHHOCTAM,
HanU4MM y HUX BO3MOXKHBIX NPOGneM, B TOM Yncne (OUHAHCOBbLIX, UMYLLECTBEHHbIX UMM JIUYHBIX, KOTOPbIE
MOTYT NOTEHLUMaNbHO NPUBECTU K AEHCTBUAM, HanpasreHHbIM HA HapyLueHue TpeboBaHui k 3auTe uHdop-
Mauuu;

- «HeobxoauMO 3HaTb»: NPUHLMN, peanu3auus KOTOpOro B OCHOBHOM HarnpaBfeHa Ha OrpaHuyYeHune
npas noruyeckoro u (unu) puanyeckoro gocryna paboTHMKOB (PMHAHCOBOW OpPraHMU3aLumn Ha YPOBHE, MUHU-
MasnbHO HeoOXoAUMOM ANA BbINONHEHMSA cryxebHbix 06si3aHHOCTE;

- «ABOMHOE ynpaeneHue»: NPUHLMI, peanu3auusi KOTOporo B OCHOBHOM HanpaBrieHa Ha COXpaHeHue
LIENOCTHOCTU U HEU3IMEHHOCTU UH(POPMALMKU NYTEM AYONMPOBaHMS (ANTOPUTMUYECKOTO, BPEMEHHOTO, pecypc-
HOTO UMM MHOTO) AEUCTBUI CyOBEKTOB 10CTYNA B paMKax peanu3saumu coMHaHCOBbIX OnepaLuil U TpaH3aKUuiA,
BbIMOMHAEMOr0 10 X OKOHYaTENBLHOIO 3aBepLUEHUS.

6.11 duHaHCOBOI OpraHn3auumn pekomeHayeTtca obecneunBaTb aBTOMaTM3aLMIO NPeA0CTaBNAEMbIX hu-
HaHCOBbIX YCNyr, BU3HEC-NPOLECCOB, TEXHONOMMYECKMX NpoLeccoB U (unu) obpaboTky 3awmiiaemon MHop-
Mauuu ¢ ucnorno3oBaHmeMm AC U NpunoxxeHumn, cosgaBaembix (MogepPHU3UPYEMbIX) (PUHAHCOBOM OpraHu3a-
Len caMOCTOATENbHO U (MNK) C NPUBIIEYEHNEM CTOPOHHMX OpraHn3aLui.

Ob6sa3aHHOCTL 06ecneveHust hMHAHCOBON OopraHu3auueli aBTomarusaumum 6uaHec-NpoLIeccoB, TEXHOMNO-
rMYECKUX NpoLieccoB U (unu) 06paboTkm 3awmaemon MHOPMaLMmM TONbKO C NpumeHeHneM AC ycraHaBnu-
Baercs TpeboBaHMSIMU HOPMATUBHLIX akTOB BaHka Poccun.

6.12 duHaHCOBas opraHu3aunsi CaMOCTOATENbHO onpeaensieT HeoOxX0AUMOCTb UCMONb30BaHUS CPEACTB
kpunTorpaduyeckon 3awmTtel uHdopmauum (CK3U), ecnu nHoe He npeaycMOTpeHo ceaepanbHbIMU 3aKO-
HaMM 1 UHBIMU HOPMaTUBHbLIMW NPaBOBbLIMK akTamu Poccuiickoin depgepauuu, B TOM YUCNE HOPMATUBHLIMU
akramu baHka Poccuu, crangapramu, npasunamu npogeccuoHanbHONn AEATENLHOCTH, U (Mnu) npaBunamm
NaareXxHon CUCTEMbI.
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Pa6oTbl hMHAHCOBOI OpraHu3aLuu No 06eCcnevYeHno 3aLumTbl MHGopMaumMm ¢ nomoLbio CK3W npoeo-
[AATCA B COOTBETCTBMM C TpeboBaHusAMU 3akoHoaarensctea Pd [9], [10] u [11] u TexHUYeckoi JoKymeHTauueii
Ha CK3W.

B cnyyae ecnu chuHaHcoBasi opraHusauusa npumeHser CK3M poccninckoro nponssoanTensi, ykasaHHble
CK3W gomkHbl UMeThL cepTudmkaTbl UNU paspeLueHus deaepansHOro opraHa, ynonHoOMOYEHHOro B 06nactu
obecneyeHnss 6e30NacHOCTHU.

6.13 Opuanyeckue nuua unu MHAUBUAYanbHbIE NPEANPUHUMATENK, NPUBNEKaeMble (PUHAHCOBON Op-
raHusaumein ans npoeegeHuss paboT no o6ecneveHunto 3awuTbl UHpopmaLmm, 4OMHKHbI UMETL MULIEH3NIO HA
JeATenbHOCTb N0 TEXHUYECKON 3aLUnTe KOHPUAEeHUMansHOW nHdopMaum.

7 TpeboBaHuA K cucTemMe 3awuTbl MHopmauumn

7.1 O6uwme NonoxeHuns

7.1.1 Hacrosawmn pasagen ycrtaHasnueaeT TpeboBaHuA k cogepxaHuto 6a3oBoro cocrtasa Mep 3aLiuThbl
WHbopMaLun Ansa cneaylowwmx npoueccos (HanpasneHuin) 3awmTbl MHOpPMaLIUK:

a) npouecc 1 «O6ecneyveHne 3awmTbl MHOPMaLUKM NPy ynpasneHun OCTYMOMY:

- ynpaeneHue y4eTHbIMW 3anUCAMM U NpaBaMu Cy6LEKTOB NOrMYeCcKoro 4oCTyna;

- naeHTudMKaLua, ayTeHTudukauumsa, asTopusauus (pasrpaHnieHme 4oCTyna) npu oCyLeCTBNEHUM No-
rMYeckoro 4ocTyna;

- 3awmra uHcopmaLmu Npu oCyLLECTBNIEHNU PUIUYECKOTO AOCTYNA;

- naeHTUdMKaLmMA, KnaccudukaLmus u y4eT pecypcos U 00bEKTOB JOCTYNA;

6) npouecc 2 «ObecneveHmne 3aLnThl BbIMUCIUTENBHBIX CETEH»:

- CerMeHTauus 1 MEeXceTeBoe 9KpaHUpPOBaHWE BblMUCTIUTENbHbIX CETEN;

- BblIIBNIEHNE CETEBbIX BTOPXKEHWUN U aTak;

- 3awuTa nHdopmauuu, nepeaaBaemMoin no BbIYUCIIUTENbHBIM CETSM;

- 3awmTa 6ecnpoBOAHbIX CETEW;

B) npouecc 3 «KOHTpOnb LENOCTHOCTU U 3aLULLEHHOCTU MH(POPMALIMOHHOW MH(PPACTPYKTYPbIY;

r) npouecc 4 «3alumTa OT BPeaOHOCHOro Koaay;

) npouecc 5 «lMpeaoTepaweHune yreuyek uHopmaLumy;

€) npouecc 6 «YnpaeneHwe MHUMAEHTaMM 3aLmTbl UHOPMaLMny

- MOHMTOPUHT U aHanu3 cobbITUii 3aLmMTbl MHGOPMALUK;

- obHapy>XeHne MHUMAEHTOB 3aLLmMThl MH(OPMALIUM U pearupoBaHue Ha HUX;

K) npouecc 7 «3awmTa cpeabl BUpTyanusauumy;

1) npouecc 8 «3awura nHpopMaLmm npu OCyLLECTBIIEHUM YAANEHHOIO NOrM4ecKkoro 40CTyna ¢ UCnosb-
30BaHWEM MOOUNbHbIX (MEPEHOCHbIX) YCTPONCTBY.

7.1.2 Mepbl 3almTbl MTHPOPMALIMKM, BXOASALLUE B CUCTEMY 3aLUMTbI MHPOpMAaLMK, peanu3yioTcs:

- B COOTBETCTBUM C NONOXEHUSAMU pasaenos 6, 8, 9 HacTosLero ctaHaapTa;

- C OrpaHUMYEHUsIMM U YCNIOBUSIMK, ONpeAeneHHbIMU B pasaene 6 HacTosLero craHgapra, 00ycnosnes-
HbIMW TEXHUYECKOW BO3MOXHOCTbIO U 9KOHOMMUYECKOW LenecoobpasHOCTbIO (PUCK-anneTUToM) hMHaHCOBOM
opraHusauuu.

7.1.3 B cnyyae BO3HMKHOBEHUS1 B UHCPOPMALMOHHON UHAPACTPYKTYpPE (PUHAHCOBOW OpraHW3auumn 3a-
(PUKCMPOBAHHbIX HELUTATHLIX CUTYaLuii (aBapuii UNK CyLLIECTBEHHOTO CHUXEHUS (PYHKLIMOHANbHOCTU KOMMNO-
HEHTOB UHAOPMALIMOHHON MHAPACTPYKTYPbI), MPY KOTOPbIX BPEMEHHO OTCYTCTBYET TEXHUYECKAsA BO3MOXHOCTb
NpPUMEHEeHUs BCEX Mep 3aliuTbl UHAOPMALIMK, BXOASALUMX B CUCTEMY 3aluTbl MHopMaLuu, duHaHCOoBas
opraHusauus AoMmKHa NpeayCMOTPETb OCYLLUECTBMNEHWE IKCNINyaTauMOHHbIM NEPCOHANOM AENCTBUN, Hanpas-
NEHHbIX HA BbIMOMTHEHUE CBOMX CAYXEOHbIX 06513aHHOCTEN B YCMOBUSIX OTCYTCTBUSI NPUMEHEHUS OTAENbHBIX
Mep 3aLmMTbl MHOPMaLMK, a Talkke AOSPKHLIA KOHTPOMb YKa3aHHbIX AEUCTBUNA.

7.1.4 Mepbl 3alwmTbl MHAOPMaLMK, BXOASLLUE B CUCTEMY 3aLLUUTLI MHCOPMALMK, Peanu3yloTcsa B TOM
yucne ans obecneveHus 3auThl:

- pe3epBHbIX KONUI pecypcoB A0CTyna, 6a3 AaHHLIX U aPXMBHBLIX XPaHUNULLY, MHpopMaLmu;

- nHdopmMaumu, obpabarbiBaemoli Ha BUPTYasbHbIX MaLUMHAX, a TaKkke Npyu peanusauum TeXHONOorum
BUPTyanu3auuu.

7.1.5 MNpu HOpMUPOBAHNU AaHHBIX perucTpauuMm 0 CoObITUAX 3awmTbl UHOPMALMK, NPeayCMOTPEH-
HbIX HACTOSILLIMM CTaHAAPTOM (PEKOMEHAYEMBII ANS BbIABNEHUA, PErucTpaLum n aHanusa nepeyeHb cobbITuii
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3aWmThl MHOPMALMK YCTAHOBIEH B NPUNOXeHUU B HacTosLero craHaapra), Anst Kaxaoro UKCupyemoro
AencTeua U (Mnu) onepauuv onpeaensaeTca cneayowmii Habop napaMeTpoB:

- AaHHble, NO3BONAOLLME NAEHTMULMPOBATDL BbINONIHEHHOE AENCTBUE UMM ONEPALMIO;

- Aarta n Bpems OCYLLECTBIEHUS AENCTBUS UMM OnepaLuu;

- pesynbrart BbINOSIHEHUS AENCTBUA UK onepayum (YCreLHO UM HEeYCNELLHO);

- WAEHTUVUKALMOHHBIE AaHHbIE CyObekTa A0CTyNa, BbIMOMHUBLLETO ONeEpaLyIo;

- naeHTUMKaLMOHHbIe AaHHbIE pecypca AOCTYNA, B OTHOLLEHUU KOTOPOTO BbINOMTHEHA Onepauus;

- MAEHTU(PUKALIMOHHbIE AaHHbIE, UCNONb3yeMble ANA aapecauum obbekTa A0CTyna, KOTOPbI UCMOSb-
3oBancs cybbektamu 0CcTyna Ans BuINONHeHus onepauyn’).

7.1.6 Cnoco6bl peanu3auum mep 3awmTsbl MHGOPMaLMK, YCTaHOBMNEHHbIE B TAbnuuax pasgena 7 HacTo-
AWero craHaapra, 0603HayeHb! cneayowmm obpasom:

- «O» — peanu3aumsi nyTeM NPUMEHEHUs] OPraHU3aLMOHHON Mepbl 3almThl HdpopmaLmmn?);

- «T» — peanu3auus nyTeM NPUMEHEHUS TEXHUUIECKON MePbI 3aLLUTbl MHOpMaLmK;

- «H» — peanu3auus siBnaeTca HeobGA3aTenbHOMN.

7.2 Npouecc 1 «<O6ecneyeHne 3awmuTbl MHGOPMALUKM NPU YNPaBIEHUN AOCTYNOM»

7.2.1 NMoanpouecc «YnpaeneHue y4eTHbIMU 3aNMUCAMMU U NpPaBaMu CyObLEKTOB FIOrMYECKOro [o-
cTyna»

7.2.1.1 MNMpumeHsemble DUHAHCOBOW OpraHu3aumein Mepbl N0 YNPaBMEHUIO YYETHBIMU 3aNUCAMU U Npa-
BaMu CyObEKTOB NOrMYECKOro AOCTYNa A0MKHbI 0becneynBaTh:

- OpraHu3aumIO N KOHTPOSb UCNONbL30OBAHUA YYETHLIX 3anucel CyOLEeKTOB NOrM4eckoro 4ocTyna;

- OpraHu3aumio M KOHTPOIb NPeaocTaBneHns (0T3biBa) M BNOKUPOBAHUS NOrMUYECKOro A0CTYNA;

- permcTpauymio CoObITUi 3aWwmThl MHCpOPMALIMK, CBSI3AHHBLIX C ONepauusiMu C YYETHLIMU 3aNUCAMU U
npaBaMu NOrMYECKOro 0CTyNa, U KOHTPOSIb CNOJSIb30BAHUS NPEAOCTABNEHHbIX NPaB FIOTMYECcKoro AocTyna.

Mpu peanusauuu nognpouecca «YnpaesneHne y4eTHbIMKU 3anMcsiMmm 1 npaBammu CybbLEKTOB NOrM4ecKoro
Jocrtynay pekomeHayerca ucnons3osatb FOCT P 50739.

7.2.1.2 Ba3oBbIin COCTaB MEP NO OPraHN3aLUnmn U KOHTPOTIO UCTMONb30BAHUS YYETHLIX 3anucen CyGbLekToB
NOrnYecKoro 4octyna NPUMEHUTENLHO K YPOBHAM 3aLuuThl MHGOpMaLMn nNpuBeaeH B Tabnuue 1.

Ta6nuya 1— Ba3oBblit cOCTaB Mep Mo OpraHU3aLUN U KOHTPOMKO UCMOMNB30BAHUS YHETHLIX 3anuceii cybbLeKToB Nnoru-
YecKoro gocTyna

VCnoBHoe Y[LoHizb;anmbl
o6o3HaueHne CoaepxaHue Mep cuCTeMbl 3aLlLuThl MHGOPMaLmn pmaumn
N HOMep Mepbl 3 2 1
Y31 OcyLecTBNeHNe NMoruyecKkoro ocTyna nonb3oBaTensiMu U aKCnnyaTaLuoHHbIM T T T
nepcoHanoM noj YHUKanbHbIMA 1 NEPCOHUPULMPOBAHHBIMU YYETHBIMW 3amnu-
cAMHK
Y3r.2 KoHTpornb cooTBeTCTBUA hakTUHecKoro cocTaBa pa3bnokMpoBaHHbIX YYETHBIX @] O T
3anucei hakTU4eckoMy COCTaBy neranbHbIX CyObeKTOB Norudeckoro goctyna
Y3M.3 KoHTponb oTcyTcTBUA HEe3abnoKMpoBaHHbIX YYETHBIX 3arnuceil: @] (@] T
- YBOMEHHbIX pabOoTHWKOB;
- paboTHUKOB, OTCYTCTBYlOLWMX Ha pabodyem mecTe Gonee 90 kaneHaapHbIX
OHEW;
- paboTHUKOB BHELLUHUX (NOAPAAHBLIX) OpraHW3auuii, NpeKpaTMBLUMX CBOK fes-
TeMbHOCTb B OpraHu3aLum
Y3r.4 KoHTponb oTcyTCTBUS He3abnokMpoBaHHEIX YYETHEIX 3anuceit HeonpegeneHHo- | O @] @]
ro LienieBoro HasHa4eHus

1) B 3aBUCMMOCTM OT TEXHUYECKOW peanusaunn uaeHTUGMKaLMOHHOM MHdopMaLmel sensetca IP-agpec, MAC-
agpec, Homep SIM-kapTbl U (UNK) MHOW nAeHTUdMKaTop 06beKTa JocTyna.

2 Mo peLleHnto pmHaHCoBOW opraHusaumu cnocob «O» MOXET BbITk peanvaoBaH NyTeM NpUMeHeHUst TEXHUYECKO
Mepbl 3aluTLl HopMaLmu.
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7.2.1.3 Ba3oBbIit COCTaB MepP N0 OpraHu3auumn, KOHTPONIO NpeAoCcTaBneHus (0T3biBa) U BNOKUPOBAHUIO
JSIOMMYECKOro A0CTyna NPUMEHUTENLHO K YPOBHAM 3awmTbl MHopMaLuumu npuBeaeH B Tabnuue 2.

Tabnuya 2— ba3oBblil cocTaB Mep NO OpraHU3aLum, KOHTPONIO NpeaocTaBneHus (oT3biBa) U BroKUpOBaHUIO Nornye-
cKoro focTyna

YcnoBHoe YF;IOHBe:b ;gu.[MVIV'II'bI
0Go3HaueH!e CopiepxaHue Mep cUCTEMB! 3aLLUTLI UHGOPMALKM popmayy
¥ HoOMep Mepbl 3 | 2 | 1
Y3Mn.5 [okymeHTapHoe onpeaeneHne npasun NpefocTasneHns (oTabiea) n 6nokupo- [ H ©) ®)
BaHUWS NTOrMYECKOro foctyna
Y3Mn.6 HasHauyeHue Ansa Bcex pecypcoB A0CTyna pacnopsagutens norudeckoro gocty- | O ©) 0]
na (BnagensLa pecypca aoctyna)
Y3n.7 lMpenocTaBneHne npasB NOrMYECKOro AOCTYNa No peleHuio pacnopagutena no- | O ®) ®)
rmyeckoro foctyna (Bnagensua pecypca aoctyna)
Y3Mn.8 XpaHeHue 3TanoHHON UHpOpMaLMKN O NPEAOCTaBNEHHbIX NpaBax norudeckoro | O T T
AocTyna u obecneyeHne LENoCTHOCTU yKa3aHHOW WHdOopMaLum
Y3Mn.9 KoHTponb COOTBETCTBUA (paKTUYECKUX NpaB NOrMYecKoro AocTyna atanoHHon | O T T
WHdopMaLMK 0 NpefoCcTaBNeHHbIX NPpaBax NoOrM4eckoro 4ocTyna
Y3Mn.10 UcknioyeHne BO3MOXHOIO GeCKOHTPONBHOTO CaMOCTOATENBHOMO pacluMpeHus T T T
nonb3oBaTefiiMn NpegocTaBneHHbIX UM Mpas NorMYeckoro 4ocTyna
Y3M.11 WcknioueHne BO3MOXHOrO GECKOHTPONBHOMO M3MEHeHUs nonb3oBaTtenamu na- | T T T
paMeTpoB HacTpoeK CPEACTB U CUCTEM 3alLMThLl MHpOpMaLMK, NapaMeTpoB Ha-
cTpoek AC, cBA3aHHbLIX C 3aLUTOR UHpOpMaLun
Y3r.12 KoHTponb HeobxoaMMocTu oT3biBa NpaB cybbLekToB norudeckoro goctyna npu | O 0] 0]
U3MEHEHUN UX JOMKHOCTHBIX 06s3aHHOCTe
Y3r.13 KoHTponb npekpalweHns npeaocTaBneHns Noruiyeckoro aoctyna u énokuposa- | O T T
HWe yYeTHbIX 3anucei Npu ncTedeHun nepuoaa (cpoka) npesoctasneHns Noru-
YecKoro gocTyna
Y3r.14 YcTaHoBneHWe hakToB HEMCMONb3oBaHWSA CybbekTaMu NorM4eckoro gocTyna O T H
NpefoCTaBMeHHbIX UM NPpaB Ha OCyLeCTBAEHUe NOrMYeCcKoro 4ocTyna Ha npo-
TAXEHUM Nnepuoga BpeMeHu, npesbiwatowero 90 aHen
Y3Mn.15 YcTaHoBrneHWe hakToB HEMCronb3oBaHWSA cybbekTaMu normdeckoro gocTyna H H T
NpefoCTaBMeHHbIX UM NPaB Ha OCYLLECTBNEHUE NOrMYeCcKoro 4ocTyna Ha npo-
TAXEHUW Nepuofa BpeMeHu, npesoliaroLlero 45 gHen
Y3r1.16 Peannsauumsa KOHTPONA €O CTOPOHBI pacrnopsauTens norudeckoro goctyna ue- | O 0] 0]
necoobpasHOCTV AanbHENLLero nNpefocTaBneHns npae nor4eckoro 4ocTyna,
He UCMONb30BaHHbLIX CYOLEeKTaMU Ha MPOTAXEHUN Nepuoaa BPEMEHW, yKalaH-
Horo B Mepax Y3I1.14, Y3[M.15 HacToswWwel Tabnuupi
Y3r.17 PeanusayLus BO3IMOXHOCTU OMNpeAeneHna cocTasa NpefocTaBneHHbIX npas no- [ O T T
ryeckoro JOCTyNa ANs KOHKPETHOro pecypca fgocTyna
Y3r.18 Peannaauunsa BO3MOXHOCTY onpefeneHns coctasa npeAocTaBnerHslX npas fo- | O T T
rM4eckoro focTyna AN KOHKPETHOro cybbeKTa fornieckoro 4octyna
Y3r.19 OnpegeneHune coctaBa porei, cBA3aHHbIX C BbiMOMHEHWeM onepauuun (TpaH- | O T T
3akuun) B AC, UMeloLLMX PUHaHCOBbIE NocnefcTBUS ANA DUHAHCOBOI opra-
HW3aLuWK, KIMEHTOB U KOHTPareHToB, 1 ponen, CBA3aHHbIX ¢ KOHTPONEM BLINOS-
HEHUs yKa3aHHbIX onepauuii (TpaH3akuuid), 3anpeT BbINOMHEHUA YyKasaHHbIX
porieit ofHUM cyBBEeKTOM Nloryeckoro foctyna
Y301.20 Peanusauus npaBun ynpaerneHus npaBamu fiorudeckoro goctyna, obecneun- [ O T T
BaoLLMX 3amnpeT COBMELLEHNA OAHUM CyObeKTOM Normyeckoro AocTyna ponei,
npeaycMoTpeHHbIX Mepoi Y3I1.19 HacToALwen Tabnuubl
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OkoHYaHue mabnuusl 2

YpoBeHb 3aLuTbl

BaloLLMX 3anpeT COBMELLeHNs OfHUM CyOBEKTOM Normyeckoro AocTyna cnegy-
FOLLMX PYHKLIMIA:

- 3KcnnyaraLus 1 (Un) KOHTPOsb 3KCRIyaTalun pecypca JocTyna, B TOM Y1C-
ne AC, oagHOBpeMEeHHO C UCMosb3oBaHNeM Mo HasHa4YeHuto pecypca AocTyna B
pamkax peanusauun BusHec-npoLecca UHaHCOBOI opraHu3aLuy;

- cosflaHue 1 (Unn) MoflepHu3aLmMs pecypca focTtyna, B ToM Yucne AC, oaHo-
BPEMEHHO C UCMOoNb3oBaHMEM MO HasHa4YeHUIo pecypca AoCTyna B pamkax pea-
nusauum 6usHec-npolecca hMHAHCOBOI OpraHnsauuu;

- 9KcnnyaTtauus cpefcTB M CUCTEM 3alyuTbl MHGOPMAaLMN OJHOBPEMEHHO C
KOHTpoOMNeM aKcnnyartalun cpefcTs U CUCTEM 3alluThl MHdopmaLuy,

- ynpaBneHune y4eTHbIMM 3annMcaMn CyGBbeKToB OrM4ecKoro JocTyna ogHoBpe-
MEHHO C yrnpaBrieHneM npasamm cyOBeKToB flormieckoro 4ocTyna

YcnosHoe

0603HaueHe CoaepxaHne Mep clcTeMbl 3aLLUTl MHGOPMALMK WHopmaLn

1 HoMep Mepbl 3 5 1
Y3r.21 Peanusauua npasun ynpaeneHus npasamu norudeckoro goctyna, obecneuun- | H @) T

7.2.1.4 Ba3oBbIil COCTAB MeEp MO perncTpaunmn cobbITuin 3alnTbl MHOPMALMK U KOHTPONIO UCMOMNb30-
BaHWA NPefoCTaBMNEHHbIX NPas NIOMMYECKOro J4OCTYNAa NPUMEHUTENBHO K YPOBHAM 3alumTbl UHOpMaLMK Npu-
BeaeH B Tabnuue 3.

Tabnuuya 3 — Ba3oBblii cocTaB Mep MO perucTpaumu cobbITUiA 3aluTel MHGOPMaLUMKU U KOHTPOMIO UCMOMNbL30BaHMS
NnpeAoCcTaBNeHHbIX NpaB floryeckoro JocTyna

YcnoBHoe
0603HaveHne
1 HoMep Mepbl

CogepxaHne Mep cuCTeMbI 3aLYWTbl MHGOPMaLMM

YpoBeHb 3aluUThbl
WUHcopMaLmm

Y3.22

Pervctpaunst cobbiTWii 3aWwmTel MHGOPMaLMWU, CBA3AHHLIX C AeACTBUAMU, W
KOHTpOIb AeiCTBMIA 3KCMyaTauuoHHOro nepcoHana, obnagatowiero npusune-
rMpoBaHHBLIMW NpaBaMun JIOMMYECKoro AOCTYNa, MO3BONSIOLMMU OCYLLECTBUTE
[ECTPYKTUBHOE BO3[eiCTBME, MPUBOASALLNE K HapYLUEHWIO BLINONHEHUsT 6u3-
Hec-NpoLieccoB MM TEXHOMNOrMYEeCKUX NpoLieccoB hHaHCOBOI opraHusaLum

Y3.23

Peructpauua cobbiTvit 3awuThl MHGOPMAaLWMKU, CBSI3aHHBIX C LeACTBUSMU, U
KOHTpOmnb AEACTBUIA SKCMnyaTaLWoHHOro nepcoHana u nonb3oBaTerneid, obna-
JaroLux npaBamMu NOru4eckoro foctyna, B ToM yucrne B AC, No3sonsowumm
OCyLLeCTBUTL onepauuu (TpaHsakuuu), npuBogsLliue K UHaHCOBLIM Nocnea-
CTBWSIM ANS1 PUHAHCOBO OpraHusaLmm, KNMEeHTOB N KOHTPareHToB

Y3r.24

Pernctpaunst cobbITUi 3aluTel UHOPMaLMU, CBA3AHHLIX C AEWUCTBUSMU, W
KOHTpOmNb AEWCTBUIA SKCMyaTalMOHHOTO NepcoHana, obnajatollero npasamu
Mo ynpaBneHUto NorMyeckuM JoCTynom

Yar.2s

PerucTpauusi coGbIThii 3aluTel MHAOPMaLMK, CBA3AHHLIX C LEeACTBUSIMU MO
ynpaBreHnto YY4ETHbIMU 3an1CsMU U NpaBaMu cyGbeKTOB florMyeckoro 4ocTyna

Y3ri.26

Peructpauuns cobbiTvii 3awuThl MHOPMaLWMKN, CBA3aHHBIX C AEACTBUAMMU, W
KOHTpOSb AeicTBUI 3KCnyaTaLWoHHOro nepcoHana, obnajarLlero npasamu
no ynpaBreHWto TEXHUYECKUMU Mepamu, peanusyrowuMm MHOroakTopHyto
ayTeHTUuKaLymo

Y3r1.27

Peructpauua cobbITUin 3aluThl MHOPMaLIMKW, CBA3AHHLIX C [EACTBUAMMU, U
KOHTpOsb AeicTBUiA aKcnyaTalWoHHOro nepcoHana, obnajatoLlero npaBamu
Mo W3MEHEHMWI0 NapaMeTpoB HacCTPOEK CPEACTB M CUCTEM 3alluThl UHGOpMa-
LMK, NnapameTpoB HacTpoek AC, cBA3aHHbLIX € 3aLUTOR UHopMaLmm

Yar.28

Peructpauua cobbiTvit 3awuThl MHGOPMAaLWMKU, CBS3aHHBIX C LEACTBUAMMU, W
KOHTpONnb AeWCTBUIA SKCNnyaTaLMoHHOro nepcoHana, obnagaroLlero npasamu
no ynpasneHuto KpunTtorpauyeckumMm knrodamm

Y3r.29

3akpennenne APM nonb3oBaTenen U SKCNyaTaLMoHHOro nepcoHana 3a KoH-
KpeTHbIMU CyOBEKTaMMn Norn4yeckoro 4octyna
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7.2.2 Noanpouecc «<UaeHTUdUKaUMA, ayTeHTU(PUKaLms, aBTopusaumna (pasrpaHnyeHue octyna)
npu ocywecTBEHMU FIOTUYECKOro AOCTYnay

7.2.2.1 MpumMeHsieMble PUHAHCOBOW OpraHM3auuei Mepbl No naeHTudukaummn, ayTeHTudukaymmn, aBTo-
pu3auum (pasrpaHuyYeHuto 4OCTYNa) NpU OCYLLECTBIEHUN NTIOTMYECKOTO A0CTYNA A0MKHLI 06ecneunsarth:

- naeHtTudukaumio u ayteHTudukaumio cybbekToB normyeckoro 4ocTyna;

- OpraHu3aumio ynpaerneHust U OpraHu3aumio 3awWwmTbl MASHTUMPUKALMOHHBIX U ayTeHTUPUKALUOHHBIX
OaHHBbIX;

- aBTopusaumio (pasrpaHudeHne AOCTyna) Npu OCyLWeCTBIEHUU NOrMYECKOro A0CTyna;

- perucrtpaumnio cobbiTuin 3amTbl UHPOPMALIMK, CBA3AHHBLIX C UAEHTMdUKALMEN, ayTeHTU(UKaumen u
aBTopu3aumel Npu OCyLLEeCTBNEHUMN NMOrMYECKOro A0CTyna.

Mpu peanusaumm noanpouecca «MaeHtudpukaums, ayteHTudukaumsa, astopusauus (pasrpaHmyeHue
[0CTyna) Npu OCyLUECTBIIEHUU NOrMYECKOro AOCTyNna» pekomeHayerca ucnono3osars FOCT P 50739.

7.2.2.2 Ba3oBbIi COCTaB Mep MO uaeHTUdMKaUMn U ayTeHTuuKaumm cyobLEKTOB NOrMyeckoro AocTyna
NPUMEHUTENBHO K YPOBHSAM 3aLUMTbl MH(bopMaummn npuseaeH B Tabnuue 4.

Tabnuya 4 — BasoBblit cocTaB Mep MO UAeHTUUKaUUM U ayTeHTUdUKaLMN CyEbeKTOB IOrMyeckoro goctyna

YcnosHoe proHB(gzbsg""M”Jb'
o6o3HaveHne CopaepxaHue mMep cuCTeMbI 3aLLWUTbl MHOpMaLMK pmayy
¥ HOMep Mepbl 3 2 1
PO NaeHTudmrKauma n ogHodaKTopHasa ayTeHTUdUKaLnsa nonb3osatenei T T H
PAO.2 NaeHTudmkaumsa n MHorodakTopHas ayTeHTUudMKaLuua nonb3osartenen H H T
PAO.3 MaeHTndukauus n oqHodakTopHasn ayTeHTUUKaLus skennyatayuoHHoro nep- | T H H
coHana
PO.4 MAaeHTuduKaums U MHorodakTopHas ayTeHTUdMKaLmMa aKcnnyaTayuoHHOro H T T
nepcoHana
PO.5 AyTeHTUUKaUUA NporpaMMHBIX CEPBUCOB, OCYLLECTBRAOLWMUX norudeckut go- | T T T
CTYMN C UCNONb30BAHUEM TEXHUYECKUX YHETHBIX 3anucen
PO.6 AyTeHTudukauyua APM akcnnyaTaunoHHOro nepcoHana, ucnonb3yemblx agnsa | H T T
OCYLLECTBIIEHUA NOrNYECKOro gocTyna
PO.7 AyTtenTudukauma APM nonb3osatenei, ncnonb3yemblx Ansa ocyulectsneHuna | H H T
nioruyeckoro foctyna
PO.8 CokpblTue (HeoTobpaxeHue) naponeit Npu ux BBoAe cybbekTammn goctyna T T T
PAO.9 3anper UCMonb3oBaHWUA YYETHbIX 3anucei cybbekToB noruyeckoro fgoctyna ¢
He3aflaHHLIMU ayTEHTUUKALMOHHBIMU AAHHBIMUA UNW 3aAaHHBIMW MO yMonya-
Huto pa3paboTimKkoM pecypca focTyna, B ToM yncre paspabotynkom AC
PO.10 3anpeTt Ha UCMofb3oBaHWe rpynnoBbIX, O6LUX U CTaHAAPTHLIX YYETHBIX 3anu- | O 0] 0]
cell U naponei, a Taloke NPoYnx NoAO6HLIX METOA0B MAESHTUMDUKALUN U ayTeH-
TUUKaLMK, He MO3BOMAOLMX ONpeAenuTb KOHKpeTHOro cybbekra goctyna
PO.11 BpeMeHHas GnokupoBka y4€THOIA 3anucu nonbaosareneil nocne BuINONHEHUN T T T
psfa HeycrnewHbIX NocnefoBaTenbHbIX NOMLITOK ayTeHTUdUKaUUn Ha nepuog
BpeMeHUn He MeHee 30 MUH
PO.12 3anper MHOXECTBEHHOW ayTeHTUdUKaummn cybbekToB norudeckoro goctyna ¢ | H T T
“cnonb3oBaHMEM OAHOI YUYETHOIA 3anucK MyTeM OTKPLITUA NapannenbHbIX cec-
CWIA NOrn4ecKoro AocTyna ¢ Ucnornb3oBaHneM pasHbix APM, B TOM Yucne sup-
TyanbHbIX
PO.13 ObecneyeHne BO3MOXHOCTM BbINONHEHUs cybbekTom norudeckoro goctyna — | T T T
paboTHUKaMK (PUHAHCOBOI opraHu3aLuumn npoueaypbl NPUHYAUTENBHOMO Npe-
pbiBaHUA CECCUM NOTMYECKOro AoCcTyna U (Mnn) NPMOCTaHOBKU OCYLLECTBNEHUS
noruyeckoro gocTyna (¢ npekpaiieHmeM otobpaxeHus Ha MoHuTope APM uH-
dopmMaLmm, LOCTYN K KOTOPOIA MONyYyeH B paMKax Ceccun OCyLLECTBMNEHUS 10~
rmyeckoro focryna)
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OkoHYaHue mabnuupl 4

YenosHoe
o6osHaveHue
1 HoMep Mepbl

CopepxaHue Mep cMCTeMbI 3aLYWUTbl UHOpPMaLK

YpoBeHb 3aLuThbl
WUHdpopmMaLm

P14

ABTOMaTM4yeckoe npepbiBaHMe CeccuMn roruveckoro focTtyna (nNpuoctaHoBKa
OCYLLeCTBIIEHUSA JTOrMYECKOro A0CTyna) No UCTEYEHUU YCTaHOBEHHOro Bpeme-
Hu Be3peiicTBMS (HeakTMBHOCTM) cybbeKkTa normyeckoro 4octyna, He npesblLla-
towero 15 MUH, ¢ NpekpalyeHnem otobpaxeHus Ha MoHuTope APM uHdopma-
LUK, AOCTYN K KOTOPOIA MOMyYeH B paMKax CECCUU OCYLLIECTBIIEHUA NOrNYECKOro
jocrtyna

PO.15

BobinonHeHue npoveaypbl NOBTOPHOW ayTeHTUUKaLK AN NPpoAoNKeHUa ocy-
LLieCTBNEHUS NTOrMYECKOoro JoCTyna nocrie ero NpUHyAUTENbLHOro UNU aBToMaTu-
YecKoro npepbiBaHMs (MPUOCTAHOBKU OCYLLECTBIIEHUS JFIOTMYECKOro [0CTyna),
npegycmotpeHHoro Mepamu PO.13 u PA.14 HacToAwein Tabnuupl

PAO.16

Ucnonb3oBaHne Ha APM cy6bekToB NIOrMYecKoro AocTyna BCTPOEHHBIX MeXa-
HU3MOB KOHTpONs U3MeHeHUn 6a3oBoit koHUrypauumn obopyaoBaHusi (naponb
Ha UsMeHeHue napameTpoB KOHPUrypaLum CUCTEMbI, XPaHALLIUXCA B 3HEproHe-
3aBUCUMON NaMSATH)

7.2.2.3 Ba3oBkblii cOCTaB MEp Mo OpraHU3auumn ynpasneHnsa n opraHnsaLmm 3amTbl MAEHTUDUKALIMOHHBIX
N ayTEHTUUKALMOHHBIX AAHHBIX MPUMEHUTENBHO K YPOBHAM 3aLmMTbl MHpopMaLmm npueeaeH B Tabnuue 5.

Tabnuya 5 — Ba3oBhlif cocTaB Mep No OpraHW3aLMn ynpasneHWss U OpraHu3auuu 3alUThbl MAEHTUCUKALIMOHHBIX W
ayTeHTUUKALMOHHBIX AaHHbIX

YcnoBHoe Vmo:egb;:m;; b
o6o3HaveHue CoaepxaHue Mep cUCTeMbl 3aWuTbl MHopMaLumn popmaLy
1 HoMep Mepbl 2 1
PO.17 3anpeT Ha Ucnonb3oBaHWe TEXHONOMMKN ayTeHTudukaLum ¢ coxpaHeHneM ayteH- | T T T
TUPUKaALIMOHHBIX AaHHBIX B OTKpLITOM Buge B CBT
PO.18 3anpeT Ha nepepadvy ayTeHTUMUKALUOHHLIX JaHHbIX B OTKpbITOM Buge no ka- | T T T
Hanam 1 NIMHUAM CBSA3W U X nepeaady Kyaa-nbo, KpoMe CpeACTB UMM cUcTEM
ayTeHTudukauum
PO.19 CwMeHa naponeii nonb3oBareneid He pexe OfHOro pasa B rog
PO.20 CMeHa naponeii akcniyaraLMoHHOro nepcoHana He pexe Of4HOro pasa B ksap-
Tan
PO.21 Mcenonb3oBaHue nonb3oBaTensiMu naponei AnNUHOW He MeHee BOCbMU CUMBO- T T T
nos
PO.22 Wcnonb3oBaHWe 3KcMnyaTaLMoHHBEIM NEPCOHaNoM naponein AnuHoin He MeHee | T T T
LiecTHajLaTn CMMBONOB
PO.23 Mcnonb3oBaHue npu popMupoBaHuK naponen cybwekToB normdeckoro gocty- | T T T
na CMMBOIIOB, BKITHoHaoLMX ByKBbI (B BEPXHEM U HWXHEM perncTpax) u uudpbl
PO.24 3anpert ucnonb3oBaHWUA B Ka4yecTBe naponei cybbekToB norudeckoro goctyna | H ©) ©)
1erko BbUMCNSAEMbIX codeTaHmii 6yks u uudp (Hanpumep, UMeHa, damunuu,
HauMeHoBaHWs1, 06LLeNpUHSATLIE COKpaLLeHNs)
PO.25 ObecneyeHne BO3MOXHOCTU CAMOCTOATENBHOW CMeHbI cyGbeKTamu norndecko- | T T T
ro AocTyna cBoUX naponein
PO.26 XpaHeHue Konuit ayTeHTUMKaLMOHHBLIX AaHHBLIX IKCMIyaTaLMOHHOro nepcoHa- [ O ®) ©)
na Ha sbleneHHbix MHU unu Ha BymaxHbIX HocUTensix
PAO.27 Peanusauus 3awmTbl KONWA ayTEHTUPUKALMOHHBIX JaHHbIX SKCnnyaTayuoHHo- | O ©) ©)
ro nepcoHana ot HC[] npu ux xpaHeHunm Ha MHW nnu ByMaxHbIX HOCUTENSAX
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OkKoHYaHue mabnuupi 5

YpoBeHb 3aLuTbl

YcrnosHoe WHcopMaLMM
obosHaveHne CopaepxaHue Mep cucTeMbl 3aLuTbl UHPOPMALMK pmaLy
1 HOMep Mepbl 3 | 5 | 1
PO.28 Peructpauua nepcoHndukaumm, Bbigadn (nepefadun) n yHuYTOXeHus nepco- [ O @) @)
HanbHbIX TEXHWYECKUX YCTPOWCTB ayTeHTUdUKaLMK, peanusyrolnx MHorodak-
TOPHYIO ayTeHTUdUKaLuto
PO.29 CMeHa ayTeHTUPUKaLUOHHBIX faHHbIX B CrlyYae Ux KOMnpoMeTauum O @) @)

7.2.2.4 Ba3oBblii COCTaB MEP NO aBTOpU3aUUK (PasrpaHUYEHUo AOCTYNA) NPU OCYLLECTBEHUN Noruye-

CKOro A0CTYNa NPUMEHUTENBHO K YPOBHSIM 3aLlUMThl MHADOpMaLMK NpuBeaeH B Tabnuue 6.

Tabnuuya 6 — ba3oBLI cocTaB Mep MO aBToOpU3aLMK (pasrpaHuYeHnto 4ocTyna) Npu OCyLUECTBNEHUN OMUYECKOro

foctyna
YcnosHoe proHﬁgb,\jgmmmJbl
o6o3HaveHne CogepxaHue Mep cucTeMbl 3aLWuTsl UHpopMaLIm pmay
N HOMep Mepbl 2 1
PO.30 ABTOpPU3aLMA NOFMYECKOro AoCTyMNa K pecypcamM AocTyna, B ToM Yucne AC T T
P.31 Peannsaunss HeoBxXogMMbIX METOLOB (BUCKPELMOHHEINW, MaHAaTHbIA, poneBoi T T
W UHOW METOA) NPU pasrpaHu-eHnn NorM4eckoro JocTyna K pecypcam AocTyna
PO.32 Peanunsauuna ponesoro Metoga (€ onpefeneHnem AnNA Kaxaon ponu npas Ao- H H T
CTyna) Npu pasrpaHu4eHumn norudeckoro goctyna s AC
PO.33 Peanusauyns HeobXxoAUMbIX TUMNOB (YTEHWe, 3anucb, BLIMOMHEHUE WU WHON T T T
TUM) ¥ NpaBuUn pasrpaHnYeHns NOrM4eckoro AocTyna K pecypcam AOCTyna, B
ToM 4ducne AC
PA.34 3anpeT peanu3auuu nonb3oBaTtenamMu GusHec-npoLeccoB n TexHonorumdeckux | O T T
npoueccoB PUHAHCOBOI OpraHM3aLu ¢ UCMONb30BaHUA YYETHBIX 3anuceii aKkc-
nnyartauuoHHOro nepcoHana, B Tom yucrne B AC
PO.35 3anpeT BbINOMHEHUS nonb3oBaTensaMu GUsHec-NpoLieccoB ¢ UCNONb30BAHUEM T T T
NpUBMNErMpoBaHHbIX MpaB JIorMYeckoro 0cTyna, B TOM Yucre paboTel Nonb3o-
BaTenemn ¢ npaBaMu nokanbHoro agMuHuctparopa APM
PO.36 OnoBeLleHWe cyGbekTa SIorieckoro JocTyna nocne ycnewHon astopusauuno | H H T
AaTe n BpemeHun ero npeabiayuiein asTopusauyuu B AC
PO.37 KoHTponb cocTaBa paspelleHHbIX AeilcTBUil B AC A0 BbINOAHEHUA uaeHTudun- | H T T
Kauuu n ayTeHTUdUKaLmum
PO.38 PasmelleHue ycTpoiicTs BbiBoga (0ToOpaxeHns) uHdopmayum, ucknovatowee | O o ®)
ee HeCaHKLMOHUPOBaHHBLI NpOCMOTP

7.2.2.5 ba30Bblii COCTaB Mep NO PErMCTpaLmmn CoObITUI 3aLmMTbl UHCpOPMALIMK, CBSA3AHHBIX C UAEHTUDU-
Kaunen, ayteHtudpukaumen n asTopusauuen (pasrpaHmdeHmeM A4oCTyna) Npu OCyUIeCTBNEHNN NOMNYECKOro
[OCTyNa, NPMMEHUTENBLHO K YPOBHAM 3awmTbl MHOpMauun npuseaeH B Tabnuue 7.

Tabnuya 7 — ba3oBblit cocTaB Mep No perucTpauun cobbiTuil 3aLuTsl MHOpMaLUK, CBA3AHHLIX C UAEHTUdDUKaLUE,
ayTeHTUMUKaLWell n aBTopUaLmeii (pasrpaHueHneM AOCTYNA) NPU OCYLLECTBRNEHUN NOMUYECKOro A0CTyNa

YcnosHoe YpoBeHb 3aLuThl
o603HaueHe CopepxaHue Mep CUCTEMbl 3aLNTLI MHGOPMaLWN WHGopmaLyn
U HoMep Mepbl " 1
PA.39 Peructpauus BeinonHeHna cybbekTamn norudeckoro aoctyna psga Heycnew- | H T T
HBLIX NMOCTe10BaTENbHLIX NONLITOK ayTeHTUdMKaLMKU
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VenoBHoe YpoBeHb 3aLyuThl
o6osHaveHwe CogepxaHue mep cucTembl 3alyyThl UHpopMaLm VHOpMALM
1 HOMep Mepbl 3 | 5 | 1
PO.40 Peructpauus ocyllecTBneHnsa cybbektaMu Nornyeckoro 4octyna naeHTuduka- | T T T
LUK 1 ayTeEHTUDUKaLMK
PO.41 Pervnctpauus aBTopu3alnm, sasepLleHnUs 1 (Mnu) npepbiBaHNA (MPUOCTaHOBKM) T T T
OCYLLeCTBIEHUS JKCNyaTaLMoHHbLIM NEepCoHarnoM 1 Mnonb3oBaTensaMmn norude-
CKOro focTyna, B ToM vucre B AC
PO.42 PervnctpaLus 3anycka NporpaMMHbIX CEPBUCOB, OCYLLECTBASIIOLLUX NOrnHecKui H T T
JocTyn
P0.43 Peructpauna usmeHeHWin ayTeHTUUKaLUOHHBIX JaHHbIX, UCNONb3yeMbIX ANS H T T
ocyLecTBNEeHNA NOrM4eckoro gocTyna
PO.44 Peructpauusa aeicTsuit nonb3osaTeneil M aKCnnyaTaLMOHHOrO NepcoHana, H @) @)
NpeAyCcMOTPEHHBLIX B ClyYae KOMMpOMETaLMn UX ayTeHTUUKaLUOHHbIX AaH-
HbIX

7.2.3 NMoanpouecc «3awmra niopMaLumn npu ocyuwecTeneHMn Pusnyeckoro aooctyna»

7.2.3.1 MNpumMeHaemble PUHAHCOBON OpraHu3auuen Mepbl No 3awuTte MHdopmaumm nNpu ocyLlecTBre-
HWUM PU3MYECKOro AOCTYNa AOMKHbI 06eCneYnBaTh:

- OpraHM3auuio U KOHTPONb (PU3NYECKOro AOCTYNa B MOMELLEHUS, B KOTOPbIX PacnonoOXeHbl 00beKTbI
[ocTyna (panee — nomeLUeHus);

- OpraHu3aumio U KOHTPOnb PU3UYECKOTo AOCTYNA K 0ObeKkTam AOCTYNa, pacnonoXeHHbIM B NyOnUYHbIX
(o6LwenocTynHbIX) MecTax (aanee — obLeaoCTyNnHbIe 0OLEKTLI 4OCTYNA);

- permcTpaumio cobbITUI, CBA3AHHBLIX C PU3NYECKUM [OCTYNOM.

7.2.3.2 Ba3oBblil COCTaB Mep Mo opraHu3aLmn U KOHTPONIO hU3M4ECKOro 4ocTyna B NOMELLEHUA Npu-
MEHUTESIbHO K YPOBHAM 3awuTbl MHOPMauun npuseaeH B tabnuue 8.

Tabnuya 8 — BasoBblii cocTaB Mep NO opraHnaaLn N KOHTPOMHO PU3NYecKoro JocTyna B NoMeLLeHus

VCHOBHOE prOHBEHb 3awuThl
obo3HaveHne CoaepxaHue Mep cuCcTeMbI 3aLUThbl UHOPMaLMK popmaLmu
1 HoOMep Mepbl 3 2 1
oa.1 [okymeHTapHoe onpeaeneHne npasun NpefocTaBneHns pusnyeckoro gocTyna H @) @)
0.2 KoHTponb nepeYHs nuL, KOTOpbIM NPeaocTaBrieHo npaBo camocTosTensHoro | O ) T
usnyeckoro focTyna B NomMeLLeHNs
oa.3 KoHTpornk caMoCTOSATENBHOro PU3NYECKOro 40CTyNa B NOMELLEHUS A NUL, He H o T
ABNAOLWUXCA paboTHUKaMKU hUHaHCOBOW opraHusaLlum
oa.4 KOHTpOosnb camMOCTOATENBHOMO hU3NYECKOro 4OCTYNa B NOMeLLeHUss Ansa TexHn- | H @) T
Yeckoro (BCNoOMoraTenbHoro) nepcoHana
.5 OcyuwectBnerHne puandeckoro 4ocTyna nuyamMm, KOTopbiIM He NpefocTaBneHo H @) (@)
NpaBO CaMOCTOATENBLHOrO A0CTYMNa B NOMELLEHUS, TONbKO MOA KOHTPONEM pa-
60THWUKOB (PUHAHCOBOI OpraHU3aLnK, KOTOPLIM NPEAOCTaBIIEHO Takoe NpaBo
0.6 HasHauyeHne ana Bcex NoMeLeHnid pacnopaanTena husnyeckoro Joctyna o 0] 0]
on.7 MpepocTaBneHne nNpasa caMoOCTOATENbHOrO puUsnHeckoro goctyna B nomewe- | O ©) ©)
HUA MO peLleHnto pacnopaauTens dhuanyeckoro 4octyna
®.8 O6opyaoBaHWe BXOAHbIX ABepei NOMeLEeHNA MeXaHNYeckUMU 3aMKkamu, obe- O (e} (e}
crevmBaloWMMn HaaeXHoe 3akpbiTue NoMeLLeHnit B Hepaboyee Bpemsi
oa.9 O6opyaoBaHue NoMeLLeHU cpeacTBaMm (CUCTEMaAMK) KOHTPONS M yNpaBneHus H H T
[OCTYNoOM
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OKoHYaHue mabnuupi 8

YpoBeHb 3aLuTbl
YenosHoe
o6o3HaueHue CopepxaHue Mep cUCTeMbI 3aLWuTbl MHopMaLn MHpopMaLMK
1 HOMep Mepbl 3 2 1
®0.10 O6opyaoBaHue NOMELLEHWIA cpefcTBaMKU BUAeoHabnogeHns H H T
o011 O6opyaoBaHue NOMELLIEHMIA cpecTBAMW OXPaHHO 1 NoXapHOW curHanusauum H H T
o012 PacnonoxeHue cepBepHOro u ceteBoro o6opyoBaHusi B 3anupaembix cepsep- | H 0] ©)
HbIX CTOEYHbIX LKadax
®0.13 KoHTponb AocTyna Kk cepBepHOMY M ceTeBOMy obopyaoBaHuio, pacnonoxeHHo- | H ®) @)
MY B 3anupaeMblX CepBepHbIX CTOEYHbIX LKadax
o0.14 XpaHeHWe apxuBoB MH(OPMALMU CPEACTB (CUCTEM) KOHTPONS U ynpaBneHus H H T
[OCTYNOM He MeHee Tpex et
®0.15 XpaHeHWe apxuBoB WHOPMaLWMM CpeAcTB BUAeoHabniofeHns He MeHee | H T H
14 gHen*
®0.16 XpaHeHWe apxuBoB WHOPMaLMM CpeAcTB BupeoHabniogeHus He MeHee | H H T
90 gHen
* B cnyvae NpuMeHeHWs cpefcTB BueoHabnogeHus.

7.2.3.3 Ba3oBbIii COCTaB Mep NO OpraHU3auMu U KOHTPOro PU3nYeckoro foctyna Kk obeaoCcTynHbIM
06bekTaM JoCTyna NPUMEHUTENBHO K YPOBHSIM 3aLUMThl MHCOPMaLMK NpuBeaeH B Tabnuue 9.

Tabnuuya 9 — Ba3oBblil COCTaB Mep MO OpraHU3aLMm U KOHTPOITo hU3UYECKOTO A0CTYNA K 06LLEeA0CTYNHBIM 06bekTam

foctyna
YcnosHoe y'?ﬁgg";:”"ﬂ”;b'
o0603HaueHne CogepxaHue Mep cucTembl 3auThl HopMaLm pMayy
N HOMep Mepbl 3 2 1
o017 Peructpauus goctyna k obLiefocTynHelM o6bekTam JocTyna ¢ MCnonb3oBaHu- H T T
eM CpeAcTB BUAeoHabnogeHus
®a.18 XpaHeHve apXMBOB MHOpPMaLMN CpeacTB BUAEOHabnofeHNUs, peructpupyto- | H T T
LWux goctyn K obLlenocTynHEIM 06bekTam gocTyna, He MeHee 14 fHel
ea.19 KoHTponb cocTosiHUsA 06LyesocTynHBIX 06LEKTOB AOCTYNa C Lienbio BeisBneHud | O o) 0]
HeCaHKLMOHWPOBAaHHBIX U3MEHEHMI B UX annapaTHom obecnedeHunn n (unu) Mo
®.20 MpvBeaeHne obLEAOCTYMNHBIX 0OBLEKTOB JOCTYNa, ANSA KOTOpbIX GbIW BbISB- O @] @]
NeHbl HECaHKLIMOHUPOBaHHLIE U3MEHEHUs B WX annapaTHOM obecneyveHun u
(nnm) MO (o yeTpaHeHMs ykaszaHHbIX HeCaHKLUWOHMPOBaHHbLIX U3MEHEHWA), B
COCTOSIHWE, NPU KOTOPOM HEBO3MOXHO WX UCMONb3oBaHWe 418 OCYLLECTBNEHNA
onepauun (TpaHsaKkLuum), npuBogsLLei kK PUHaHCOBLIM NOCNeaCcTBUAM Ans du-
HaHCOBOW opraH13aLnm, KITMEHTOB U KOHTPareHToB

7.2.3.4 ba3oBblii COCTaB Mep NO perucrpaunum cobbITUI, CBSI3AHHbIX C (PU3UYECKUM AOCTYMNOM, NpUMe-
HUTEMNbHO K YPOBHSM 3aLUuTbl MHCpOpMmaumm npuseaeH B Tabnuue 10.

Tabnuya 10— Ba3oBblii cOCTaB Mep Mo perncTpaumu cobbITUiA, CBA3AHHBLIX C PUBUHECKUM JOCTYMNOM

YpoBeHb 3aLuThl

B NMOMeLLEeHUs (M3 NOMeLLeHUit), B KOTOPLIX pacronoXeHbl 0GbeKTH JocTyna

YcnosHoe A ODMALIAN
obosHaveHne CopaepxaHue Mep cUCTeMbl 3aLLUTbI MHOpMaL1 cpopmaly
1 HOMep Mepbl 3 | 5 | 1
oa.21 Peructpauus cobbITnii 3auTsl MHpopMaLmK, CBA3aHHBIX C BXOAOM (BbIXOL0M) H H T
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7.2.4 NMoanpouecc «MaeHTUd MKaLKnA U y4YeT pecypcoB U 06BEKTOB AOCTyna»

7.2.4.1 MNpuMeHsieMble PUHAHCOBOIN OpraHM3aumei Mepbl Mo AEHTUMUKALUKU U YYETY PECYPCOB U 00b-
eKTOB A0CTyna AOMKHbI 06ecne4nBarh:

- OpraHuM3auuio y4eTa 1 KOHTPOIb COCTaBa PecypcoB 1 0OBLEKTOB A0CTYNA;

- peructpaumio cobbITuii 3aWwmTbl MHPOPMaLWK, CBA3AHHbLIX C OnepauusiMu No U3MEHEHMI0 cocTaBa
pecypcoB u 06bEKTOB AOCTYNA.

Mpu peanu3auuun nognpouecca «VaeHTudukaumsa n y4eT pecypcoB n 06bEKTOB AOCTYNay PEKOMEHAY-
etca ucnonssosartb FOCT P 50739.

7.2.4.2 Bas3osblil COCTaB MEP N0 OpraHU3aLuMm y4eTa U KOHTPONA COCTaBa PeCYpCoOB U OOBLEKTOB A0CTYNAa
NPUMEHUTENBHO K YPOBHAM 3aLUMThI MHpOpMaLmmu npuseaeH B Tabnvue 11.

Ta6nuya 11— Ba3oBblii cocTaB Mep Mo opraHu3aLiMn y4eTa U KOHTPOns cocTaBa pecypcoB 1 0BbeKToB 4oCTyna

YenoBHoe ypmoHBe:b;:”"MMJb'
o6osHayeHue CopaepxaHue Mep cucTeMbl 3aLUTbl UHDOPMaLK cpopmal
1 HoMep Mepbl 3 2 1
ny.1 YueT co3zfaHHbIX, UCMONb3yeMbIX W (UnK) aKcnyaTupyeMbix pecypcoB goctyna | O T T
ny.2 YueT ncrnonbsyemMblX U (Mnu) akcnnyaTupyemelx o6LeKToB oCTyna O ®) T
ny.3 YueT aKkennyaTupyemblx obLueocTynHbIX 06bekToB focTyna (B ToM Yucne 6aH- | O 6] T
KoMaToB, MnaTeXHbIX TepMUHanoB)
ny.4 KoHTponb takTU4ecKoro coctaBa co3faHHblX, UCMonb3yeMblx U (Unu) skennya- | O T T
TUpYyeMbIX pecypcoB focTyna (6a3 AaHHbIX, ceTeBbIX (hailfoBLIX pecypcos,
BMpPTYanbHbIX MalllH) U UX KOPPEKTHOTO pasMeLleHUs B CerMeHTax BblYMCn-
TenbHbIX ceTel PUHAHCOBOI opraHn3aLum
ny.5 KoHTponb BbINOMHEHWS onepauyii Mo cosfaHuto, yaaneHuio U pesepeHomy ko- | H T T
NMMpoBaHUo pecypcoB focTyna (6a3 faHHbIX, CeTeBbIX annoBbiX pecypcos,
BUPTYarnbHbIX MaLLKH)
ny.e KoHTponb akTU4ecKoro cocTaBa aKCMnyaTupyemblX o6beKTOB JocTyna U uUx H o T
KOPPEKTHOrO pasMeLLeHns B CerMeHTax BblYMCIMTENBHBIX CeTell huHaHCcoBO
opraHuaaLum

7.2.4.3 Ba3oBblil COCTaB Mep No perncrpauum cobbiTuin 3awmTbl MHGOPMAaLMK, CBA3aHHbLIX C onepauus-
MU MO M3MEHEHUIO COCTaBa peCcypcoB 1 06BLEKTOB AOCTYNA, MPUMEHUTENBHO K YPOBHSAM 3aLumMTbl UHCpopMaLmm
npueeaeH B Tabnuue 12.

Tabnuya 12 — Ba3osblil cocTaB Mep No perucTpauuy cobbITUiA 3almThl MHOPMaLMK, CBA3aHHbLIX C onepaunusaMmn no
M3MEHEeHUIo cocTaBa pecypcoB M 06bEKTOB gocTyna

YcnosHoe V[')Ao:ng 'a: mlrl;lru
o6osHaveHue CoaepxaHue Mep cUCTeMbl 3aLUTLl MHOpMaLK pMayy
1 HoMmep Mepbl 3 2 1
ny.7 Peructpauusi cobbITuid 3aluTel UHpOPMALMK, CBSA3AHHLIX C co3aHueM, Konu- | H T T
poBaHUEM, B TOM YUCIe pe3epBHbIM, W (UNKU) yaaneHUWeM pecypcoB JocTyna
(6a3 paHHbIX, ceTeBbIX (DannNoOBbLIX PECYpPCoB, BUPTYaribHbIX MaLLUMH)
ny.8 Peructpauusi cobbiTuid 3awuTel UHOPMaLMKM, CBSI3aHHLIX C MOAKTHOYEHUEM H H T
(peructpauueii) 06LeKTOB AOCTYNa B BLIYUCIUTENBHBIX CETSX (DUHAHCOBOIA Op-
raHusauum

7.3 Mpouecc 2 «<Ob6ecneyeHune 3aWnTbl BbIMUCTIUTENbHLIX CETEl»

7.3.1 Noanpouecc «CermMeHTauua U MeXceTeBoe 3KPaHUPOBaAHUE BbIYUCTIUTESIbHBIX CeTel»

7.3.1.1 MpumeHsaemble (pMHAHCOBON OpraHu3auuen Mepbl N0 CEerMEHTaLMn U MEXCETEBOMY 3KPaHUPO-
BaHWUIO BbIYUCNUTENbHLIX CETEN AOIMKHBI 00ecnevYnBaTh:

- CErMeHTaLMIO N MEXCETEBOE 9KPAHMPOBAHNE BHYTPEHHUX BbIMUCIIUTENBHbIX CETEN;
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- 3aLLUUTY BHYTPEHHUX BbIMUCITUTENLHBIX CETE NPU B3aUMOAENCTBUM C CETbIO MHTEepHET;

- perucrpaumio cobbITuii 3aLMTbl MHGOPMALIMK, CBA3AHHBIX C ONEPaLMAMU MO U3MEHEHUIO NAapPaMETPOB

3aLUUTbI BbIMUCTIUTENBHbLIX CETEN.

Mpu peanusauun nognpouecca «CErMeHTaLmua U MeXCeTeBoe 9KPaHUPOBAHWE BbIMMCIUTENbHbIX CE-

Ten» pekomeHgyetcsa ucnonssosars FOCT P MCO/M3K 27033-1.

7.3.1.2 Ba30BbIil COCTaB MeEP MO CErMEHTALMN U MEXCETEBOMY 9KPAHUPOBAHUIO BHYTPEHHUX BbIYUCTIN-
TeNbHbIX CETEN NPUMEHUTENBHO K YPOBHAM 3aLUTbl MHG)OpPMaLMK npuBeaeH B Tabnuue 13.

Tabnwuuya 13 —ba30BLIi COCTaB Mep MO CErMEHTaLMKN U MEXCETEBOMY 3KPAHUPOBAHUIO BHYTPEHHUX BbIYUCIIUTENBHBIX

ceTen

YcnosHoe
o6o3HaveHne
1 HoMep Mepbl

CopaepxaHue Mep CUCTEMbI 3aLLWTbI MHOpMaLMK

YpoBeHb 3aLuTbl
NHGOpMaLmm

3 2 1

CM31

BrlgeneHne B BLIMUCIIUTENBHBIX CETAX (PMHAHCOBOW OpraHu3aumun oTaenbHbIX
CErMeHTOB (rpynn CErMeHTOB), NpeAHa3Ha4YeHHbIX A8 pasmeLleHns nHdopma-
LIMOHHOM MHPPaCTPYKTYpbl KaXaoro U3 KOHTypoB 6e3onacHocTuM (danee — cer-
MEHTBI KOHTYpoB 6e3onacHoCTH)

H T T

CM3.2

Peanusauus ceteBoro B3aumofeicTBUSA U CETEBOW M3ONALUN Ha YpPOBHE He
Bbllle TpeTbero (CeTeBOW) NO CEMUYPOBHEBOW CTaHAapTHOW Mogenu B3au-
MOAENCTBUA OTKPLITEIX cucTeM, onpeaenerHoi B FOCT P MCO/MOBK 7498-1,
CerMeHToB KOHTYpoB 6€30MacHOCTU U BHYTPEHHUX BEIMUCITUTENBHBIX CETEN hn-
HaHCOBOW opraHu3aLum, He npefjHasHaYeHHbIX AN pa3melleHns nHpopmaum-
OHHOW MHPACTPYKTYpPbI, BXOASLLEN B KOHTYPbI Ge3onacHocTH (fanee — UHbIe
BHYTPEHHMWE BbIMUCIIUTENBbHBIE CETU (PUHAHCOBO opraHu3aLum)

CM3.3

MexceTeBoe 3KpaHUpOBaHWE BbLIMUCIUTENBHLIX CETEl CEerMEHTOB KOHTYpOB
6esonacHocTH, BKMNtoYas pUILTPaUUIO AaHHbLIX Ha CETEBOM W MPUKIagHOM
YPOBHSAX CEMUYPOBHEBOW CTaHJapTHOW Mofenu B3aUMOAEWCTBUS OTKPBITHIX
cuctem, onpegenerHoit B FOCT P MICO/M3K 7498-1

CM3.4

Peanusauma n KOHTPONb MHPOPMAaLIMOHHOrO B3aMMOASNCTBUA MEXAY CerMeH-
Tamm KOHTYpoB 6e30MacHOCTA 1 MHBIMU BHYTPEHHUMM BLIYUCTIUTENBHEIMW CETA-
MM (PUHAHCOBOI OpraHU3aUnn B COOTBETCTBUM C YCTAHOBNEHHLIMW NpaBuUiamm
1 NPOTOKONaMMU CETeBOro B3aumMofieicTBUS

CM3.5

Peanusauus u KOHTPONb MHOPMALIMOHHOTO B3aUMOAENCTBUSA C NPUMEHEHNEM
NPOrPamMMHBIX LLNMIO30B MEXAY CErMEHTaMU KOHTYpoB 6e30nacHOCTU U UHBIMU
BHYTPEHHUMMN BLIYUCTIMTENBHBIMU CETMU (OMHAHCOBOW OpraHu3auuu ¢ Lenbto
obecneueHUn orpaHUYeHNs U KOHTpOrsA Ha Nepefadvy AaHHbIX NO UHULMATUBE
cy6beKToB norudeckoro Aoctyna

CM3.6

BelgeneHne B BbIMUCIIUTENBHBIX CETAX (PUHAHCOBOW OpraHU3auuMu OTAENbHBIX
CErMeHTOB (rpynn CerMeHToB), NpefiHasHa4YeHHbIX ANA pasMeLleHna uHdopma-
LUMOHHON MHPACTPYKTYpbl, MCNONbL3YEeMO TONMLKO Ha aTane cosgaHna U (Unu)
mMoaepHusauuu AC, B ToMm uucne tectupoaHua NO u CBT (ganee — cerMeHT
pa3paboTkn U TecTupoBaHUs)

CM3.7

Peanusauus 3anpeTta ceTeBoro B3auMofeidcTBusI cerMeHTa paspaboTku u Te-
CTUPOBAHUA U UHBIX BHYTPEHHUX BbIYMCIIUTENBHLIX cETEN PUHAHCOBON OpraHu-
3auun NO UHULWaTHUBE cerMeHTa pa3paboTku U TECTUPOBAHUA

CM3.8

BblgeneHune B cocTaBe CEMMEHTOB KOHTYpPOB 6€30MacHOCTU OTAENbHBIX NONb30-
BaTeNbCKUX CErMEHTOB, B KOTOPLIX pacnonaratrcs Tonbko APM nonb3osaTenei

CM3.9

BblgeneHne B cocTaBe CErMeHTOB KOHTYpOB 6e30MacHOCTU OTAENBbHLIX CErMeH-
TOB ynpaBreHusl, B KOTOpbIX pacnonaratotcs Tornbko APM akcnnyaTaywoHHOro
nepcoHana, Ucnosnb3yemMbie AN BbINOMHEHUS 3afa4 afMUHUCTPUPOBAHUS WUH-
hopMaLMOHHOW UHGPACTPYKTYpbI

CM3.10

BuigeneHne B cocTaBe CErMEHTOB KOHTYpOB 6€30MacHOCTW OTAENbHLIX cer-
MEHTOB XpaHeHUsi U 06paboTKu [aHHLIX, B KOTOPbLIX pacnonaraioTcs pecypehl
AocTyna, npegHasHayeHHble ANs 06paboTKU U XpaHEHWS AaHHbIX, cepBepHoe
oGopynoBaHUe U CUCTEMBI XpaHEHUS JaHHbIX
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OkoHYaHue mabnuypi 13

YpoBeHb 3aLuThl

YcrosHoe WHcbopMaLH
o6o3HaveHne CogepxaHve Mep cucTembl 3aLUTbl MHOpPMaLMK pmay
1 HoMep Mepbl 3 | 5 | 1
CM3.11 BelgeneHne oTAenbHbIX CErMEHTOB ANA pasMelleHns obLesocTynHbIX oobek- | H T T
TOB JocTyna (B TOM Yucre 6aHkoMaToB, MNaTEXHbIX TEPMUHAMOB)
CM3.12 Peanusayua n KOHTPONk MHOPMaLMOHHOrO B3aumoaencTens Mexzay cermer- | H H T
TaMW BblMUCNUTENBHBLIX CeTel, onpefdeneHHblx mepamu CM3.8 — CM3.11
HacTosALel Tabnuubl, U UHEIMU CErMEHTaMMN BBIYMCIUTENBHLIX CETEA B COOT-
BETCTBUW C YCTaHOBMEHHbIMU NpaBunamu U MPOTOKONamM1M CETEBOro B3aWMo-
AencTBus
CM3.13 KoHTponb cofepXXMmMoro nHgpopmaLlmmn rnpu ee nepeHoce M3 CETMEHTOB UMK B H @) T
CerMeHThl KOHTYpoB 6e30nacHOCTU ¢ UCMOMNb30BaHWEM NEPEHOCHBIX (OTHYX-
JaeMbIX) HocuTenei nHopmamu

7.3.1.3 ba3oBblii cocTaB Mep MO 3aLUTe BHYTPEHHMX BbIMUCTIMTENbHBLIX CETEN NPW B3aUMOAENCTBUMN C
CeTblo IHTEPHET NPUMEHUTENBHO K YPOBHAM 3aLLmMThl MHpOpMauun npusedeH B Tabnuue 14.

Tabnuua 14 — Ba3oBLIA cOCTAaB MeEP MO 3aLUUTE BHYTPEHHUX BLIYUCTIUTENBHLIX CETEN NPU B3aUMOLECTBUN C CETbHO

UHTepHeT

YcnoBHoe
0603HaveHne
1 HoMep Mepbl

CogepxaHue Mep cUCTEMbI 3aLUTLI UHGOPMALMM

YpoBeHb 3aLuThbl
nHopMaLuu

2 1

CM3.14

Peanusauua ceTeBOro B3auMOAENCTBUSA U CETEBON U3OMALUU Ha YpOBHE He
BblLLe BTOPOro (KaHarsbHbIA) N0 CeMUYPOBHEBOIW CTaHAaPTHOW MOAENU B3auMo-
LelcTBMA OTKPLITLIX cucTeM, onpeaeneHHoin B FTOCT P MCO/MBK 7498-1, BHy-
TPEHHNX BbIYUCITUTENBHBIX CETEA (DUHAHCOBON OpraHusaunn u ceTm IHTepHeT

H T T

CM3.15

Peanuaauns ceTeBoro B3avMOLEACTBUS U CETEBON M3ONALUUWN Ha YPOBHE He
BbllLe TPeTbero (CeTeBoi) No CEMUYPOBHEBON CTaHAApTHON Mogenu B3anuMo-
LeNCTBUA OTKPLITEIX cucTeM, onpeaeneHHon B FOCT P NICO/M3K 7498-1, BHy-
TPEHHUX BLIYUCIIUTENLHBIX CeTel PUHAHCOBON OpraHusaumn u cetn MHTepHeT

CM3.16

MexceTeBOe 3KpaHWpPOBaHWE BHYTPEHHUX BbIMUCIUTENBHLIX CeTEl UHAHCO-
BO opraHusauuu, Brovas punsTpauyuio AaHHbIX Ha CETEBOM W MpUKNagHOM
YPOBHAX CEMUYPOBHEBOW CTaHAapTHON MOAENU B3aUMOAENCTBUA OTKPbITHIX CH-
cTeM, onpegeneHHoit B FOCT P MICO/M3K 7498-1

CM3.17

Peanunsauus n KOHTPONb UHPOPMALMOHHOTO B3AUMOAESHCTBUS BHYTPEHHMX Bhi-
YMCIUTENBHLIX CeTell (PUHAHCOBOW OpraHN3aLMn U ceTu MHTEpHET B COOTBET-
CTBUU C YCTAHOBNEHHLIMW NpaBUaMK U NPOTOKONAMK CETEBOMO B3aMMOAEii-
cTBUS

CM3.18

CokpbITUe TONONOMMU BHYTPEHHUX BbIYUCAUTENBHBIX CeTeil puHaHcoBOit opra-
HWU3auun

CM3.19

Peanunsayus ceTeBoro B3auMoAenCTBUS BHYTPEHHUX BLIYUCITUTESIBHBLIX CETe
¢pUHAHCOBOI OpraHN3aLMu U ceTn MHTEpHET Yepes orpaHudeHHOe KONM4YecTBO
KOHTPONUPYEMBIX TOHYEK 4OCTyna

CM3.20

Peanusauusa noutoBoro o6MeHa ¢ ceTbio MIHTepHeT Yepes orpaHuieHHoe Konu-
YeCTBO KOHTPONUPYEMBIX TOYEK WH(POPMALMOHHOIO B3aUMOZECTBMUS, COCTONA-
LLMX U3 BHELIHEro (NOAKNIOYEHHOro K CeTU MIHTEpHET) U BHYTPEHHero (pasme-
LLIEHHOTO BO BHYTPEHHUX CeTAX (PMHAHCOBOI OpraHu3aLyn) NOYTOBLIX CEPBEPOB
¢ 6e3onacHoi pennukaymein NOYTOBLIX COOBLYEHNIA MeXay HUMK

7.3.1.4 Ba3oBbiil coCcTaB MeP NO perucTpauumn cobbITUi 3amTbl MHOPMALMK, CBA3AHHBLIX C onepa-
UMAMU N0 USMEHEHMUIO NapaMeTpoB 3aLwuTbl BLIYUCANTENBHBLIX CETEW, NPUMEHUTENLHO K YPOBHAM 3aLLUUTbI
uHcopmauum npuseaeH B Tabnuue 15.

21



FOCT P 57580.1—2017

Tabnuya 15— Ba3oBbIi cocTaB Mep Mo perncTpauumn cobblTUiA 3aLnUTbLl MHOpMaLUK, CBA3aHHEIX ¢ onepauusaMu no
M3MEHEHWIO MAPaAMETPOB 3aLLUThI BEIMUCIUTENBHBIX CETEN

YcroBHoe YpoBeHb 3aLuTbl

0603HayeHe CopepxaHne Mep cicTeMbl 3aLUTbl MHAOPMaLMK WHOpMaLM
M HOMep Mepbl 3 5 1
CM3.21 Peructpauus UaMeHeHUii napaMeTpoB HACTPOEK CPEACTB U CUCTEM 3aLLUTHI UH- T T T

dopmaLum, oBecnevnBaroLLUX peanusaumio cerMeHTaLmun, MEXCeTeBoro aKpa-
HUPOBAHWS W 3aLLMTEI BLIYMCTIUTENBHBIX CeTell PUHaHCOBOI opraHu3aLmum

7.3.2 NMNognpouecc «BbisiBNeHne BTOPXKEHUN U CETEBbIX aTaky

7.3.2.1 NpuMeHAeMble (PUHAHCOBOWN OpraHusauuen Mepbl No BbIABIIEHUIO BTOPKEHMIA U CETEBbIX aTak
OOMKHbLI 0Becne4ynBaThb!

- MOHUTOPMWHT U KOHTPOSIb COAEMKMMOro CETEBOIO Tpaduka;

- perucTpaymio coobITUI 3anTbl MHAOPMaLUK, CBA3aHHBIX C pe3yrbTataMm MOHUTOPUHIA U KOHTPONSA
COAEPXMMOro CETEBOrO Tpaduka.

Mpu peanusauun nognpouecca «BbiSBNeHNEe BTOPXKEHUIA U CETEBbLIX aTtak» PEKOMEHAYEeTCs UCMOonb3o-
BaThb [12].

7.3.2.2 Ba3oBblit cOCTaB Mep N0 MOHUTOPUHTY U KOHTPOMIO COAEMKUMOr0 CETEBOro Tpaduka NpUuMeEHu-
TeNbHO K YPOBHAM 3aLLmUThl MHbOpMAaL MU npuseeH B Tabnuue 16.

Tabnuya 16 — Ba3oBblii cocTaB Mep Mo MOHUTOPUHTY M KOHTPOMHO COAEPKUMOro ceTeBoro Tpaduka

YpoBeHb 3aLLUTbI

YernosHoe
MHcpopMaLmn

o6o3HaveHne CopepxaHue Mep cucTeMbl 3aLyUTbl MHGOpMALKM
1 HOMEp Mepbl 3 5 1

BCA.1 KoHTpornb OTCYTCTBUS (BblSIBIeHWE) aHOMarnbHOW CETEeBON akTUBHOCTW, cBs- | H H T
3aHHOW € BO3MOXHbLIM HeCaHKLMOHUPOBaHHEIM UHGOPMaLIMOHHEIM B3auMog ei-
CTBUEM MeX[Y CerMeHTamu KOHTYypoB 6e30MacHOCTUM U UHBIMU BHYTPEHHUMMU
BbIMUCNUTENBHEIMU CETAMW (PUHAHCOBOM opraHusaLuu

BCA.2 KoHTporb OTCYTCTBUSA (BbISBNEHWE) aHOMarbHON CETEBOW aKTUBHOCTH, CBSA3aHHOM H T T
C BO3MOXHbIM HECaHKLMOHUPOBaHHBIM UHMOPMAaLMOHHLIM B3auMoAeNCTBUEM
MeXaY BbIYUCIUTENBHLIMU CETAMW (PUHAHCOBOI OpraHu3aLn U ceTbio MHTepHeT

BCA.3 KoHTponb OTCYyTCTBUA (BbISIBNIEHWE) aHOMarnbHOW CETEBOW aKTUBHOCTM, CBS- H H T
3aHHOW C BO3MOXHbIM HECaHKLMOHWPOBaHHLIM UWHMOPMALMOHHBEIM  B3au-
MOAENCTBMEM MeXAY CerMeHTamu, npefHasHa4YeHHbIMU ANS pa3MeLleHUs
obLenocTynHbIX 0bbeKTOB gocTyna (B TOM uucre GaHKoMaToB, MAaTeXHbIX
TepMUHarnoB), U ceTbio NHTepHeT

BCA 4 KoHTporb oTCyTCTBMA (BbISIBIEHWE) aHOMasIbHOW CETEBON aKTUBHOCTW, CBA3aH- H T T
HOI ¢ BO3MOXHbBIM HeCaHKLMOHWPOBAHHEIM FIOMMYECKUM JOCTYNOM K pecypcam
JoCTyna, pa3MeLLeHHbIM B BEIYUCTIMTENBHBIX CETAX (PUHaHCOBOW opraHusawmy,
MOAKITIOYEHHBIX K CeTU NHTepHeT

BCA.5 KoHTponb oTCyTCTBMA (BbIABNEHUE) aHOMarbHOW CETEBOW akTUBHOCTW, CBA3aH- H T T
HOM C BO3MOXHbIM HeCaHKLMOHNPOBaHHbLIM YA aneHHbIM JOCTyrNoM

BCA.6 KoHTponbk oTeyTCTBMA (BhIABNEHUE) aHOMaNbHOW CeTeBOW akTUBHOCTH, cBAsaH- | H H T
HOW ¢ BO3MOXHbBIM HECAHKLMOHNPOBAHHBIM FIOMMYECcKUM JOCTYNOM K pecypcam
JocTyna, pasMeLleHHbIM BO BHYTPEHHUX BBIYMCIUTENBHLIX CETAX PUHAHCOBON
opraHusaLum

BCA.7 KoHTponbk OTCyTCTBMA (BbIABNEHWE) aHOMamnbHOW CeTeBOW akTUBHOCTH, cBAsaH- | H H T
HOW C BOBMOXHbIM HECAHKLIMOHUPOBAHHBIM JOCTYNOM K @yTeHTU(PUKaLNOHHBLIM
AaHHbIM NeranbHbeIX CyObeKToB focTyna

BCA.8 KoHTpornb OTCYTCTBUA (BblABNEHWE) aHOManbHOW CETEBON aKTUBHOCTW, CBS- H T T
3aHHOW ¢ BO3MOXHbIM OCYLLECTBIIeHWEM aTak TUMa «oTKas B 06CnyXuBaHUu»,
npeanpuHUMaeMblX B OTHOLUEHUW PECYPCOB JOCTYNa, pasMeLLeHHbIX B BblHYUC-
NUTeNbHLIX CETAX PUHAHCOBOW opraHU3aLmmn, NOAKMIOYEHHbIX K ceTU UHTepHeT
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OkoHyvaHue mabnuupl 16

YcnosHoe Ymo:egb;:m;gbl
o6o3HaveHne CopepxaHue Mep cUCTeMbl 3aLuTbl MHGopMaLm chopmay
1N HOMep Mepbl 3 2 1
BCA.9 BriokMpoBaHue aTtak TUnNa «oTkas B o6cnyxusaHuW» B MacluTabe BpemeHw, H T T
GnNU3KOM K pearibHOMY
BCA.10 KoHTpornb 1 obecneveHne BO3IMOXHOCTU BNOKUPOBKMN HexenarenbHbix coobuwe- | T T T
HWI aneKTpoHHON nouThl (SPAM)
BCA.11 Peanusauunsa koHTponsi, npegycMoTpeHHoro mepamn BCA.1 — BCA.9 Hactoa- | H T T
Wen Tabnuubl, NyTeM CKaHMPOBAHUA W aHanusa ceTeBoro Tpaduka Mexay
rpynnaMu CerMeHTOB BbIYMCITUTENBHLIX CeTel PUHAHCOBOI OpraHU3aLum, BXo-
AKX B pa3Hble KOHTYpbl 6ezonacHocTu
BCA.12 Peanunaauus KoHTpons, npeaycMoTpeHHoro mepamu BCA.1 — BCA.9 Hactoa- | H H T
Wel Tabnuuel, NyTeM CKaHMPOBaHWUA U aHanu3a ceTeBoro Tpaduka B npefernax
cermMeHTa KoHTypa 6e3onacHocTu
BCA.13 Peanunaauus kKoHTpons, npeaycMoTpeHHoro mepamu BCA.1 — BCA.9 Hactoa- | H T T
Len Tabnuusl, NyTemM CKaHUPOBaHUA U aHanu3a ceTeBoro Tpaduka Mexay Bbl-
YUCNUTENBHLIMU CETAMU (PUHAHCOBON OpraHn3aunn 1 CeTbio MIHTepHeT

7.3.2.3 Ba3soBblii cocTaB Mep No perucrpauumn cobbiTui 3awmTbl MHGOPMAaLUK, CBA3AHHbLIX C pe3ynb-
Tatamu MOHWUTOPUHIA N KOHTPONSA COAEPKUMOro CETeBOro Tpadpuka, NPUMEHUTENBHO K YPOBHSIM 3aLLUUThbl UH-
dopMauuu npuseaeH B Tabnuue 17.

Tabnuuya 17 — Ba3oBblil cocTaB Mep No perucTpaynn cobbiTUi 3aWwnTel HOPMaLMK, CBSI3aHHBIX C pesynbTraTamm
MOHWUTOPUHIa N KOHTPOMS COJEPXKUMOro ceTeBoro Tpaduka

YcnoBHoe YpoBeHb 3aluThl
o603HaveHne CoaepxaHue Mep cMCTEMbI 3aLLYUTbl MHEOPMAaLMK HpopmaLym
1 Homep Mepbl 3 > ]
BCA.14 Peructpauus ¢akToB BbISBNEHWS aHOMarbHOR ceTeBOW aKTUBHOCTU B pamkax | H T T
KOHTpons, npegycMoTpeHHoro mepamu BCA.1 — BCA.8 Tabnuupl 16

7.3.3 NMognpouecc «3awura uHgpopmMauumn, nepegaBaeMoin No BLIYUCIINTENbHbIM CETAM»

7.3.3.1 duHaHCcOBan opraHusauma AOMKHA NPUMEHATL MEPBI MO 3almTe MHpopMaLmn, nepegaBaemon
MO BbIMUCITUTENBHLIM CETAM.

7.3.3.2 Basosblii cocTaB Mep no 3awmre uHdopMmauum, nepeqaBaemon No BbIMUCIUTENbHBIM CETSM,
NPUMEHUTESNBLHO K YPOBHAM 3awmThl UHpOpMaLuu npuBeaeH B Tabnuue 18.

Tabnuya 18 — ba3oBhIii cocTaB Mep No 3aluTe MHopMaLMK, NepefaBaeMoii MO BLIYUCTIUTENBHBIM CETAM

VCnoBHoe YpoBeHb 3auThbl
o6o3HayeHue CoaepxaHue Mep cUCTeMbl 3aLUTLI MHOPMaLMK MHGopMaLK
W HoMep Mepbl 2 1
3BC.1 lMpuMeHeHne ceTeBbIX NPOTOKONOB, o6ecneunBalomMxX 3alyUTy MOASTMHHOCTU T T T
CETEBOro COEIUHEHUS, KOHTPOSb LIENOCTHOCTU CETEBOrO B3aUMOAEWCTBUS U
peanusaLyio TEXHONOMN ABYXCTOPOHHEN ayTeHTUdUKaLMU Npu ocyLlecTerne-
HWUM NTIOrMYECKOro JOCTyNa ¢ UCMONb3oBaHNEM TENEeKOMMYHUKALMOHHLIX KaHa-
T0B U (UNN) NIUHWIA CBA3N, HE KOHTpONUpPYEMbIX (PUHAHCOBOIA opraHu3aLuen
3BC.2 Peanusauus 3awmTel UHpopMaLMmM OT packpbiTUs U Mogudukauuu, npumere- | T T T
HVWe ABYXCTOPOHHEN ayTeHTUdMKaLuu NMpu ee nepepave C UCMONb30BaHUEM
ceTn UHTepHET, TENeKOMMYHUKALIMOHHLIX KaHaroB M (UNu) NUHWUIA CBA3M, He
KOHTpoOnupyeMbix OUHaHCOBOI opraHu3aLuen
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7.3.4 Noanpouecc «3awuta 6ecnpoBogHbIX CeTe»

7.3.4.1 TlpuMmeHaeMble (PMHAHCOBOWM OpraHuM3auuen Mepbl No 3awmTe OeCnpOBOAHLIX CETEN [OMMKHbI
obecneymBaTb:

- 3aLmMTy uHopMaLMK OT PacKpbITUA U MOAUPMKALMM NPX MCNONB30BaHMM GECNPOBOAHLIX CETEN;

- 3aLLUMTY BHYTPEHHMUX BbIYUCIIUTESIEHBIX CETEN NPU MCMONb30BaHUM BECNPOBOAHbLIX CETEN;

- peructpaumio cobbITUi 3amMTbl MHOPMaLMK, CBA3aHHbLIX C UCNONb3oBaHWeM 6ecrnpoBOAHbIX CETEN.

7.3.4.2 ba3oBblii cocTas Mep No 3alumTe nHopMauumu OT PacKkpbITUS U MOAUMKALMK NPW UCMONb30Ba-
HUKM BECNPOBOAHbIX CETEN NMPUMEHUTENBHO K YPOBHSM 3aLUUTbl MHAOPMaLMK NpuBeaeH B Tabnuue 19.

Tabnuuya 19 — Ba3oBbll cocTaB Mep NO 3aluTe MHOPMaLMKU OT PacKpbITUS U MOAUMDUKALMM NPU UCMONB30BaHUM
6ecnpoBoAHbLIX ceTeit

YcnosHoe prOHBeHb 33LL|I/IV'II'bI
o6osHaveHne CogepxaHve Mep cucTembl 3aLuTbl MHGOPMaLMK popmaLy
1 HOMep Mepbl 3 5 1
36C.1 AyTeHTUMKaLma yeTpoCTB AOCTyNa TEXHUYECKUMU CpeacTBaMu, peanusyto- | T T T
MMM PYHKLMM BECNPOBOAHOMO CETEBOrO COEAMHEHMUs (ToMKaMu JocTyna no
npotokony Wi-Fi)
3B6C.2 BaluTa uHpopMaLun oT packpbITUA U MoaudUKaLMKu Npu ee nepegade c uc- | T T T
nonb3oBaHeM NPoToKkornos 6ecnpoBogHoro focTyna

7.3.4.3 Ba30Bblii COCTaB Mep MO 3aLWUTe BHYTPEHHMX BbIMMCNUTENbLHBIX CETEN NPU MCNonb3osaHuu Gec-
NPOBOAHbIX CETEN MPUMEHUTENBHO K YPOBHSM 3aluTbl MHCpOpMauun npuseaeH B Tabnuue 20.

Tabnuuya 20 — ba3oBhLlil cocTaB Mep MO 3alUUTe BHYTPEHHUX BLIMUCIIUTENBHBIX CETER NpU UCNonb3oBaHUK Gecnpo-
BOAHLIX ceTel

YpoBeHb 3awWuThl

YenosHoe
WHopMaLmu

o6o3HaueHue CopepxaHue Mep CUCTEMbI 3aLUUTLI UHOpMALIMU
¥ HoMep Mepbl 3

2 1

3B6C.3 PasmMelleHne TeXHUYECKUX CPEACTB, peanusyowmx dyHKuMKM BecnpoBogHoOro H T T
COEIMHEHMS, B BblAeMNeHHbIX CerMeHTax BbIMUCIIUTENBHLIX ceTel (PUHaHCOBOM
opraHusauuu

36C.4 Peanusaums ceTeBoro B3auMofeACTBUA U CETEBOI M3OMSALIMKA Ha YPOBHE HE BhILLIE H H T
BTOPOro (KaHankeHLIA) N0 CEMUYPOBHEBOW CTaHAAPTHOW MO enn B3aumMoaeincTBuA
OTKPbITLIX cucTeM, onpegeneHHoi B TOCT P UCO/MOBK 7498-1, BHYTpeHHUX Bbl-
YACTIMTENBHLIX CETE (PUHAHCOBO OpraHWU3aLUM U CErMEHTOB BbIMUCIIEHHBIX Ce-
TeW, BblfleNneHHbIX B cooTBETCTBUM € NyHKTOM 36C.3 HacTosiLwei Tabnuup

3BC.5 PeanusavLus ceTeBoro B3auMofeiicTBUSA U CETEBOI U3ONALIMU Ha YPOBHE HeE BblLLE H T H
TpeTbLEro (CeTeBoiA) N0 CEMUYPOBHEBON CTaHAapTHOW Mofenu B3auMoaencTemna
OTKpbITLIX cucTeM, onpeaeneHHoi B TOCT P UCO/MOK 7498-1, BHYTpEeHHUX Bbl-
yYucnUTernbHLIX ceTeld (PUHaHCOBOW OpraHU3aLMy U CErMEHTOB BLIMUCNEHHbBIX Ce-
TeW, BbleNneHHbIX B COOTBETCTBUM ¢ Mepoil 36C.3 HacTosLeil Tabnuubl

3BC.6 MexceTeBoe akpaHWpOBaHWe BHYTPEHHWUX BbIMUCIIMTENBHLIX CeTel (OPUHAHCO- H T T
BOW OpraHU3aLMu U CErMEHTOB BbIYUCIIEHHBIX CETEN, BbIAENEHHBIX B COOTBET-
ctBumM ¢ Mepoit 36C.3 HacTosLeln Tabnuupl, BkIiouwas punestTpaumio AaHHbIX Ha
CETEBOM U MPUKNAAHOM YPOBHSAX CEMWYPOBHEBOW CTaHAAPTHOW MoAenu B3a-
MO ENCTBUSA OTKPLITLIX cucTeM, onpeaerneHHoit B FTOCT P UCO/M3K 7498-1

3BC.7 Peanu3savmsi U KOHTPONb UHPOPMALIMOHHOMO B3aMMOAEWUCTBUS BHYTPEHHUX BbIYUC- H T T
NUTENEBHLIX ceTel PMHAHCOBOM OpraHU3aLUmM U CETMEHTOB BbIMUCNEHHBIX CETEN,
BbIZJ€NEHHLIX B COOTBETCTBMU ¢ Mepoii 3BC.3 HacTosAwwei Tabnuubl, B cooTBET-
CTBWM C YCTaAHOBJIEHHBIMM NpaBUIiamMm M NPOTOKONaMi CETEBOrO B3aUMOASACTBUS

3BC.8 BrnokupoBaHue NONBITOK NOAKIMOYEHMA K BecnpoBOAHBIM ToYKam gocTyna c He- | H H T
3aperncTpMpoBaHHbIX YCTPOUCTB JOCTyna, B TOM YACNEe U3-3a NpeaenoB 3aa-
HUIA 1 coOopyXeHUiA HPUHAHCOBO opraHM3auuu
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7.3.4.4 Ba3oBbIfi coCcTaB Mep No perucrpayuum CoObITUIA 3awwnTbl MHPOPMALMK, CBA3AHHLIX C UC-
nonb3oBaHMemM GeCrnpoOBOAHbIX CETEN, MPUMEHUTENBHO K YPOBHAM 3alUuThl UHpOpMALMKN NpuBeaeH B
Tabnuue 21.

Tabnwunya 21— BasoBblil cocTaB Mep No perucTpauyum cobbITUiA 3aLuThl MHopMaLmK, CBA3AHHLIX C UCTMONb30BaHNEM
BecnpoBofHLIX ceTeit

VenoBHoe YpoBeHb 3aLuTbl
o6o3HaueHne CogepxaHue Mep cucTembl 3aLyuThl UHpopMaLm MHopMaLn
1 HoMep Mepbl 3 5 1
3BC.9 Pervnctpauus nonbITOK NogkrtodeHunsi k 6ecnpoBogHbIM TOYKaM JocTyna c Hesa- | H H T
perncTpupoBaHHLIX YCTPOICTB A0CTYNa, B TOM YUCNe U3-3a Npefenos uHaH-
COBOW opraHusauuu
3b6C.10 Pernctpauusi UsMeHeHWn napaMeTpoB HaCTPOEK CPefCTB U CUCTEM 3alUUTh H T T
MHpopmMauumn, obecnevnBaroLUX peanusaLuio CermMeHTauun, MeXCeTeBOoro
3KPaHMPOBaHWUA W 3al4UTbl BHYTPEHHUX BbIYUCIMTENbHLIX CETel (hrHaHCOBOM
opraHvaalyn U CEerMeHTOB BbIYMCIIEHHBIX CETENR, BbleNeHHEIX B COOTBETCTBUN
¢ mepoit 3B6C.3 Tabnuusl 20

7.4 Mpouecc 3 «<kKOHTPOSb LENOCTHOCTU U 3alUWEHHOCTU MH(POPMALIMOHHON
UHPPACTPYKTYPbI»

7.4.1 MNpumeHsieMble (PMHAHCOBOM OpraHu3auMein mepbl N0 KOHTPOMIO LENOCTHOCTU U 3aLUULLEHHOCTH
MHAOPMAaLIMOHHON MHAPPACTPYKTYPbI AOMKHbI 06ecneyumnBarsb:

- KOHTPOJIb OTCYTCTBUA U3BECTHbIX (OMUCAHHLIX) YA3BUMOCTEN 3aLuMTbl MHOpMaumum 06bLEKTOB MHAOP-
marumsauuu;

- OpraHM3auuio U KOHTpONb pasMeLleHus, xpaHeHuss u obHosneHus MO WHGOpMaLMOHHON UHPpa-
CTPYKTYPbI;

- KOHTpPOSb cocTaea U uenocTtHocTu MO nHdopMaunoHHON MHAPACTPYKTYPSI;

- peructpaumio codbITUI 3aLuTbl MHOPMALIMK, CBA3AHHLIX C pesynbTataMu KOHTPONA LIeNOCTHOCTYU U
3aLMULIEHHOCTU MHAOPMALMOHHON MHAPACTPYKTYPbI.

7.4.2 Ba30Bblil COCTAaB Mep N0 KOHTPOMNIO OTCYTCTBUA U3BECTHbLIX (ONUCAHHLIX) YA3BMMOCTEN 3aLLUTbI
uHdopMmaumn 06LEKTOB MHAOPMATM3ALMU NPUMEHUTENBHO K YPOBHSAM 3awWwmTbl UHPOPMAaLUKU NPUBEAEH B
Tabnuue 22.

Tabnuya 22 — ba3oBblii COCTaB Mep MO KOHTPOSIO OTCYTCTBUSA M3BECTHbIX (ONUCAHHLIX) yI3BUMOCTE 3aLuUThl MHGOpP-
MaLum o6beKToB UHpopmaTUsauum

YcrnoBHoe YpoBeHb 3aLuTbl

o6osHayeHue CoaepxXaHue Mep cUCTeMbI 3aLUTbl MHOPMaLIKM WHpopMaumn
1 HoMep Mepbl 5 1

LI3N.1 KoHTponb oTcyTcTBUS M obecnedeHue onepaTUBHOTO yCTpaHeHMs1 M3BecTHbix | H T T
(onncaHHbIX) yasBuMocTeil 3awmTbl MHpOpMaLUK, UCMONb30BaHUE KOTOPLIX
MOXeT NO3BONUTL OCYLLEECTBUTL HECAHKLMOHUPOBAHHOE (HEKOHTPONUPYEeMOe)
UHOpMaLMOHHOE B3auMofeiicTB1e Mexy cerMmeHTamu KoHTypoB 6e3onacHo-
CTU U UHLIMW BHYTPEHHUMU CETAMMU PUHAHCOBOW OpraHu3aLum

LI3N.2 KoHTponb oTcyTcTBUS M obecneyeHe onepaTUBHOTO YCTPaHEHUsl M3BeCTHbIX | O T T
(onnucaHHbIX) yA3sBUMOCTel 3almTbl MHpOpMaLUK, UCMONb3OBaHUE KOTOPLIX
MOXeT NO3BONUTL OCYLLEECTBUTL HECAHKLMOHUPOBaAHHOE (HEKOHTPOIUPYEMOE)
MHOPMaLIMOHHOE B3aUMOAENCTBME MEXAY BHYTPEHHUMU BbIMUCTIUTENBHLIMU
ceTAMMN (OUHAHCOBOI opraHmaauum u cetblo UHTEpHeT

L3N.3 KoHTponb oTcyTCcTBUA M obecneyeHne onepaTuBHOrO YCTpaHEHUs! U3BECTHBIX | O T T
(onncaHHbIX) yA3BUMOCTER 3almThl MHpOpMaLUUKU, UCMONb3OBaHUE KOTOPLIX
MOXET MO3BONIUTL OCYLIECTBUTL HeCaHKLMOHUPOBAHHOE (HEKOHTPONUpyemoe)
HdOpMaLIMOHHOE B3aUMOAEACTBUE MEXAY CerMeHTaMu, npeagHa3Ha4eHHbBIMN
ANsA pa3MeLleHnn obLefocTynHBIX 06LEKTOB JocTyna (B TOM Yucne 6aHKoMa-
TOB, MNaTeXHblX TepMUHANoB), U ceTblo UHTepHeT
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OkoHYaHue mabnuupl 22

YenosHoe
0603HaveHne
1 HoMep Mepbl

CoaepxaHue Mep cucTeMbl 3aLUTbl MHOPMALUK

YpoBeHb 3aLuTbl

nHdopmauun

2

Li3n.4

KoHTponb oTcyTcTBUA U 0becnedeHne onepaTuBHOMO YCTPaAHEHUS] M3BECTHLIX
(onncaHHbIX) ya3sBUMOCTeH 3aluTbl UHOPMaUMKU, UCNONb3OBaHWE KOTOPbIX
MOXET NO3BONUTL OCYLIECTBUTb HECaHKLIMOHUPOBAaHHLIN foruyeckuii goctyn
K pecypcam [0CTyna, pasMeLleHHbIM B BbIMUCAUTENBHLIX CETAX (PUHAHCOBOW
opraHusaLuu, NOAKMIHYEHHbIX K ceTU VIHTepHeT

T

L3n.5

KOHTponb OTCYTCTBUS U 0BecneyeHne onepaTMBHOTO YCTPAHEHNS M3BECTHLIX
(onMcaHHbIX) YA3BUMOCTEN 3alMThl UHOPMALUMK, WCMOfb3OBaHNE KOTOPbIX
MOXET NO3BOMNUTL OCYLLECTBUTb HECAHKLIMOHUPOBAHHbINA YAaneHHbI 40cTyn

L3n.6

KoHTponb oTcyTcTBUA M obecneyeHne onepaTuBHOMO YCTPaHEHUs! M3BECTHLIX
(onucaHHbIX) yA3BUMOCTER 3aluTbl MHOpMaLMKU, UCNONb3OBaHUE KOTOPLIX
MOX€ET NO3BONWUTL OCYLLECTBUTb HECaHKLMOHMPOBAHHLIN NOrMyeckuii foctyn
K pecypcam AoCTyna, pasMeLleHHbIM BO BHYTPEHHUX BbIMUCAUTENBHBLIX CETSX
(hPUHaHCOBOI opraHnsaLmu

L3n.7

KoHTponb oTcyTcTBUA M obecneyeHne onepaTUBHOMO YCTPaHEHUs] M3BECTHLIX
(onucaHHbIX) YA3BUMOCTENR, NpefycMOTpeHHbIX Mepamu LIBU.1 — LIBN.6
HacToAwWen Tabnuubl, NyTeM CKaHUPOBaHWA W aHanu3a NapameTpoB HacTpoek
cepBepHOro u ceTeBoro o6opyaoBaHUs

L3n.8

KoHTponb oTcyTcTBUA U obecneyeHne onepaTuBHOMO YCTPaHEHUs] M3BECTHLIX
(onncaHHbIX) yA3BUMOCTEN, yKkasaHHbIX B nyHkTax LISN.1 — LI3WN.6 HacToswen
Tabnuupl, NyTeM CKaHMpPOBaHWUSA M aHanusa CocTaBa, BEpCUil U NapaMeTpoB
HacTpoek npuknagHoro MO, MO AC u cuctemuoro MO, peanusytowiero gyHK-
Lun obecneveHns sawwmTsl MHOPMaLMK U (MUNK) BAUSAIOWEro Ha obecredeHne
3aWwuTel MHgopMaunn (Janee B HacTosWweMm pasgene — cucteMmHoe [MO)*,
YCTaHOBMNEHHOro Ha CepBEPHOM U CETEBOM 060pyAOBaHUM

Li3n.9

KoHTponb oTcyTcTBUA U oBecneveHne ornepaTMBHOMO YCTPaHEHWUS W3BECTHbIX
(onucaHHbIX) yA3BUMOCTER, NpefycMoTpeHHbIX mepamu LIBUN.1 — LIBN.6
HacTosLen Tabnuupbl, MyTeM CKaHUPOBaHUS U aHanusa cocTaea, BEPCUA U Na-
pameTpoB HacTpoek npuknagHoro MO, MO AC u (unu) cuctemHoro MO, ycra-
HoBreHHoro Ha APM nonb3oBaTenei U akcnmyaTaLUyMoHHOro nepcoHana

Li3K.10

KoHTponb oTcyTcTBUA U oBecneveHne onepaTWBHOMO YCTPaAHEHWS M3BECTHbIX
(onmncaHHbIX) Ys3BUMOCTEN, NpefycMOTpeHHbIX Mepamu LIBUN.1 — LI3N.6
HacTosLe Tabnuupsl, NyTeM CKaHMPOBaHUS U aHanu3a cocTasa, Bepcuil 1 na-
paMeTpoB HacCTPOeK CPefCTB M CUCTEM 3allWTbl MHDOPMaLUK

Li3u.11

OrpaHuyeHue (3anpeT) ucnonbaoBaHus Ha APM none3oBartenei u akcnnyata-
LMOHHOrO nepcoHana, 3afeicTBoBaHHbLIX B BbINOMHEHWU GU3HEec-NpoLeccoB
dmHaHcoBOW opraHusaumu, MO, peanuaytowero yHKUMKM no paspaboTke, OT-
nagke n (unu) TectupoBaHuto NO

* B ToM umncne MO onepaunoHHbIX cucteM, MO CYB[, MO cepsepos npunoxeHuit, MO cuctem BUpTyanuaaumm.

7.4.3 Ba3oBblil COCTaB Mep NO OpraHu3auun U KOHTPOSIO pasMeLLEHUs, XpaHeHust u oBHoeneHus MO
NPUMEHUTENBHO K YPOBHAM 3aLUWThl MHpOpMaLMn npuseaeH B Tabnuue 23.

Tabnuuya 23 — ba3oBblii cOCTaB Mep MO OpraHn3aL U KOHTPOIO PasMeLLEHNs, XpaHeHns u obHoBneHns MO

YpoBeHb 3aLyuThl

obopygosaHumn MO cpencts u cucteM 3almTsl UHDOPMaLmK, npuknagHoro MO,
MO AC, cuctemHoro MO 1 curHatypHbix 6a3 CpeAcTB 3aluThl MHopMaLmm, B TOM
yuene ¢ Lenbio YCTPaHeHWs BbISBNEHHbIX YA3BUMOCTEN 3aLLuTel HdopMaLmm

YcnosHoe AHbODMALIN
o6o3HaveHne CogepxaHue Mep cucTembl 3aLyUThl UHopMaLm cpopmal
1 HOMep Mepbl 3 | 2 | 1
L3n.12 KoHTporb pasmeLLeHUs U cBoeBpeMEeHHOro OGHOBIIEHUS Ha cepBepHOM U ceTeBoM | O @) T
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OkoHYaHue mabnuypl 23

YpoBeHb 3aLuThl

YcnosHoe
WHopMaLmn

o6o3zHaueHne CogepxaHne Mep cUCTEMbI 3aLYWTbl MHGOPMaLMM
1 Homep Mepbl

L3n.13 KoHTponb pasmelleHns 1 cBoeBpeMeHHoro obHoBneHna Ha APM nonbsosate- | O @) T
nei u aKkennyaraluoHHoro nepcoHana MO cpefcTB U CUCTEM 3aLUUTLI MHGOP-
mauumn, npuknagHoro MO, MO AC u cuctemHoro MO, B TOM YKCne C Lesbto
yCTpaHeHMUsi BbISIBIEHHbIX YA3BUMOCTEW 3aluThl MHpopMaLmK

LI3N.14 KoHTponb paboTocnocoBHOCTM (TecTUpoBaHUE) U MPaBUIBHOCTU YHKUMOHKU- | O @) @)
posaHus AC nocre BeinonHeHns o6HoBneHui MO, NpegycMOTPeHHOro Mepamu
Li3N.12 n LIBN.13 HacTosWwel Tabnuubl, BEINONHAEMOro B CEerMeHTax paspa-
BOTKM U TECTUPOBAHUSA

LI3n.15 KoHTponb oTcyTcTBUA M obecnedeHne onepaTUBHOrO yCTpaHeHUs usBecTHelx | O T T
(onncaHHbIX) YA3BUMOCTER 3allnTel MHOPMaLK nocne BeINONHEHUA 06HOB-
neHwii MO, npegycMoTpeHHoro mepolt LI3M.12 HacToswel Tabnuupl

L3n.16 ObecneyeHne BO3MOXHOCTM BOCCTAHOBMEHWUSA 3TanoHHbIX konuii MO AC, MO | O @) @)
CPEACTB U CUCTEM 3alluTbl UHopMaLmm, cuctemHoro MO B crnyYasx HewTaT-
HbIX CUTyaLuii

usn.17 Hanunuue, y4eT U KOHTPOMb LIeNoCTHOCTM aTanoHHbIX konuid MO AC, MO cpeacTs H H T
U cUCTeM 3aluThl MHgopMaLmm, cuctemHoro MO

Li3n.18 Hanunuue, y4eT 1 KOHTPOmb LieMOCTHOCTH 3TaNOHHbIX 3Ha4eHuWii napamMeTpoB Ha- | O ®) T
ctpoek MO AC, cuctemHoro MO, MO cpeacTB U cUCTEM 3aLLUUTLI MHOPMaLMi,
BO3MOXXHOCTb BOCCTAHOBMEHWUS yKa3aHHBIX HacTpoeK B CryqasX HeLTaTHbIX
cuTyauui

LI8n.19 KoHTponb LEnoCTHOCTU U JOCTOBEPHOCTM MCTOYHUKOB NONyYeHna npu pacnpo- | O o T
cTpaHeHun 1 (unun) obHosneHun MO AC, MO cpeAcTB U CUCTEM 3aLUUTLI MHAOP-
Mauum, cuctemHoro MO

7.4.4 Ba3oBbIi COCTaB Mep MO KOHTPOMIO cocTtasa u LenoctHoctu MO nHgopMaymoHHON UHAPACTPYK-
TYPbl MPUMEHUTENBLHO K YPOBHAM 3aLuuthbl uHchopMauum npuseaeH B Tadbnuue 24.

Tabnuuya 24 — ba3oBblit cocTaB Mep NO KOHTPONtO cocTaBa U LenocTtHocTu MO nHdopMaunoHHOW UHDpacTpyK-
Typsbl

YcnoBHoe YpoBeHb 3aLuThbl
o6o3HaueHue CoflepxaHue Mep cUCTeMbl 3aLUTbl MHGOpMaLmn MHpopMaLMM
1 HoMep Mepbl 3 5 1
L13n.20 KoHTponb cocTasa paspelleHHoro ana ucnons3osaHua NO APM nonssosate- | O T T
nei n aKkcnnyarayuoHHOro nepcoHana
LI3n.21 UcknioyeHne BO3MOXHOCTU YCTAHOBKW U (MNK) 3anycka HepaspeleHHoro gna [ O T T
ucnonb3oBaHusa 1O APM nonb3oBaTeneit U sKkCnyaTaynoHHOro NepcoHana
LI3N.22 KoHTponb coctaBa MO cepsepHoro oGopygoBaHuns H 0] T
LI3N.23 KoHTponb coctasa MO APM nonb3oBatenei u 3KCnnyaTauMoHHOro NepcoHana, H T T
3anycKkaeMoro npu sarpyske onepawluoHHOR cucTembl
LI3N.24 KoHTponb LenocTHOCTH 3anyckaeMblx koMnoHeHToB MO AC Ha APM nonb3osa- | H H T
Tenew 1 aKcrnyaTayuoHHOro nepcoHana
Li3n.25 Peannsauusa aoBepeHHOI 3arpy3ku onepauuoHHbIX cuctem APM nonb3oate- | H H T
nei n sKcnnyarayuoHHOro rnepcoHana
LiI3N.26 KoHTponb (BbIsiBNEHWe) UCNONb3oBaHUA TEXHONOMWU MOBUNbHOro koga* H T T
* B ToM uucne Java, JavaScript, ActiveX, VBScript u MHble aHanoOrM4HbIe TEXHOMNOTUU.
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7.4.5 Ba3oBbIi cocTaB Mep No perucrpaumm cobbiTUii 3amTbl MHOPMAaLMK, CBA3aHHLIX C pe3yneTaTta-
MW KOHTPONSA LEMOCTHOCTM W 3aLLMLLEHHOCTU UHAOPMALUOHHOW MHAPACTPYKTYPbI, NPUMEHUTENBHO K YPOB-
HSIM 3aLUMThl MHOpMauun npueeaeH B Tabnuue 25.

Ta6bnuya 25— Ba3oBblii cocTaB Mep Mo perucTpauuu cobbiTuii 3aWwmuTel MHAOPMaLMK, CBA3AHHLIX C pesynsTaTamu
KOHTPONSA LENOCTHOCTHU U 3aLUMLLEHHOCTU UHGOPMaLMOHHOW WHGPaCTPYKTYpPLI

VCHOBHOE YpoBeHb 3auThbl
o603HaueHne CoaepxaHue Mep cUCTeMbl 3aLuTbl MHGopMaLK WHopMaLn
1 HoMep Mepbl 2 1

us3n.27 Pervnctpaums ¢akToB BLIABNEHUSA YA3BUMOCTEN 3alUuThl MHpopMaLmu H T

L3Kn.28 Peructpauus yctaHosku, 06HoBNeHna U (unu) yaaneuus MO AC, MO cpeacTs n H T
cUCTEM 3awuTbl MHpopMaumm, cuctemHoro MO Ha cepBepHOM n ceTeBoM 060-
pyaosaHum

L3Kn.29 Peructpauus yctaHoBku, 06HOBRNEHUA U (UNK) yaaneHus npuknagHoro MO, NO | H T T
AC, MO cpeacts n cuctem sawutbl UHdopmayuu, cuctemHoro NO Ha APM
nonb3oBaTenei U SKCNNyaTayuoHHOro nepcoHana

L3Kn.30 Peructpauus 3anycka nporpamMmHbIX C€pBUCOB H

LI3N.31 Peructpaums pesynsraTos BbINONHEHWS onepaLyii o KoHTponio coctasa MO cep- | H
BepHoro obopyaosaHus, APM nonb3oBareneii U aKCryaTaLlMoHHOro nepcoHana

L3Kn.32 Pernctpauus pesyneraTtos BbINONHEHUs onepauuid No KoHTporto coctasa MO | H T T
APM nonb3oBarenei n akcnnyaTauMoHHOro nepcoHana

LI3N.33 Peructpauus pesynstatoB BbINONHEHMS onepauunii no kKoHTponto coctasa MO, H T T
3anyckaemoro npu 3arpyske onepaumoHHoit cuctembl APM nonb3oBaTenei u
aKcnnyaTaLWOHHOro nepcoHana

LI3N.34 Peructpauuna peaynsraToB BbINOSIHEHUS onepaLyMii KOHTPONSA LenocTHocTh 3a- | H H T
nyckaemblx komnoHeHToB MO AC

Li3W.35 Perunctpauus BbISBMEeHUs UCNONb30BAHUA TEXHONOrMU MOBUNBHOMO Koda H

LI3N.36 Perncrpauus pe3ynsratoB BLINOAHEHUA ONepaLuii NO KOHTPOIO LIENOCTHOCTU U H
[OCTOBEPHOCTN UCTOYHWUKOB NOMYYEeHUs NpU pacnpocTpaHeHnn u (unn) o6HoBe-
Hum MO AC, MO cpefcTts 1 cucTem 3awuTel MHOpMaLuu, cuctemHoro NO

7.5 MNMpouecc 4 «3awmnTa OoT BP€OAOHOCHOr0 Koaa»

7.5.1 MNpumeHaemble HUHAHCOBOW OpraHu3auuein Mepbl NO 3alMTE OT BPEAOHOCHOrO KOAa AOIMKHbI
obecneumBathb:

- OpraHn3aumio 3LLEeNnOHNPOBAHHON 3aLUMTLI OT BPEAOHOCHOTO KOZA Ha Pa3HbIX YPOBHAX MH(OPMALIMOH-
HOM MHADPACTPYKTYPHI;

- opraHu3auuio U KOHTPOsSb NPUMEHEHUA CPEACTB 3aLUWUTbl OT BPEAOHOCHOTO KOAa;

- perucTpauuio cobbITUI 3aLMTbl MHPOPMALMM, CBSA3AHHbIX C peanusauneii 3aWuTbl 0T BPeAOHOCHOTO
Koaa.

Mpu peanusaummn npouecca «3aLuuMTa oT BPEAOHOCHOIO Koga» PeKoOMEeHAYyeTCs ucnosb3osars [13].

7.5.2 Ba3osblii cocTas Mep No opraHU3aLMm SLLENOHUPOBAHHON 3aLLUTLI OT BPEAOHOCHOTO KOAa Ha pas-
HbIX YPOBHAX MHCHOPMALMOHHOW MHPPPACTPYKTYPbI NPUMEHUTENBHO K YPOBHAM 3aluThl MHAOPMaLMKU NpK-
BeJieH B Tabnuue 26.

Tabnuuya 26 — Ba3oBhlit cocTaB Mep MO OpraHU3aLMi SLIENOHMPOBaHHOM 3aLUuTEl OT BPELOHOCHOIO Kofla Ha pasHbIX
YPOBHAX UHOPMaLIMOHHON UHpacTPyKTyphI

VenoBHoe YpoBeHb 3aLuTbl
obosHaveHne CopaepxaHue Mep CMCTEMbI 3aLWTbl UHDOPMaLMK MHCpopMaLM
¥ HOMep Mepbl 3 5 1
3BK.1 Peanusauus sawuTel OT BPeOHOCHOrO Koja Ha ypoBHe dusndeckux APM | T T T
norb3oBaTenei 1 aKkcnnyaTaLMOHHOro nepcoHana

28



FOCT P 57580.1—2017

OkoH4YaHue mabnuupbi 26

VenoBHoe YpoBeHb 3au.|Mv|MTb|
o6osHaveHue CopaepxaHne Mep cucTeMbl 3aLYWTbl MHOPMaLMK MHgpopmaLy
1 Homep Mepbl 3 | 5 | 1
3BK.2 Peanusayusa 3allnTbl OT BPEAOHOCHOIO KOAAa Ha YPOBHE BUPTYaribHOW MHGOP- T T T
MaLMOHHON UHPaCTPYKTYphI
3BK.3 Peanusayus 3allnTbl OT BpeJOHOCHOrO Koja Ha YpoBHe cepBepHoro oGopyzo- T T T
BaHus
3BK.4 Peanusauus 3awmTel OT BPEAOHOCHOMO KOAa Ha YPOBHE KOHTPOIS MEXCETEBOIO H T T
Tpaduka
3BK.5 Peanusauua 3aliuTbl OT BPEJOHOCHOMO KOfa Ha YpOBHE KOHTPOMS MOYTOBOrO T T T
Tpaduka
3BK.6 Peanusauyua saluTel OT BPe[OHOCHOrO Koja Ha ypoBHe BXofjHoro koHtponsa | T T T
YCTPONCTB U NEPeHOCHBLIX (OTHYXAaeMblX) HOCUTENe nHopMaLmn
3BK.7 Peanusauus 3aliuTbl OT BPeLOHOCHOMO KOAa Ha YpoBHe KOHTporsi obwegoctyn- | T T T
HbIX 06BEKTOB gocTyna (B ToM Yucne GaHKOMaToB, NiaTeXHbIX TEPMUHAIOB)

7.5.3 Ba3oBeblil COCTaB MEpP MO OpraHn3aLUumn U KOHTPONIO NPUMEHEHUS CPEAICTB 3aLUUTbI OT BPEAOHOCHO-
ro Koga npUMEHUTENbHO K YPOBHAM 3aLumTbl MHAOpMaUuM npuseaeH B Tabnuue 27.

Tabnuuya 27 — ba3oBblii cocTaB Mep Mo opraHu3ayun 1 KOHTPOMIO NPUMEHEHUS CPefCTB 3aLUThl OT BPeOHOCHOMO
Koaa

YcnosHoe Y[:noHBezb;gmerbl
oGo3HavyeHue CofepxaHue Mep cucTeMbl 3aWuUTel UHpopMaLK popmaLyu
1 HoOMep Mepbl 3 2 1

3BK.8 OYHKLMOHUpOBaHWE CPEACTB 3alUuTbl OT BPEAOHOCHOMO Kkoja B NOCTOSHHOM, T T T
aBTOMaTUYECKOM PEeXUME, B TOM YMCre B YacTW YCTAHOBKU MX OBHOBRNEHWIA U
cUrHaTypHelx 6a3 AaHHbIX

3BK.9 DOyHKLMOHUPOBaHWE CPEACTB 3alUMThLl OT BpefoHOCHOro koga Ha APM noneso- | T T T
BaTenein 1 aKcnnyaTaLMoHHOro nepcoHana B pesnjeHTHOM pexunmMe (B pexume
service — AnA onepauuoHHoii cuctembl Windows, B pexume daemon — ans
ornepaunoHHoi cuctemsl Unix), MxX aBTOMaTUYECKWIA 3amnyck npu 3arpyske orne-
paLUOHHOR cUcTeMBI

3BK.10 MpuMeHeHWe cpefcTB 3alyuUThl OT BPEJOHOCHOrO Kofda, peanuayowux dyHK- T T T
LIMI0 KOHTPOMSA LIeNOCTHOCTU UX MPOrpaMMHbIX KOMMNOHEHTOB

3BK.11 KoHTponb OTKMYeHUs M CBOEBPEMEHHOro OBHOBMEHUA CpeAcTB 3aliuThbl OT T T T
BPeLOHOCHOro Kofa

3BK.12 BeinonHeHne exeHeAenbHLIX onepaunii No NPoBeAeHUo NpoBepoK Ha OTCyT- T T T
CTBME BPeLOHOCHOrO Kofa

3BK.13 Mcnonb3oBaHue CpeAcTB 3alluUThl OT BPEAOHOCHOrO Koda pasnuyHbIX Nponsso- T H H
avtenei, Kak MUHUMYM ANS YPOBHEN:
- thuandeckne APM nonb3soBaTenen n akcnnyaTaLMoHHOro nepcoHana;
- cepBepHoe obopyfoBaHue

3BK.14 Mcnonb3oBaHue cpeacTB 3alluThbl OT BPEJOHOCHOro Koda pasnuyHbIX Npou3Bo- H T T
AuTened, Kak MUHUMYM AN YPOBHEN:
- thuandeckne APM nonbsosaTenen U aKCnnyaTaLMoHHOro nepcoHana;
- cepsepHoe obopygoBaHue;
- KOHTPOIib MEXCEeTEeBOro Tpaduka

3BK.15 BbinonHeHWe NpoBepoK Ha OTCYTCTBUE BPEAOHOCHOMO KoAa NyTeM aHanusa uH- H T T
dopMaLMOHHBIX MOTOKOB MeXay cerMeHTaMu KOHTypoB 6e30nacHOCTH U UHBIMU
BHYTPEHHUMU BbIYUCNUTENBbHBIMU CETAMU (PUHAHCOBOW OpraHusaLum
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YenosHoe VmoHBeg b '3: LI.|MVI‘:1I'bI
o6o3HaueHue CoaepxaHue Mep cucTeMbl 3aLUTbl MHOPMaLUK popmay

1 HoMep Mepbl 3 5 1

3BK.16 BeinonHeHWe NpoBepoK Ha OTCYTCTBME BPEJOHOCHOrO Koga NyTeM aHanwia H T T
NMHPOPMALIMOHHBIX NOTOKOB MEXAY BHYTPEHHUMU BBLIYUCAUTENBbHLIMU CETAMU
dnHaHcoBOI opraHusauumn u cetolo UHTEpHET

3BK.17 BeinonHeHWe NpoBepoK Ha OTCYTCTBME BPEfOHOCHOrO Koga NyTeM aHanuia H T T
MHPOPMALIMOHHBIX NOTOKOB MEXAY CErMeHTaMu, NpeAHa3HavYeHHBIMU ANs pas-
melleHus obLeaoCcTyNHBIX 06LEKTOB focTyna (B TOM Yucne 6aHkomaTtos, nna-
TEXHbIX TEPMUHANOB), U CeTbio MHTepHeT

3BK.18 Bx0oAHON KOHTPOMb BCEX YCTPOMCTB M MEPEHOCHBIX (OTYyXAaeMblx) Hocute- | T T T
newn uHdopmauum (BKknoyas MobUNbHbIE KOMNBIOTEPLI U dneLl-HakonuTenu)
nepea WX WCNOMb30OBaHWEM B BbIYUCIIUTENBHLIX CETAX (PUHAHCOBOW OopraHu-
KETI

3BK.19 BxofHOW KOHTPONb YCTPOMCTB M NEPEHOCHLIX (OTYYXAaemblx) Hocutenei ui- | H T T
dopmaumnmn nepes UX UCNONBL3OBAHUEM B BLIMUCAUTENBHBIX CETAX PUHAHCOBOA
opraHu3auuun, B BbIAENEHHOM CErMeHTE BbIMUCIUTENBHON CETU, C UCKIIOHYEHN-
€M BO3MOXHOCTU WH(OPMaLMOHHOMO B3aUMOAEWUCTBUA YKa3aHHOMO CerMeHTa
N UHBIX CErMEHTOB BLIYUCITUTENBLHBLIX CETel (PUHAHCOBOI opraHusauun (kpome
ynpasnsiowwero MHpopMaLMOHHOro B3aMMOAEeNCTBUS NO YCTAHOBMEHHLIM Npa-
BUIaM W NPOTOKONaM)

3BK.20 BeinonHeHWe npeaBapuUTENbHLIX NMPOBEPOK HA OTCYTCTBUE BPEAOHOCHOMO Koga H 6] ©)
ycTaHaBn1BaeMoro unu usmensiemoro MO, a Takxe BbINONHEHWE NPOBEPKU NO-
cre ycTaHoBKU U (MNKn) nsmeHeHus MO

3BK.21 3anpeT HEeKOHTPONUPYEMOro OTKpLITUS caMopacnakoBbiBatowuxcs apxueos u | O T T
UcnonHAeMbIX paino., nonyYeHHbIX u3 cetn UHTepHeT

7.5.4 Ba3oBblin COCTaB Mep Mo perncTpaumm codbITUI 3aLmTbl MHpOPMaLUK, CBA3aHHbLIX C peanusaumen
3aLUMThl OT BPEAOHOCHOTIO KoAa, MPUMEHUTENbHO K YPOBHAM 3aLumTbl MHOpMaUuu npuBeaeH B Tabnuue 28.

Tabnunya 28 — ba3oBblii cOCTaB Mep MO perucTpauun cobbITUiA 3aluThl UHOPMALIMK, CBA3AHHBLIX C peanusauyuen
3aLMThl OT BPEJOHOCHOro KoAa

VenosHoe YpoBeHb 3aLuTbl
WUHopmMaLmn
o6o3HaueHue CofepxaHue Mep cucTembl 3aUThl UHpopMaLMm
¥ HOMep Mepbl
3 2 1
3BK.22 Pervctpauus onepauuit No NpoBefeHU0 NPOBEPOK Ha OTCYTCTBUE BpedoHoc- | T T T
Horo Koga
3BK.23 Pervnctpauus gpakToB BbISBMEHUSA BpefOHOCHOIO koga T T T
3BK.24 Pernctpauuss HEKOHTPOMMPYEMOrO MWCMONBL30BaHUA TEXHOMOrMU MOBUIBHOrO T T T
Kopa*
3BK.25 Pervnctpauus c6oeB B PYHKLUMOHMPOBAHWM CPEACTB 3aLLMTEl OT BPeAOHOCHOrO T T T
Koga
3BK.26 Pernctpauua c60eB B BbINONHEHUW KOHTPONSA (MPOBEPOK) Ha OTCYTCTBUE Bpe- T T T
L OHOCHOTO Kofa
3BK.27 Peructpaumsa oTKIIOYEHNS CPefCTB 3alynThl OT BPe4OHOCHOMo Koga T T T
3BK.28 Pervctpauust HapyLleHUA LenoCTHOCTU MpOorpamMMHbIX KOMMNOHEHTOB CPEACTB T T T
3alLMThl OT BPeLOHOCHOrO Kofa

* B ToM yucne Java, JavaScript, ActiveX, VBScript # uHble aHanoru4Hble TEXHONOrUK.
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7.6 Mpouecc 5 «MpeporBpauweHme yreuek uH¢gpopmMaumumn»

7.6.1 MNpumeHsiemble (PpMHAHCOBON OpraHu3auMerd Mepbl NO NPeAOoTBPALUEHUIO yTeyek UHdopmalum
AOMKHBLI 06ecneunBaTb:

- OnokupoBaHue HepaspeLUEHHbIX K UCNOMb30BAHUIO U KOHTPOIb pa3peLUeHHbIX K UCNOSMb30BaHMIO Mo-
TEeHUManbHbIX KAHANOB YTEYKU UHOPMALMK;

- KOHTpOnb (aHanu3) uicpopmMaumm, nepegasaemoi no paspeLleHHbIM K MCNONb30BaHUIO NOTeHUuans-
HbIM KaHanam yTeuyku uHdopmauuu;

- OpraHu3aumio 3almThl MalUMHHBLIX HocuTenen uidopmauumn (MHWN);

- perucrpaumio cobbITUi 3aLMTbl MHPOPMALIMK, CBA3AHHBIX C peanu3aumen 3aLmTsl No NpeaoTepaLle-
HUIO YTEYKN MHOpMaLu.

MpumMmevyaHne — PekomeHaauum, obecneumnBalole CHKEHNE PUCKOB YTEYKM UHOPMaLUMKN NyTEM MOHMUTO-
PUHra 1 KOHTPONA MHOPMALIMOHHLIX NMOTOKOB, NpUBEAEHLI B [14].

7.6.2 Ba3oBbiii cocTaB Mep Mo GNOKMPOBAHUI0 HEPA3PELLEHHbIX K UCTONb30BAHMUIO U KOHTPOMIO paspe-
LWEHHbIX K MICNOMNMb30BaHMUIO NOTEHLMANbHbIX KAHANOB YTEUKU UHAOPMaLMKU NPUMEHUTENBHO K YPOBHAM 3aLLiu-
Tbl HOPMaLUUK NpuBeaeH B Tabnuue 29.

Ta6nuya 29 — Bas3oBblif cocTaB Mep Mo GrIOKMPOBaHNIO HEPa3PELLEHHBIX K UCMONB30BaHUIO U KOHTPOIIO paspeLleH-
HbIX K MICMNONB30BaHUIO MOTEHLMANBLHLIX KaHanoB yTe4Kn MHdopMaLIm

YenosHoe y?/loHli;gb;gm:lJ bl
oGo3HaveHne CofepxaHue Mep cUCTEMbI 3aLLUTbI MHGOpMaLmK pmay
¥ HOMep Mepbl 3 2 1
nymn brnokupoBaHue HepaspeLLeHHOR N KOHTPOIb (aHanu3) paspelleHHoin nepeaayn H T T
uHdopmMaLmn KOHDUAEHLUANBHOTO XapaKTepa Ha BHELWHWE agpeca SreKTPOH-
HOIN NOUTHI
nyn.2 BrnokupoBaHue Hepa3speLUeHHOR N KOHTPOIb (aHanu3) paspelleHHoN nepeaayn H T T
nHopMaLmMn KoHpUAEHUManNLHOTo XapaKkTepa B ceTb MHTEPHET ¢ ucnonb3osa-
HUeM UHGOPMAaLMOHHON UHPaCTPYKTYpbl PUHAHCOBOIN OpraHu3aLum
nyn.3 BriokupoBaHue HepaspelleHHOW W KOHTPONb (aHanus) paspelleHHOW nevatu H T T
nHpopmaLmn KoHpUAEHUManbLHOro Xxapakrepa
nyn.4 BroknpoBaHue HepaspeLLeHHOro U KOHTpOnb (aHanus) paspelueHHoro konupo- | H T T
BaHUS MHMOPMaLMU KOHMDUAEHLMANBHOrO Xapakrtepa Ha NepeHoCHbIe (OTUYX-
fJaemMble) HOCUTENWU UHopMmaLmK

7.6.3 BasoBblit cOCTaB Mep N0 KOHTPOMIO (aHanu3y) uHopmauuu, nepesaBaeMoi No paspeLleHHbIM
K MCMOMb30BaHUIO MOTEHUMANbHBLIM KaHanam yTeuku UHopMaumm, NPUMEHUTENBHO K YPOBHAM 3aLUUThl UH-
dopMauuu npuseaeH B Tabnuue 30.

Tabnwuya 30 — Ba3oBblil COCTaB Mep Mo KOHTPOMIO (aHanWay) uHopmauum, nepesaBaemMoit No paspeLleHHbIM K Uc-
Monb30BaHUI0 NOTEHLUManbHbLIM KaHanam yTeuku nHdopMaLum

VenoBHOE YpoBeHb 3aLuTbl
o6osHaveHue CopaepxaHue Mep cucTeMbl 3aLUThbl UHDOPMaLK WHdbopMaumn
1 HOMep Mepbl 2 1
nyn.s KoHTeHTHbIN aHanua nepegaBaemoi MHopMaLmn No NPOTOKONaM UCXOAALLEro H T T
noytoBoro obmMeHa
nyn.e BefeHne efuMHOro apxmea SNeKTPOHHLIX COOBLLEHNI C apXUBHBIM JOCTYMOM Ha H T H
CPOK He MeHee 6 Mec 1 onepaTWBHBEIM JOCTYNOM Ha CPOK He MeHee 1 mec
nyn.z BeneHune eanHOro apxuea anNeKTPOHHbLIX COOBLLUEHUA C apXUBHBIM JOCTYNOM Ha H H T
CPOK He MeHee OAHOro rofja 1 ornepaTuBHbLIM JOCTYMNOM Ha CPoK He MeHee 3 Mec
nyun.s OrpaHnyeHne Ha nepedeHb NPOTOKOMOB CETEBOro B3auMOAeiCTBUSA, UCNONb3y- H T T
eMbIX ANA OCYLLeCTBNeHUs nepefaqn cCooBLEHNIA ANEeKTPOHHOR NoYTHI
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YenosHoe y’ido:c;gb;: ""M”J b
o6o3HaueHue CoaepxaHue Mep cucTeMbl 3aLUTbl MHopMaLK pmayy
1 Homep Mepbl 3 2 1
nynm.9 OrpaHuyeHmne Ha nepeveHb popmaToB painos AaHHbIX, pa3pelleHHbIX Kk nepe- | H T T
Aaye B Ka4eCTBe BNOXEHUIA B COOBLLEHUSA SNEKTPOHHOA NOYTHI
nywu.10 OrpaHuyeHne Ha pasMepbl GainoB JaHHbIX, NepefaBaeMbIx B kadecTBe Bno- | H T T
XEeHWUN B COOBLIEHUA 3NEKTPOHHOW NOYThI
nymn.1 KoHTEeHTHLI aHanu3 uHgpopmalum, nepegaBaeMoit B ceTb MHTepHeT ¢ ucnonb- | H T T
30BaHWeM UHOPMaLUOHHOW MHPaCTPYKTYphl (PUHAHCOBOW opraHu3aLun
nymn.12 Knaccudukauma pecypcoB cetu UHTepHeT ¢ uenbio Grnokuposku goctyna K | H T T
caiTaM uUnu TUNam caiToB, 3anpeLLeHHbIX K UICMOMNb30BaHMWIO B COOTBETCTBUU C
YCTAHOBNEHHBLIMW NpaBUnamu
nym.13 OrpaHuyeHne Ha nepedYeHb NPOTOKONOB CETEBOIO B3aUMOAENCTBUA U CETEBBIX H T T
NopTOB, MCNONb3YyEeMbIX NPU OCYLLECTBMEHUN B3aMMOAENCTBMSI C ceTbio HTep-
HeT
nyn.14 3anpet xpaHeHus u 06paboTku MHopMaLIMKU KOHpUAeHLMansHoro xapakrepa H (0] (0]
Ha obbekTax 4OCTYNa, pasMeLLEHHbIX B BLIYUCTIUTENBHBLIX CETAX hUHaHCOBOM
opraHusauuu, NoAKMIOYEHHbIX K ceT MHTepHeT
nyn.15 KOHTEHTHLIA aHanu3 uHdopmaLK, BLIBOAMMON Ha nevatb
rnyun.16 Mcenonb3oBaHue MHOrOgYHKLMOHArNbHBIX YCTPONCTB NevaTu ¢ BO3MOXHOCThIO
NOny4YeHNss pe3ynsTaToB BbINOMHEHWA 3aaHWUA Ha neyatb Mo naposnto U (Unu)
NepcoHaneHoN kapToyke gocTyna
nym.17z KOHTEHTHLIA aHanu3 nHdopmaLumn, KoNMpyeMoil Ha nepeHocHble (oTdyxpae- | H T T
Mbl€) HOCUTENW UHOpMaLUK
nyn.18 BriokvpoBaHue HepaspelleHHbIX K UCMOoNb3oBaHWIO NOPTOB BBoAa-BbiBoAa UH- | H T T
dopmMaumu CBT
nyn.19 BriokupoBaHne BOIMOXHOCTU UCNOMb30BAHUA He3aperncTpupoBaHHbIX (He- | H T T
paspeLleHHbIX K UCMONb30BaHMI0) NMEPEHOCHLIX (OTUYXAaeMbIxX) HocUTenen
UHopMaLMnM B MHPOPMaLMOHHON UHDpacTpyKType PUHAHCOBON OpraHu-
3auuu

7.6.4 Ba3oBblii cocTaB Mep NO opraHM3auun 3aluTbl MALLIMHHBLIX HOCUTENEN MHAOpMaUMM NPUMEeHn-
TENbHO K YPOBHSM 3aLumThl MHOPMaLumn npuseaeH B Tabnuue 31.

Tabnuya 31— Ba3oBbIii cOCTaB Mep Mo OpraHnsauuy 3aLuThl MallMHHBIX HOCUTeNen MHopMaLum

VCnoBHOe YpoBeHb 3aLyuThl
0603HaveH1e CoaepxaHue Mep cMCTEMBI 3aLYUTHI MHEOPMALN UHpopMaLun
1 HoMep Mepbi 3 2 1
nyu.20 Y4eT 1 KoHTponb ucnonessosaHns MHW, npegHasHaueHHbIX 4NA XpaHeHUa UH- | O @) @)
dopMaLMK KOHDUAEHLMaNbLHOro Xapakrepa
nyn.21 [okyMeHTapHoe onpefeneHne nopsaka wWcnonb3oBaHWa U goctyna kK MHU, @) @] @)
npefHa3Ha4YeHHbIM AN XpaHeHUs WHopMaLMn KOHDUAeHLUMaNbHOro Xapak-
Tepa
nymn.22 MapkupoBaHue y4TeHHbIXx MHA O o @)
nyw.23 CTupaHue uHdopMaLun KoHdUAeHUUanbHoro xapakrepa ¢ MHW cpeacTBamu, T H H
obecne4nBatoLMMK NOMHYIO Nepe3annchb JaHHbIX, NPY OCYLIECTBNEHUN BbIBOAA
MHW un3 skcnnyatauuv unu BeiBoga U3 akcnnyatauum CBT, B cocTaB KOTOpPbIX
BXOASAT yKasaHHble MHW, a Takke npu HeoBxoanMMOCTU MX Nepeaaqn B CTOPOH-
HWe opraHuaaLum
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OkoHYaHue mabnuypi 31

YpoBeHb 3aLuThbl

YenosHoe
WHpopmMaLmm

o6osHaveHne CoaepxaHue Mep cuCTeMbI 3aLUTbl MHopMaLUn
¥ HOMep Mepbl 3 | > | 1

nyw.24 CTtupaHue uidpopmayun koHdugeHumansHoro xapakrepa ¢ MHW cpeanctsamu H T T
rapaHTMpOBaHHOrO CTUpaHWUsA UK crnocobom (cpepcTBoM), obecneumBaroLmm
HEBO3MOXHOCTb UX BOCCTAHOBNEHWs, Npu ocyllecTBneHun BeiBoga MHU u3
3Kcnnyataumm unu BelBoga M3 akcnnyataumuum CBT, B cocTaB KOTOpbIX BXOAAT
ykasaHHble MHU, a Takke npu HeobxogMMoCTH UX Nepejadyun B CTOPOHHME Op-
raHusauum

Mywn.2s CtupaHue nHdopmauumn koHbuaeHUaneHoro xapakrtepa ¢ MHW cpeacteamu, T H H
obecneunBaroLLMMK NOSHYIO Nepesanucb JaHHbIX, Npu nepegade (nepesakpe-
nnerun) MHW mexay paboTHUKaMu u (Unn) CTPYKTYPHLIMU NOApPasfeneHnaMm
dhuHaHcoBoO opraHuaaLuu

nyw.2e CTupaHue nHdopmMauum KoHdUaeHUManeHoro xapakrepa ¢ MHW cpepctesamu H T T
rapaHTMpOBaHHOro CTUpaHus unu cnocobom (cpefcTsoM), obecneymsaroLLm
HEBO3MOXHOCTb UX BOCCTAHOBMEHUS, NpU nepegade (nepesakpennexHuu) MHA
mMexay paboTHUKamu W (MNK) CTPYKTYPHBIMU MOAPasfeneHnamMn uHaHCoBOM
opraHusayuu

nyw.27 LLincppoBaHue nHgopmaLmmn KOHDUAEHUMANBHOro XapakTepa npu ee XpaHeHuu H H T
Ha MHW, BblHOCUMBIX 3a Npegensl hUHaHCOBOW| opraHusaLuu

7.6.5 BasosbIn cocTas Mep Mo perucrtpauum cobbiTUi 3awmThl MHAOPMaLIMK, CBA3AHHBIX C peanu3aumei
3aLKUTbI MO NPEAOTBPALLEHMIO YTEYKU UHOPMALMK, MPUMEHUTENBHO K YPOBHAM 3aLUMTbl MHOPMaLun Npu-
BeaeH B Tabnuue 32.

Tabnuya 32 — ba3oBbLIA cOCTaB Mep MO perucTpaunn cobbITUiA 3aluThl UHOPMALIMK, CBA3AHHLIX C peanusaumen
3aLuTEl N0 NpeAoTBpaLLeHNIo YTEYKN MHdopMaLmm

VeroBHOE YpoBeHb 3aLuThbl
o603HaueHne CofepxaHue Mep cucTembl 3aLyuUTbl MHbOpMaLK WHpopMaLmm
1 HOMep Mepbl 2 1
nywn.2s Perunctpauus ucnonb3oBaHWsA pasbrnokMpoBaHHLIX NOPTOB BBoAa-BbiBoga MH- | H T T
dopmauyuun CBT
Myn.29 Peructpauus onepauuii, cCBA3aHHbIX C OCYLLECTBIEHUEeM AOCTYyNa paboTHUKaMK H T T
¢pMHaHCOBOW opraHusaumm k pecypcam cetn MHTepHeT
MyYW.30 Peructpauus dakros BbiBoAga UHpOPMaLMK Ha nevaTb
MYW.31 Pernctpauus pesynsraTtoB BbINOMAHEHUS KOHTEHTHOMO aHanu3a WHdgopmauuu,
npeaycMmotpeHHoro Mepamu MYWN.5, MYW.11, NMYN.15, NYW.17 Tabnuubl 30
Myn.32 Peructpauuna genctsuii no y4eTy U cHatuio ¢ ydeta MHWU, npegHasHayeHHblx | O ©) ©)
LNA XpaHeHns MHdopMaLmmn koHpuaeHLUansHoro xapakrepa
Myn.33 Peructpauus dpakros cTupanusa uHgopmauyum ¢ MHAU (e} ) @)

7.7 MNMpouecc 6 «YnpaBneHue MHUMAEHTaMM 3awWUTbl MHPOPMaALMN»

7.7.1 Noanpouecc «MOHUTOPUHI U aHANU3 COObLITUN 3aWUTLI MHDOPMaLUMN»

7.7.1.1 MNpumeHsiemMmble PUHAHCOBOW OpraHM3aUnuen Mepbl N0 MOHUTOPUHIY U aHANU3y COObITUIA 3aLUUTLI
UHGOPMAaLIMKN LO0MKHBI 00ecneYnBaTh:

- OpraHu3auuto MOHUTOPUHIA AAHHbLIX PETUCTPALIMM O COBLITUSAX 3aWuThl MHopMauuu, hopMmupye-
MbIX CpeACTBaMM U CUCTEMaMK 3aLuTbl HOPMaUUK, o6bekTaMum MHopMaTu3aLmmn, B TOM YUCNEe B CO-
oTBeTcTBUM ¢ TpeboBaHusAMU K coaepxaHuio 6a30BOro cocraBa Mep 3aluTbl MHAOPMALMM HACTOALLEro
cTangapra;

- cOop, 3aLMTY U XpPaHEHUE A aHHbIX PErMCTPALMMN O COOLITUSAX 3aLLUMTLI MHpOpMaLMu;
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- aHanu3 AaHHbIX perncrpaummn o cobbITMAX 3awmTbl MHOPMaLUK;

- perucTpauuio codbITUi 3aWuTbl MHPOPMALMK, CBA3AHHBIX C onepauusaMn no o6paboTke AaHHbIX pe-
rMcTpaumm o cobbITMAX 3aLLmUThl UHGpOpMaLmK.

Mpu peanusauum nognpouecca «MOHUTOPUHT U aHANWU3 CODLITUI 3aLLMTbI MHPOPMALIMN» PEKOMEHAYET-
cs ucnonesosarb FOCT P NCO/M3K TO 18044.

NMpuMevyaHune — PekomeHaaumn no oGHapYXeHUIO MHUWAEHTOB UHOPMaLMOHHOW 6€30NacHOCTU U pearnpo-
BaHWIO Ha MHUMUAEHTBI MHOPMaLMoHHO 6e3onacHoOCTH NpuBeaeHs B [15].

7.7.1.2 Ba3oBblil COCTaB MeP MO OPraHM3auMn MOHUTOPUHIA JaHHbIX PErMCTPaUUK O COOLITUAX 3aLLUTHI
uHdopmauun, hopmmupyembix 06beKTamMmu UHpopmaTU3aLMmn, NPUMEHUTENBHO K YPOBHAM 3aLmMThl MHCOpMA-
uum npueeaeH B Tabnuue 33.

Ta6nuya 33 — Ba3oBblil cocTaB Mep NO OpraHU3aLUUW MOHUTOPUHIa iaHHbIX PerucTpaumumu o coBbITUSX 3aLuThl UH-
¢opmauumn, hopMUpyeMbIx 06beKTaMU UHhopMaTU3aLMK

v YpoBeHb 3aLyuTbl
'CIoBHOE UHcbopMaLMN
o6o3HaueHue CopepxaHue Mep cUCTeMb 3aLUTbl MHopMaLK
1 HoMep Mepbl 3 5 1
MAC 1 OpraHusaLmsi MOHUTOPUHra AaHHbIX perucTpauyn o cobbITUAX 3aluTel MHgop- | T T T
MaLuu, POpPMUPYEMbIX TEXHUYECKUMIU MepamMK, BXOAALLUMUA B COCTaB CUCTEMBI
3awuTel UHopMaLum
MAC.2 OpraHusaumsa MOHUTOPUHIa AaHHbIX perucTpayun o cobbiTUsAX 3awuThl UHop- | H T T
Mauuu, popMUpyeMblX ceTeBbiM 060pyaOBaHUEM, B TOM YUCHE aKTUBHLIM Ce-
TeBbIM 06opyAOBaHUeM, MapLUpyTU3aTOpaMu, KOMMyTaTopaMm
MAC.3 OpraHusaumsi MOHUTOPUHIa AaHHbIX perucTpauyun o cobbITUAX 3awmuTel MHgop- | H T T
MaLumn, hopMUpYeMbIX CETEBBIMU NPUNOXKEHNSAMUN U cepBucamn
MAC.4 OpraHu3sauua MOHUTOPUHIA AaHHbBIX perucTpaumu o cobbiTuax 3awuTel MHdop- | H T T
Mauuu, dpopMupyemblx cucteMHsiM O, onepaumoHHbiMU cuctemamu, CYB
MAC.5 OpraHusauusi MOHUTOPUWHIA JaHHbLIX perucTpauun o cobbITUsAX 3awmTel MHgop- | T T T
Mauuu, popmupyembix AC U NPUNOXEHUSIMU
MAC.6 OpraHusauusi MOHUTOPUHIa JaHHbLIX perucTpauun o cobbITUsAX 3amTel MHgop- | T T T
MaLmmn, hopMUpyeMbIX KOHTponiepaMn OMEeHoB
MAC.7 OpraHusauusi MOHUTOPUHIa JaHHbLIX perucTpauun o cobbITUsAX 3almTsl MHgop- | H H T
MaLmmn, PopMUpyeMbIX cpefcTBaMn (CUCTeMaMu) KOHTPONS U ynpasrieHus Ao-
CTyrnoM

7.7.1.3 ba3oBblii COCTAB Mep Mo cOOpy, 3aLUTe U XPAHEHUIO AAHHBLIX PETUCTPALIMKN O CODLITUSIX 3ALLMTHI
MHOPMaLMK NPUMEHUTENBHO K YPOBHAM 3aLumTbl MHOpMauum npuBeaeH B Tabnuue 34.

Tabnuuya 34 — ba3soBblil cocTas Mep No cOopy, 3alUTe U XpaHEHUIO AaHHbLIX perucTpaLmmn o cobblITUAX 3alUThl UH-
dhopmMaLmm

YcnoBHoe YpoBeHb 3aLuThbl
obosHaveHne CopepxaHue Mep cUCTEMbI 3aLLUTbl MHEOPMaLK MHpopMaLy
1 HOMep Mepbl 2 1
MAC.8 LleHTpannaoBaHHebI# cbop AaHHBIX perucTpauuu o cobbiTusx 3awmTsl uHdop- | H T T
MaLuumn, dopmupyemblx obbekTamu nHpopmMaTusaLum, onpeaeneHHbIX Mepamu
MAC.1 — MAC.7 Tabnuusl 33
MAC.9 leHepaLms BpeMeHHbIX METOK ANIA AaHHBLIX perucTpauumn o cobbITUAX 3aluThl T T T
MHopMaLMM U CUHXPOHW3aLN CUCTEMHOTO BpeMeHU 06bLeKTOB MHGOpMaTK-
3ayuu, ucnonb3yemelx Ans opMuposaHus, cbopa u aHanusa faHHbIX peru-
cTpauun
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OkoHYaHue mabnuuypsl 34

VeroBHoe YpoBeHb 3aLuTbl
0003HaveHne CO,CI,ep)KaHI/Ie Mep CUCTeMbI 3aLUThbl I/IHchpMaLWII/I I/IHdJOpMaLWIVI
1 HoMep Mepbl 3 2 1

MAC.10 KoHTpone hopMupoBaHua AaHHbIX perncTpauum o cobbITUAX 3awuTsl nHgop- | O T T
Mauum oBbekToB UHopMaTU3ayuu, onpeaeneHHeix Mmepamu MAC.1 — MAC.7
Tabnuupl 33

MAC.11 Peanusayus 3aluTbl AaHHbIX PErucTpaunm o cobbITUAX 3alyuTel MHopMaLmm H T T
OT pacKpbITUs U MofudUKaLMK, OBYXCTOPOHHER ayTeHTUdUKaLum npu nepe-
faye faHHbIX perucTpaLuum ¢ ucnonb3oBaHnem ceTn MHTepHeT

MAC.12 OBecneyeHne rapaHTUPOBaHHOW JOCTaBKN JaHHbIX perucTpauum o cobbITUsAX H T T
3alLUTEl MHdOPMaLMKN NPK UX LieHTpanusoBaHHoM cbope

MAC.13 PesepsupoBaHmne Heobxogumoro obbema NamMsaTh AN XpaHeHus faHHblx peru- | T T T
cTpaunmn o cobbiTUSX 3aLMThl MHOPMaLMK

MAC.14 Peanusauus 3aluuTbl AaHHbLIX PerucTpaunm o cobbiTuaxX 3awuTsl MHopMaLmn T T T
ot HC[ npu ux xpaHeHuu, obecneveHne LenOoCTHOCTU M AOCTYMHOCTU XpaHu-
MbIX faHHbIX perucTpaLum

MAC.15 ObecneyeHne BOZMOXHOCTA JOCTYNa K AaHHbLIM perucTpauuu o cobbitusix 3a- | T T H
LWMUTBI UHpOopMaLIMK B TeHEHUe Tpex neT

MAC.16 ObecneyeHne BOIMOXHOCTUA JOCTYNa K AaHHbIM perucTpauuu o cobbitusix 3a- | H H T
WMUTLI UHpOopMaLIMK B TeHeHWe NATU NeT

7.7.1.4 Ba3oBbIii COCTAB MEP MO aHaNU3y AAHHbIX PerncTpaumum 0 coObITUAX 3aLmMThl UHOPMALMK NPU-

MEHUTENBHO K YPOBHAM 3alUMThl MHbopMaLuu npuseaeH B Tabnuue 35.

Tabnwunya 35— ba3oBbIii cOcTaB Mep Mo aHanu3y AaHHbIX perucTpaunm o cobbITUAX 3aluTbl UHOpMaLum

YpoBeHb 3aLuThbl
YenosHoe WHcpo
pMauumn
o6osHaveHue CopepxaHue Mep cUCTeMbl 3aLUTbI MHOPMaLK
1N HOMep Mepbl
pViep 3 | 2 | 1
MAC.17 ObecneyeHne BO3MOXHOCTM BbIMOSIHEHUS onepaumn HopManusauum (npueege- | H T T
HUA K eAMHOMY hopmaTy), PUnBTpaLmm, arperaymm n Knaccuukauum AaHHbIX
pervcTpaumm o cobbITUAX 3aluUTsl MHopMaLmK
MAC.18 ObecneyeHne BO3MOXHOCTU BhISBIIEHWSA U aHanusa cobbiTWi 3awmTel uHpop- | T T T
Mauumn, MNoTeHLUManbHO CBA3AHHLIX € WHUWAEHTaMW 3aluTsl MHopmaLuu,
B TOM yncne HCO*
MAC.19 OBecneyeHne BOIMOXHOCTU onpefeneHus coctaBa JeAcTBUA n (unu) onepa- | T T T
LM KOHKpeTHoro cybbekTa focTyna
MAC.20 ObecneyeHne BO3MOXHOCTY ONpedeneHus coctaBa JeAcTBUIA u (unu) onepa- | T T T
Luit cybbekToB AOCTYyNa Npy OCYLLECTBIIEHWN TOrMYECKOro 4ocTyna K KOHKpeT-
HOMY pecypcy focTyna

* MepedeHb coBbITUI, NOTeHUMarnbHO cBA3aHHbIX ¢ HC, pekoMeHayeMbiX A4S BLISBMEHWS!, perncTpauun 1 aHa-
n13a, NpUBELEH B NPUMNOXeHUU B Kk HacTosALweMy cTaHaapTy.

7.7.1.5 Ba30BbIii COCTaB Mep MO perncTpauun cobbITUi 3anTel MHOPMALMK, CBSA3AHHLIX C ONepa-
uuaMKU No o6paboTke JaHHbIX perucTpauum 0 CoBbITUSX 3awmuTbl MHAOPMALUK, MPUMEHUTENBHO K YPOBHSAM
3awwmnTbl MHpopmaLummn npueseaeH B Tabnuue 36.
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Tabnuya 36 — Ba3oBblit cOCTaB Mep Mo perucTpaLuy cobbITUiA 3aLUTHl MHGOPMALUK, CBA3AHHBLIX C onepaynaMu no

06paboTke AaHHbLIX perucTpalun o cobbITUsIX 3aLuUThl MHOpMaLmK

VenoBHoe YpoBeHb 3aLuTbl
UHcopmaLmn
0603HaveHne CopepxaHue Mep CUCTEMbI 3aLYUTLI MHGOPMaLMK
" HOMep Mepbl 3 | 2 | 1
MAC.21 Peructpauus HapylieHuii u cboeB B popMmpoBaHum u cbope faHHbIX 0 cobbl- | H T T
TUSX 3alUUTLl MHOpMaLUK
MAC.22 Peructpauus goctyna K XxpaHUMbIM JaHHBIM O COBLITUSX 3aLUThl MHopMaLIMK
MAC.23 Peructpauuss onepauuii, cBA3aHHbIX C W3MEHEHWEM MpaBun HopMarnusauuu
(NpuBeneHns K eauHOMY hopmaTy), ounsrpaLum, arperalum U knaccudukaLmm
JAaHHbIX perucTpauun o cobbITUAX 3aLynThl UHopMaLmn

7.7.2 Nognpouecc «ObHapyxeHUe MHLUMAEHTOB 3alUThl MH(POPMALIUKU U pearMpoBaHUEe HA HUX»

7.7.2.1 MpuMeHsieMble PMHAHCOBOIN OpraHu3aumein Mepbl N0 0OHAPY>XEHMIO UHLMAEHTOB 3aLUMTbI UH-
dopMaLun n pearmpoBaHUe Ha HUX AOMKHbI 00ECNeYnBaTh:

- OBHapy>XeHuWe 1 perucTpaumio MHUUAEHTOB 3aLUTbl MHOpMaLWK;

- opraHu3auuio pearupoBaHnUa Ha UHUMAEHTbI 3aLMTbl MHOpMaLIMu;

- OpraHu3aumio XpaHeHus u 3awmTty uHdopmMayum 06 MHUMAEHTax 3aLmTbl MHpopMaLmuy;

- peructpauuio cobbiTuin 3awmTbl MHpOPMALIMKM, CBA3AHHLIX C pe3ynbrataMmm OOHAPY>XEeHUS UHLUUAEH-
TOB 3aLUMTbI UH(POPMaLUN U PpearnpoBaHUa Ha HUX.

Mpu peanu3aummn nognpouecca «OBHApPYyXeHUE UHLUMAEHTOB 3aLWMTbl MHOPMAaLMKU U pearupoBaHune Ha
HUX» pekoMmeHayetca ucnonososate FOCT P UCO/M3K TO 18044.

MpumMevyaHne — PekomeHaaLum no o6HapyXeHWIO MHLMEEHTOB WHdOPMaLMOHHOW Be3onacHoCTH U pearnpo-
BaHMWIO Ha UHLUWAEHTLI MHdOPMaLMOHHOW GeaonacHocT npuseaeHs! B [15].

7.7.2.2 Ba3oBebIlii cocTaB Mep N0 OOHAPYKEHUIO U perncTpauum MHUUAEHTOB 3aWwMThl UHChopmauuu npu-
MEHUTENbHO K YPOBHAM 3aLUMTbl MHopMaLuun npuseaeH B Tabnuue 37.

Tabnwuuya 37 — ba3oBbiii cOcTaB Mep Mo 06HaPYXEHWIO N perucTpauy MHUWAEHTOB 3aluUTel MHpopMaLmn

YenosHoe Y[I)noHse:b ;:u.m:-m
o6o3HaueHne CopepxaHue Mep cucTembl 3aLUTbl UHpopMaLmm cpopmaly
¥ HOMep Mepbl 3 2 1
PN.1 Peructpauua nHdopmauum o cobbITUsX 3aluTbl MHOpPMaLum, noTeHymansHo | O T T
CBA3aHHbLIX C MHLUMAEHTaMU 3awuTel UHdpopmaumu, B ToM vucne HCJ, BbisiB-
TNEHHBIMU B paMKaxX MOHWTOPWHIa 1 aHanusa cobbITuid 3aluTel MHopMaLmn
PWN.2 Pernctpauus nnpopmaLmu, noTeHUmansHo cBsA3aHHOW ¢ MHUMAEHTaMu 3awm- | O T T
Tbl MHGOpMaLUMK, B ToMm uncrne HCJ], nonyyeHHol oT pabOTHUKOB, KIUEHTOB M
(1K) KOHTpareHToB PUHAHCOBOI OpraHM3aLuu
PN.3 Knaccudpukauma WHUWAEHTOB 3aliuTbl UHpopMauumu ¢ ydetoMm creneHn mx | O ©) T
BNUSHUA (KPUTUYHOCTU) Ha NpefocTaBneHne puHaAHCOBLIX YCIYr, peanusaumio
6usHec-npoLeccoB 1 (UNK) TEXHONOTMYECKUX NpoLeccoB UHAHCOBOW OpraHu-
3auuu
PU.4 YcTaHoBneHne U NpMMeHeHWe eAMHBLIX NpaBun Nony4YeHns ot pabotHukos, knu- | O 0] @)
€HTOB U (MNN) KOHTpareHToB (PMHAHCOBOW OpraHu3auun UHdopMaLmm, NoTeH-
LarnbHO CBA3aHHOW C MHUMAEHTaMU 3alUThl MHopMaumn
PU.5 YcTaHoBNeHMe U nNpuMeHeHue eAuHbLIX NpaBun peructpauum U knaccudpu- [ O T T
KaLuunm UHUMEHTOB 3alluThl MHgOopMaLMM B 4acTW cocTaBa U cofepXaHus
aTpubyToB, ONMUCHIBAIOLLUX UHLUA EHT 3aLLUTLI MHOPMALMK, U UX BO3ZMOXHBIX
3HaYeHun

7.7.2.3 basoBblii coCcTaB Mep Mo opraHn3aLumu pearnpoBaHus Ha MHLUAEHTHI 3aLLmMThl MHdOpMaLMK Npu-
MEHUTENBHO K YPOBHSAM 3aLUuTbl MH(hopMauum npuseaeH B Tabnuue 38.
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Tabnuuya 38 — ba3oBhblil cOCTaB Mep NO OpraHU3auUMKU pearnpoBaHUs Ha MHUUAEHTBI 3awWwuTbl UHOpMaLMK

YcnoBHoe
obo3HauyeHue
M HOMep Mepbl

CopaepxaHue Mep cUCTEMbI 3aLLYUTbI UHEOPMALUK

YpoBeHb 3aluThI
WHOpMaLmm

3 2 1

PW.6

YcTaHoBnEHWE U NPUMEHEeHNe eAUHbIX NPaBUS pearMpoBaHnUs Ha UHLUMAEHTbI
3aLUTLl UHOpMaLUK

o o o

PW.7

Onpezenenne W HasHa4eHWe ponei, CBA3aHHbLIX C pearMpoBaHMeM Ha UHUW-
JEHTHI 3aLUUTHI MHGhOpMaLnK

PN.8

OnpeaeneHne U HasHadeHWe ponei, CBA3AHHLIX C pearupoBaHWEM Ha WHUM-
JAeHTbl 3aluThl UHOPMaLUn — ponei rpynnel pearupoBaHna Ha UHLUMAEHTLI
3awmTbl UHpopmauyuu (MPU3N)

PN.9

BuiaeneHue B coctase MPU3U cnegytolymx 0CHOBHLIX poneil:

- pykoBoauTtenb (PU3WN, B ocHOBHbIE pyHKLMOHAmNbHLIE 0693aHHOCTU KOTOPO-
ro BXOAUT obecneveHne onepaTMBHOrO PYKOBOACTBA pearupoBaHUEM Ha UHLU-
L EeHTbI 3aluThl MHOopMaLuK,

- onepatop-aucnetyep MPU3N, B ocHOBHBIE (DYHKLMOHanNbHbIE 0653aHHOCTU
KOToporo BXoAuUT obecnedeHne cbopa U peructpayun uHdpopmaymm o6 uHLM-
JeHTax 3almThbl MHdopMauuu,

- aHanutuk NMPU3N, B OCHOBHLIE (bYHKLMOHanNbHbIE 06S3aHHOCTU KOTOPOro
BXOAUT BbINOMIHEHNE HENOCPEACTBEHHBIX A€ACTBUI NO pearnpoBaHMIO Ha UHLK-
JeHT 3auTbl UHpopMaLuu;

- cekpeTapb PU3U, B 0CHOBHblEe DYHKLMOHanNbHbLIEe 06A3aHHOCTU KOTOPOro
BXOAUT [JOKYMEHTUPOBaHWE pe3ynbratoB pearMpoBaHWs Ha MHLUMAEHTHI 3aLu-
Tbl UHOpMaLMK, hopMUpOBaHUE aHANUTUYECKUX OTYETOB MaTepuarnos

PU.10

CBoeBpeMeHHoe (onepaTuBHoe) onoBelleHWe uneHos NPU3U o BbIsIBNEHHbIX
WHUMAeHTax 3aluTel MHdOpMaLmn

PU.11

MpepocraBnenue YneHam MPU3U npas norudeckoro u usnyeckoro 4octyna u
aAMUHUCTPATUBHbLIX NOMHOMOYUI, HEOBXOAUMBIX ANSA NPOBEAEHUS pearnposa-
HUA Ha MHLUUAEHTHI 3alMThLl MHopMaLmK

PN.12

MpoBeneHne pearpoBaH1A Ha Kaxablii 0GHAPYXEHHBIN MHUMAEHT 3aLmThl UH-
dopMaLmm, BKIIOYAIOLLETO:

- aHarnus uHuujeHTa;

- orpefeneHne UCTOMHUKOB U NPUHUH BOSHUKHOBEHNA UHUUAEHTA;

- OLEHKY NOCrneAcTBUIA UHUMAEHTA Ha npeaocTaBneHne hUHaAHCOBLIX YCNYT,
peanusauuio 6U3Hec-NPoOLECCOB UNKU TEXHONOMMYECKUX NPOLECCOB (PUHAHCO-
BOW opraHu3aumu;

- NPUHATUE MEP NO YCTPaHEHWIO NOCNEACTBUIA UHUMAEHTA;

- NNaHMpoBaHMWe U NPUHATUE MEpP NO NPEAOCTBPALLEHNIO NOBTOPHOTO BO3HUKHO-
BEHUA MHUMAEHTa

PN.13

YcTaHoBreHNe W NpUMEHEHUE eanHbIX npasun cbopa, dukcauun U pacnpo-
CTpaHeHUs1 UHcOpMaLMK 06 UHLUMAEHTaX 3aLuTsl UHdOopMaLUu

PW.14

YcTtaHoBNEeHWe 1 NpUMeHeHne efnHbIX NPaBUN 3aKpbITUS UHUWAEHTOB 3aLLUTh
MHdpopmayum

7.7.2.4 ba30Bblil COCTaB MeP MO OpraHu3auuu XpaHeHus u 3awmte ntHdopmaLmm 0d MHUUAEHTaX 3aLm-
Tbl UHPOPMALIMU NPUMEHUTENBHO K YPOBHSIM 3aLUMTbLI MUHCpOpMaUmMK npuBeaeH B Tabnuue 39.

Tabnuya 39 — ba3oBblii cOCTaB Mep NO OpraHW3auuu XpaHeHus u 3awuTe UHdopMauun o6 MHUMAEeHTaxX 3auThl

MHopmaLyum
YcnoBHoe ymﬁg";g"'m-b'
obo3HayeHue CofepxaHue Mep cucTeMbl 3aLuTbl MHGopMaLmn pmaly
1 HOMep Mepbl 3 | 2 | 1
PWN.15 Peanusauusa sawmtbl uHdopmauum 06 nHUMAeHTax 3awmtel Hopmaumm ot | T T T

HC, obecnedeHne LENOCTHOCTU U AOCTYMHOCTHN YKasaHHOW MHGopMaLvi
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OkoH4YaHue mabnuupbi 39

VeHoBHOE YpoBeHb 3aLuTbl
o6o3HaveHne CopaepxaHue Mep cMcTeMbl 3aluTbl MHGOPMALIUM nHcpopmaLmm
1 HoMep Mepbl 3 > 1
PU.16 PasrpaHunyeHue fgoctyna yneHos MPU3U k nHdopmaumm o6 MHUMgeHTax 3alyu- H T T
Tbl MHPOPMALIN B COOTBETCTBUM C OMpeAeneHHbIM pacnpeseneHmem ponei,
CBA3aHHbLIX C pearpoBaHWeM Ha UHUWAEHThI 3amTel MHopMaLmm
PN.17 ObecneyeHne BO3MOXHOCTU JOCTyMNa K MHopMaLmnu 06 MHUMAEHTaX 3aluTel T T H
MHopMaLIMK B Te4eHue Tpex neT
PW.18 ObecnevyeHne BO3MOXHOCTU AOCTYMNa K UHGopMaLmu o6 NHUMAEHTaxX 3aluThl H H T
MHdopMaLMKn B TeHeHUe NATU NeT

7.7.2.5 basoBbIit cocTaB Mep No perucTpauun cobbITui 3aLmTsl MHAOPMAaLUK, CBA3AHHLIX C pesynkTa-
Tamu 0BHaPY>XEHUS MHLUMAEHTOB 3aLUMThl MHPOPMALMKM U PearupoBaHuA Ha HUX, NPUMEHUTENBHO K YPOBHAM
3awmTbl MHbopMauun npueeaeH B Tabnuue 40.

Tabnuya 40 — Ba3oBLI cocTaB Mep MO perucTpauuu cobbITUil 3aluTel MHPOPMaLIMK, CBA3AHHEIX C pesynsTaTtamu
0BHapyXeHUA MHLMAEHTOB 3aLUNTLl UHGOPMAaLMU U PearupoBaHusi Ha HUX

YcnosHoe YpoBeHb 3aLLuThl
0603HaueHNe CopepxaHne Mep cucTEMbI 3aLUThI MHAOPMALM WHopMaLn

1 HOMep Mepbl 3 > )

PU.19 PerucTpaums goctyna K nHdopmaLumm o6 MHUMAEHTax 3awuTel MHpopmaLum T T T

7.8 Mpouecc 7 «3awumTa cpeabl BUpTYanu3auum»

7.8.1 Ins o6ecnedYeHns OMKHOrO YPOBHSA 3aLUMTbl MHOPMaLUKM NpU UCNONb30BAaHUUN TEXHONOTMKU BUP-
Tyanusauuu, OpraHM3aLuoHHbIE U TEXHUYECKME MEepbl, NPUMEHSIEMbIE ANS 3almMThl Cpeabl BUpTyanu3auuu,
ABMAOTCH AOMOMHUTEMBHEIMU U MPUMEHAIOTCA B COBOKYNHOCTM C MHLIMWU MEpaMun 3awmTbl MHDOPMaLUK,
YCTaHOBMNEHHLIMWU HACTOALMUM CTaHAaPTOM.

JONONHUTENbHBIE OPraHU3ALUMOHHLIE U TEXHUYECKME MEepbl, NPUMEHAEMbIE ANA 3aLMTbl CPpeabl BUPTYa-
nu3auuu, onpeaensioTca Ana cneaylowmx Nnpoueccos (NOANPOLIECCOB) 3aLmUTLl MHOPMAaLUKN, NEPEYNCTIEH-
HbIX B 7.1.1 HacToALLEero crangapra:

- naeHTudukayua, aytTeHTudukauma, asTopnsauums (pasrpaHuyeHne 4octyna) npy ocyLLeCcTBIEHUU No-
rM4eckoro Aocryna;

- CEerMeHTauusi U MeXCeTeBoe 3KPAHMPOBAHME BbIMUCIIUTESNIbHBIX CETEN.

7.8.2 Mpumensiemble (PMHAHCOBOW OpraHM3auuer Mepbl No 3awmTte cpeabl BUPTYyanu3auuu AOSMKHbI
obecneymnBarb:

- opraHu3auMio uaeHTudukaumm, aytTeHTucdmkauum, asTopusauum (pasrpaHu4eHns AocTyna) npu ocy-
LLIECTBEHUM JIOMMYECKOro AOCTYNA K BUPTYyaribHbIM MaLLMHAM U CEPBEPHBLIM KOMNOHEHTaM BMPTyanusaumm;

- OpraHu3aLMIO U KOHTPOIb MH(POPMALIMOHHOTO B3aMMOAENCTBUS U M3ONALUN BUPTYanbHbIX MALLUH;

- OopraHu3auuio 3amTbl 00pa3oB BUPTYanbHbIX MALLUMH;

- peructpauuio cobbiTuii 3aLmTbl MHPOPMALMK, CBA3AHHBIX C AOCTYNOM K BUPTYasibHbIM MaluMHaMm U
CepBEPHBbIM KOMNOHEHTaM BUPTyanu3awum.

NMpumevyaHue — PekomeHgauuu no obecnedeHnio MHPOPMaLIMOHHON 6e30NacHOCTU NPU MCNONbL3OBaHNK
TEXHONOMMN BUPTyanusayun B pamkax peanusauun 6aHKOBCKMX TEXHOMOTUYecKUX npoueccoB npusefeHsl B [16] v
FOCT P 56938.

7.8.3 Ba3oBblii cOCTaB Mep MO opraHu3auuu naeHTudukauum, ayTeHTudukauum, asTopusaummu
(pasrpaHuyeHns goCTyna) Npu OCYLUECTBNIEHUN NTOrMYECKOro A0CTYyNa K BUPTyarnbHbIM MalumHaM u cep-
BEPHLIM KOMMOHEHTAM BUPTYanu3auun NnpuMEHUTENLHO K YPOBHAM 3aLUUTbl MHpOpMaALuK NpUBeaeH B
Tabnuue 41.
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Tabnuuya 41 — Ba3soBblil cOCTaB Mep No OpraHU3aluM UAEHTUUKaLMK, ayTeHTUDUKaLMK, aBTOpUsaLuu (pasrpa-
HUYEHMA AOCTYNa) NPy OCYLLECTBIEHUM NOTMYEcKOro LOCTyna K BUPTYyarbHbIM MallMHaMm U cepBepHLIM KOMMOHeHTaM
BUpTYyanusauuu

YcnoBHoe YpoBeHb 3aLyuThl

0603HaveHne CogaepxaHue Mep CUCTeMbl 3aLYUThl UHOpMaLK WHdbopmaLn
" HoMep Mepbl 3 > 1

3CB1 PasrpaHunyeHmne 1 KOHTPOrb OCYLLECTBNEHUS OAHOBPEMEHHOro JOCTyna K BUp- H T H
TyaneHbIM MalwmHam ¢ APM nonb3osaTenei v akcniyaTtaLMoHHOro nepcoHana
TOMbKO B NpeAenax ofHoro KoHTypa 6esonacHocTy

3CB.2 PasrpaHuyeHne 1 KOHTPOmNb OCYLLECTBNEHUS OAHOBPEMEHHOro gocTyna K Bup- | H H T
TyanbHbIM MawwHam ¢ APM nonbsoBaTenei n akcnnyaTauMoHHOro nepcoHana
TOMbKO B NpeAenax ofHOoro KoHTypa 6e3omacHOCTM Ha ypOBHE He Bbllle Tpe-
Tbero (CeTeBoi) N0 CEMUYPOBHEBOW CTaHZapTHON Mofenu B3auMogencTBus oT-
KpbITbIX cucTeM, onpefenernHon B FOCT P UICO/M3K 7498-1

3CB.3 Pa3srpaHnyeHmne n KOHTporb OCyLLecTBNEHUS 04HOBPEMEHHOrO AocTyna BupTy- | H T H
anbHbIX MallMH K CUCTEeMe XPaHeHWs AaHHbIX B npefenax koHTypa 6esonac-
HOCTU

3CB.4 PasrpaHnyeHne M KOHTPONb OCYLUECTBREHWs opHoBpeMeHHoro goctyna | H H T
BMPTYanbHbIX MallMH K CUCTEME XpaHeHUs AaHHbIX B nNpepenax KoHTypa
6e30nacHOCTU Ha ypOBHe He Bbille TPETLEro (CeTeBoOit) N0 CEMUYpPOBHEBOIA
CTaHfapTHON Mofenu B3auMogeiCTBUA OTKPbITbIX CUCTEM, ONpefeneHHOl B
MOCT P MICO/M3K 7498-1

3CB.5 MaeHTUdUKaLMA U ayTeHTUDUKaLWA nonb3oBaTeneil ceppepHbIMA KOMNOHEH- | T T T
TaMu BUPTYanusaLmu 1 (Unn) cpegcTeamu LieHTpaim3oBaHHbIX CEpBUCOB ayTeH-
TUUKaLMK NPY NPeAOCTaBIeHUN JOCTYNa K BUPTYarbHbIM MalluHam

3CB.6 Peanusayus HeobXxoANMbIX METOA OB NPEAOCTaBNEHMNS AOCTYNA K BUPTYaribHbIM H T H
MalLKHaM, ob6ecrne4mBaroLLMX BO3MOXHOCTb JOCTYrNa ¢ UCNOMb3OBaHUEM OfHUX
ayTeHTUPUKALMOHHBIX AaHHbIX TOMBKO K O4HOW BUPTYarnbHOA MalLuHe

3CB.7 Peanusayus HeobxoanMbIX METOA 0B NPeAOCTaBNEHMNs AOCTYNa K BUPTyarbHbIM H H T
MalumHaM, obecnevmnsatoLx BOSMOXHOCTb AOCTYMNa C UCMONb30BaHUEM OfJHUX
ayTEeHTUPUKALMOHHBIX J@aHHbIX TONBKO K OAHOW BUPTYaribHOI MalluMHe C OfHOro
APM nonb3oBaTens unv akcnnyaraLMoHHOro nepcoHana

3CB.8 ObecneyeHne BO3MOXHOCTU NPUHYAUTENBHON GrOKMPOBKU (BIKIlodeHus) ycta- | T T T
HOBIEHHOW ceccun paboTel NoNb3oBaTENs C BUPTYaribHOW MalluMHOM

3CB.9 KoHTponb 1 npoTokonupoBaHue JoCTyna aKkcniyaTaLoHHoro nepcoHana kcep- | H T T
BEPHLIM KOMMOHEHTaM BUPTYyanu3aLum n cuctemMe XpaHeHus AaHHbIX ¢ peanuaa-
Lunei aByxdakTopHON ayTeHTUdUKaL MK

3CB.10 PasMellleHne cpefcTB 3alluUThl MHDOPMaLMKU, UCTONb3yeMblX ANA opraHusa- | H T T
LMW KOHTPOMSA U NPOTOKONMMPOBaHWA JOCTYMNa 3KCnnyaTauuoHHOro nepcoHana
K cepBepHbIM KOMMOHEHTaM BUPTyanu3auun 1 cucTeMe XpaHeHWs AaHHbIX Ha
dpusmdeckux CBT

3CB.11 Peanusauus npaBun ynpasrieHns npaBamu riorudeckoro goctyna, obecneumsa- | H H T
foas 3anpeT ofHOBPEMEHHOIO COBMELLEHWNSA OfHUM CyOBLEeKTOM NOornyeckoro
JocTyna cneayroLnx dyHKUMA:

- CO3AaHue BUPTYyanbHbIX MalluH, ynpaeBreHne obpasamu BUpTyanbHbIX Ma-
LUMH Ha aTanax WX XXW3HEeHHOro LuKna;

- npefocTaBneHne JocTyna K BUPTyarbHbIM MallMHaMm, BKoYas HacTpowKy
BUPTYanbHbIX CErMEHTOB BbIYUCIIUTENbHbLIX CETEN U MPUMEHAEMbIX CPEeACTB 3a-
LMTEl MHpOPMALK Ha YPOBHE CepBepHbIX KOMMOHEHTOB BUPTYyanu3aLuy,

- ynpasneHue cUCTeMbl XpaHeHUs JaHHbIX;

- yrpaBneHne HacTpoikamMm runepBrn3opos;

- KOHUMrypupoBaHue BUPTYarbHbIX CETEN B paMKax CBOero koHTypa 6esonac-
HOCTK

3CB.12 PasmelleHne cepBepHbIX W MOMb30BaTeNbCKUX KoMnoHeHToB AC Ha pasHbix | H O O
BUpPTYarbHbIX MaLl1Hax
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7.8.4 Ba3oBblii COCTaB Mep MO OpraHM3auuu CerMeHTauuMn U MeXCeTEBOro 3KPaHUPOBAHUA BbIMUCIIU-
TenbHbIX CETEN, NPEAHA3HAYEHHbIX AN PasMeLLEeHUs BUPTYanbHbIX MALLWMH W CEPBEPHLIX KOMMNOHEHT BUPTYa-
nusauuu, NPUMEHUTENBHO K YPOBHSM 3aLMThl MH(pOpMaummn npuBeseH B Tabnuue 42.

Tabnuuya 42 — ba3oBhblif cocTaB Mep MO OpraHM3aLWmn U KOHTPOSO MHOPMALMOHHOMO B3aUMOAENCTBUS U U30NSLMK
BUPTYanbHbIX MawwnH

VposeH b 3alUTbI

YcnosHoe
WHpopmMaLmm

oBosHaueHne CopepxaHue Mep CUCTeMb 3aLUThI MHCOPMa LMK
1 HOMep Mepbl 3 | 2 | 1

3CB.13 BblaeneHmne B BEIMACTIUTENBHBIX CETSAX (OMHAHCOBOIA OpraHnsauum oTaensHbix cer- | H T T
MEHTOB (rpynmn CerMEHTOB), B TOM YUCIIE BUPTYaribHbIX, UCTIONb3YeMbIX ANA pasme-
LLEHWUA COBOKYMHOCTU BUPTYaribHBIX MaLLWH, NpeAHasHa4eHHbIX ANA pasMeLLeHNs
cepBepHbIX KOMMOHEHT AC, BKIMIOMEHHBLIX B pa3sHble KOHTYpbl 6e3onacHocTm

3CB.14 BeigeneHne B BblMUCIUTENBHBIX CETAX (PMHAHCOBOW OpraHusauuun otaencHbix | H T T
CerMeHTOB (rpyrnn CerMeHToB), B TOM YUCIE BUPTYaribHLIX, UCNONb3yeMbIX AN
pa3MeLLeHUA COBOKYMHOCTU BUPTYaribHbIX MaLUWH, NPpefHasHa4veHHbIX ANA pas-
MmelweHna APM nonk3oBaTtenei U aKcrnnyaTaLMoHHOTO NepcoHana, BKMYeEH-
HbIX B pa3sHble KOHTypbl 6e3onacHocTm

3CB.15 OpraHusauns WHpopmaLuoHHoro obMeHa Mexay cerMeHTamu (rpynnamu cer- | H H T
MEHTOB) BbIYMCANTENBHLIX CeTeid, onpeaeneHHsix mepamu 3CB.13 n 3CB.14
HacTosWwei Tabnuubl, dusndeckum obopyaoBaHMEM (NporpamMMHo-annapart-
HbIM KOMNNEKCOM) U (MNK) NpOrpaMMHBIMKA CPEACTBAMU MEXKCETEBOMO 3KpaHM-
poBaHuns, pyHKLUWOHUPYIOLMMU Ha YPOBHE rMnepBrU3opa cpefibl BUpTyanusaLmn

3CB.16 MexceTeBoe aKpaHMpoBaHWE CErMeHTOB (rpynn CerMeHToB) BbluMCAUTENbLHBLIX | H T T
ceTell, onpeaeneHHbix mepamu 3CB.13 n 3CB.14 HacTosei Tabnuubl, BKIO-
Yasa pUnsTPaLmio JaHHBIX Ha CETEBOM U NMPUKNaZHOM YPOBHSIX CEMUYPOBHEBOIA
CTaHAapTHOW MOAENN B3auMOAEWCTBUSA OTKPLITHIX CUCTEM, OnpeferneHHon B
MOCT P MICO/MBK 7498-1

3CB.17 Peannsauma v KOHTpoONb MHPOPMaLMOHHOrO B3auMogeicTBua mexay cermeH- | H T T
Tamu (rpynnamu CerMeHToB) BbIMUCIUTENBHBIX CETEN Mepami, YKasaHHbIMU B
nyHkTax 3CB.13 n 3CB.14 HacToAWel Tabnuubl, B COOTBETCTBUU C YCTaHOB-
NEeHHBIMK NpaBuaMm U NPOTOKONaMu CETEBOTO B3aWMOAEWCTBUSA

3CB.18 Peanusauyus mep 3awwuTel HPopmauun 3CB.15 — 3CB.17 HacTosAwelh Tabnu- | H H T
ubl usmveckum obopyaoBaHueM (MporpamMMHo-annapaTHbIM KOMMIIeKCoM)
n (MnNK) NporpamMMHBIMU CPEACTBAMU MEXCETEBOro 3KpaHWpPOBaHUs, PyHKLMO-
HUPYIOLLMX Ha YPOBHE r1MnepBr3opa cpesbl BUpTyanusauum

3CB.19 OpraHusauma U KOHTPOINb UHPOPMAaLMOHHOrO B3auMOLEUCTBUA MeXay BUPTY- H H T
anbHbIMU MaLIMHaMmy pa3Hbix AC B COOTBETCTBUM C yCTAHOBMEHHBIMW NpaBuia-
MW 1 NMPOTOKOITaMn CETEBOIO BsaVIMO,D,eVICTBVIH

3CB.20 MckntodeHne BO3MOXHOCTU UHPOPMaLMOHHOMO B3aMMOAEWCTBUA U nepeHoca H T T
UHpopMaLMn Mexy CerMeHTaMu BbIYUCTIUTENbHLIX CETER, BXOAALLMMM B pas-
Hble KOHTYpbl 6e3onacHocTy, ¢ ucrnonb3oBaHuemM APM nonbaoBaTenei u akc-
nnyartaluoHHOro nepcoHana, akennyaTtupyemelx Ans ocyLlecTBNeHns focTyna
K BUPTyarnbHBIM MallWHaMm pasHblX KOHTYpPoB 6esonacHocTH

3CB.21 BelgeneHne oTaenbHbIX TOrMYeckux pasgenoB cUCTEMBl XpaHEeHUS AaHHbIX 4115 H T T
KaXxgoro U3 KOHTypoB 6e30nacHOCTH

3CB.22 BblgeneHne oTenbHbIX CErMEHTOB YMpaBneHus, B KOTOpbIX pacnonaratores | H H T
APM skennyataunoHHOro nepcoHana, uenons3yemMslie 4nA BeINOSIHEHUSA 3ajaq
a\MUHUCTPUPOBaHNA CepBEepPHbIX KOMMOHEHT BUPTyanusaumMm U cucTeMbl xpa-
HeHuns1 AaHHbIX*

* [lonyckaeTca ncnonb3oBaHWe eAMHbIX CErMEHTOB YMpaBfeHUs, BbIAENSAEMbIX B pamkax BbINMOMHEHUS Mepb
3CB.22 1 mepbl CM3.9 Tabnuupl 13.

) Mepel No opraHnaaLm n KOHTPOITIO MHEOPMALIMOHHOMO B3aUMOAEHCTBIUS M N30MALMIA BUPTYaNbHLIX MaLLUWUH Npy-
MEHAKTCA B COBOKYMHOCTU C MepaMW NO CerMeHTalun U MeXCceTeBoMy SKpaHUPOBaHUIO BHYTPEHHUX BbIMUCITUTENBbHbBIX
ceteit (cM. Mepbl CM3.1 — CM3.13 Tabnuukl 13).
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7.8.5 Ba3oBbIil coCcTaB MeP MO oOpraHM3auun 3almTbl 00pa3oB BUPTYaNbHbIX MALLMH NMPUMEHUTENBHO K
YPOBHAM 3aLluUThl MHOPMaUmMmn NnpueeaeH B Tabnuue 43.

Ta6nuuya 43 — Ba3oBblil COCTaB Mep Mo OpraHUsaLuy 3alyuThl 06pasos BUPTYanbHBIX MaLlUMH

VeroBHoe YF;IOBeHb 3aWmTHI
0603Ha4eHne ConepmaHme Mep CUCTEMBI 3aLyUTbl I/IHC'JOpMaLWM HC'JOpMaLWIVI
1 HoMep Mepbl 3 > 1

3CB.23 PernameHTaLus U KOHTPONb BbIMOMTHEHUS: H ©) O
- onepauuii B paMKax XU3HeHHoro Lukna 6a3oBbix 06pa3oB BUPTYaribHbIX Ma-
LUVH;
- onepauuii No KONUpPoBaHU 06pa3oB BUPTYaNbHbLIX MaLUUH

3CB.24 BkrntoveHue Tonbko B 6a3oBble 06pasbl BUPTyanbHbIX MawuH cneaytouyero MNO: H 0] @)
- MO TexHUYecknx Mep 3aluTsl MHOpMaLyK, NPUMEHAEMBbIX B NpeAenax Bup-
TyarnbHbIX MaLUWH;
- MO AC

3CB.25 OTHeceHWe Kaxaow U3 BUPTyarnbHbIX MallWH TOMbKO K OQHOMY U3 KOHTYpPOB H (e} (e}
6e3onacHoCcTy

3CB.26 KoHTponb LenocTHOCTH, BLINOMHAEMEBIA Mpy 3anycke (3arpy3ke) BUpPTYyanbHOW H H T
MaLUWUHbI:
- BasoBoro obpasa BUPTYyarbHOW MaLLUUHbI,
- MO, BKIMO4EeHHOro B Nonb3oBaTeNbCKUA NPodunb BUPTYanbHOW MaLLUHbI,
- napameTpoB HacTpoek MO TexHUYecKUX Mep 3awuTel MHopMaLuK, npume-
HAEMbIX B Npefdenax BUpTyarnbHbIX MaLlnH

3CB.27 3anpeT Ha KonuMpoBaHue TeKyLUMX 06pa3oB BUPTYanbHbIX MaLLUWH, UCMOMb3Yo- O (0] (@]
wmx CK3W, ¢ 3arpyxeHHbIMW KpUnTorpacmyeckumn Knovamu

3CB.28 3anpeT Ha KonMpoBaHue TekyLUMx o6pasoB BUPTYanbHLIX MalUWH, ucrnonbsye- | O ®) ®)
MbIX 4NSA peanusauum TexHonorun supTyanusauuu APM nonb3oBateneii

3CB.29 3anpeT coxpaHeHUss U3MeHeHWI, Npou3BefeHHLIX Nonb3oBarensamu B npoyecce | H H T
paboTkl UX BUPTYarbHbIX MalluH, B 6a3oBoM o6pa3se BUPTyanbHbIX MaLUMUH

3CB.30 KoHTponb 3aBeplueHuUs ceaHca paboThbl nonb3oBaTenei ¢ BUPTyanbHLIMA Ma- H T H
LMHaMu

3CB.31 KoHTponk 3aBeplueHuUss ceaHca paboThbl nonb3oBaTenei ¢ BUPTyanbHLIMA Ma- H H T
WKnHamu U obecneveHune nocnegytowleit paboTbl BUPTyarnbHOW MalWHbl C UC-
nonb3oBaHnemM 6asoBoro obpasa

7.8.6 ba3oBbIii COCTaB MEpP NO perucrpayumn coobITUI 3aWmTbl MHOPMALMKU, CBA3AHHbIX C A0CTYNOM K
BUPTyanbHbIM MalUMHaM U CEPBEPHbIM KOMMOHEHTaM BMpTyanu3auuu, NPUMEHUTENbHO K YPOBHAM 3aLLUTbI
uHdopmaLmn npuBeaeH B Tabnuue 44.

Tabnuya 44 — ba3oBblii COCTaB Mep Mo perucTpauumn cobbITHiA 3aLuUTLl MHOPMaLMK, CBA3AHHBLIX C AOCTYNOM K BUP-
TyanbHbIM MaLUMHaM U cepBepHbIM KOMMOHEHTaM BUpTYanuaauuu

YcnosHoe Vmo:egb;gm;;bi
o6o3HavyeHue CopaepxaHue Mep cUCTEMbI 3aLUTbl MHopMaLmn bopmaLy
1 HOMep Mepbl 2 1
3CB.32 Peructpaunsa onepauuid, cBA3aHHLIX C 3anyckoM (OCTaHOBKOW) BUPTYanbHbIX | T T T
MaLluH
3CB.33 Peructpayus onepaumii, cBA3aHHbIX C UBMEHEHWEM MapaMeTpoB HacTpoek | H T T
BUPTYarnbHbIX CETEBbIX CErMEHTOB, pearim3oBaHHbIX CPeAcTBaMU rMnepsu-
3opa
3CB.34 Peructpauma onepauuii, cBA3aHHbIX C CO3flaHUeM U yaaneHnem BUPTyanbHbIX T T T
MaLluH
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YpoBeHb 3aLuTbl

YenosHoe WHcopMaLy
o60o3HaueHne CogepxaHue Mep cucTembl 3aWUThl UHpopMaLm pmayy
1 HoMep Mepbl 3 2 1

3CB.35 Perunctpauusi onepauuii, cBA3aHHbLIX C CO3AaHWEM, UBMEeHeHWeM, Konuposanun- | T T T
em, yaaneHnem 6a3oBbix 06pa3oB BUPTyarbHbIX MaLLWH

3CB.36 Pernctpauus onepauuii, cBA3aHHbIX C KONWPOBaHWEM TeKyLMX 0Bpa3oB BUPTY- T T T
anbHbIX MaLlWH

3CB.37 Perunctpauyus onepauuni, cBA3aHHBIX C UBMEHEHUEM MpaB FIorM4eckoro 4ocTyna T T T
K cepBepHbIM KOMMOHEHTaM BUpTyanu3auuu

3CB.38 Peructpauus onepauuii, cBA3aHHbLIX C UBMEHEHUEM NapamMeTPOB HaCTPOEK cep- T T T
BEpPHbIX KOMMOHEHTOB BMPTYyanusauuu

3CB.39 Peructpauus onepauuit, cBA3aHHLIX C ayTeHTUdUKaLNen 1 aBTopusaumein aKe- T T T
nnyatauuoHHOro nepcoHana npu ocyLEeCTBEHUN AOCTYNa K cepBepPHBIM KOM-
NoHeHTaMm BUpTyanuaayuu

3CB.40 Peructpauuss onepauuii, cBsisaHHbIX C ayTeHTUdUKaLUWeid U asBTopulauuen T T T
nonb3oBaTenei npu ocyLecTBNEHNN AOCTYNa K BUPTyarbHbIM MallnHam

3CB.41 Perunctpauus onepauuii, cBfzaHHbIX ¢ 3anyckoM (octaHoskow) MO cepBepHbIX H H T
KOMMOHEHT BUPTyanuaaLuuu

3CB.42 Peructpauyus onepauuii, CBA3aHHBIX C U3BMEHEHUEM NapaMeTpoB HacTpoekTex- | T T T
HUYECKUX Mep 3alUnThl UHpopMaLMK, NCNONb3yeMbIX ANA peanu3aLun KOHTPo-
N5 AOCTyna K cepBepHbIM KOMMNOHEHTaM BUPTYyanusaumm

3CB.43 Perunctpauus onepauuii, cBA3aHHbLIX C UBMEHEHUEM HAaCTPOEK TEXHUYECKUX Mep T T T
3aWnTEl MHOPMaLUMK, UcnonbayeMblX Ans obecnedeHns sawuTel BUPTYyanb-
HbIX MaLUWUH

7.9 Mpouecc 8 «3awurta uHcopmMaLMu Npu ocyweCcTBIIEHUN yAareHHOro JIorM4YecKkoro gocryna
C UCNOJNIb30BaHMEM MOOGUSIbHBIX (NE€PEHOCHbIX) YCTPONCTB»

7.9.1 MpumeHsaemble PUHAHCOBOW OpraHu3auMein Mepbl No 3almTe uHopmMaLumu Npu OCyLLECTBNEHUU
yAaneHHoro fnormyeckoro Aocryna paboTHUKOB (DPMHAHCOBOW OpraHM3auuu C UCMOMb30BAHUEM MOOUIbHbIX

(NepeHOCHbIX) YCTPOWCTB AOMKHBI 00ecneynBaTh:
- 3aWuTy MHdOPMaLMM OT PackpbITUa U Moaudukauum Npu oCyLLECTBIIEHUU yAANeHHOro A40CTyna;
- 3aLUMTY BHYTPEHHUX BbIYUCIIMTENBHBIX CETEN NPU OCYLLECTBIEHNM YAANEeHHOro A0CTyNna;

- 33Ty MHpopPMaLMKM OT packpbITUs U Moaudukaumm npu ee o6paboTke U XxpaHeHMU Ha MOBUIBbHbIX

(NepeHOCHbIX) YCTPOWCTBAX.

7.9.2 BasoBblin COCTaB Mep No 3almTe MHopMaLnun OT packpbiTMa U Mmoaudukauumn npu ocyLwecTene-

HWMW yaaneHHoro AoCTyna NPMMEHUTENbHO K YPOBHSIM 3aLlUMThbl MHbOpMauumn npuseaeH B Tabnuue 45.

Tabnwunya 45— ba3oBblil cocTaB Mep Mo 3alyuTe UHPOPMALIMK OT PackpbITUS U MogMUKaLMKU NPU OCYLLECTBIEHUN

yAarneHHoro foctyna

YpoBeHb 3aLuTbl

YenosHoe WHOPMALYH
o603HaueHne CopaepxaHue Mep cucTeMbl 3aLUTbl UHDOpMaLmK pmay
1 HoMep Mepbl 3 2 1
3ya1 Onpepaenenve npaBun yaaneHHoro 4ocTyna u nepevHs pecypcos goctyna, k | O @) @)
KOTOpPbIM NpeaocTaBnsAeTca yaaneHHelid 4ocTyn
3ya.2 AyTeHTUDUKaLMSA MOBUIBHBIX (MEPEHOCHbLIX) YCTPONCTB yAaneHHoro JocTyna T T
3Y1.3 MpepocraBneHWe yganeHHoro foctyna TOMbKO € WCMONb3oBaHUEM MOGWUMb- T T
HbIX (NEPEHOCHbLIX) YCTPOWCTB AOCTYNa, HAXOAALWMUXCA NOA KOHTPOSIEM CUCTe-
Mbl LIeHTPanvM3oBaHHOro ynpaeneHus u MOHUTOpUHra (cuctemel Mobile Device
Management, MDM)
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YpoBeHb 3aLuTbl

HWe ABYXCTOPOHHEW B3aUMHOW ayTeHTUDUKaLMM y4acTHUKOB UHAPOPMaLMOH-
Horo obmMeHa npw ee Nepefade Npu OCYLUECTBIEHUN YLaneHHOro NTOrM4yeckoro

JocTyna

YcrosHoe MHODMALIN
0603HavYeHne CogepxaHue Mep cucTembl 3aLyuThl UHpopMaLm popmal
1 HOMep Mepbl 3 | 5 | 1
3ya4 Peanuaauus sawwuTel MHOpMaLMKM OT packpbiTUS U Mogudukauum, npumere- | T T T

7.9.3 ba3oBblit COCTaB MEpP MO 3aLMUTE BHYTPEHHUX BbIMUCIIMTENbLHbLIX CETEN NPU OCYLLECTBNEHUN yaa-
MNEHHOro A0CTYNa NPUMEHUTENBHO K YPOBHSAM 3alUMTbl MHpOpMaLMK npuBeaeH B Tabnuue 46.

Tabnuuya 46 — Ba30oBblit COCTAB Mep MO 3aLYUTe BHYTPEHHUX BLIYUCTIMTENBHEIX CETEW NPU OCYLUECTBREHUN YA aneH-

HOro goctyna

YenosHoe
o60o3HaYeHue
1 HoMep Mepbl

CogepxaHue Mep CUCTEMbI 3aLYWTbl MHGOPMaLMM

YpoBeHb saLyuThl
WHopmMaLmn

3 2 1

3va.5

NaeHTndukaums, AyxdakTopHas ayTeHTUdmnKaLmsa n asTopusanus cybbekToB
JocTyna nocne ycTaHOBMEeHWUA 3allMLLeHHOro CeTeBoro B3auMogencTBus, Bbl-
NOMHEHUs ayTeHTUMKaLmMK, NpegycMoTpeHHon Mepamu 3Y.2 n 3Y[.4 Tabnu-
ubl 45

T T T

3v.e6

3anper NpsSIMOro CeTeBOro B3auMOAENCTBUSA MOOWUMBHBIX (MEPEHOCHBIX)
YCTPOWCTB A0CTYNa U BHYTPEHHUX ceTell (PUHaHCOBOW opraHusaLum Ha ypoBHe
BblLLIE BTOPOro (KaHanbHbI) N0 CeMUYPOBHEBOW CTaHAapTHON Mo en B3auMo-
LeNcTBUS OTKPLITLIX cucTeM, onpegenerHoi B FTOCT P UCO/M3K 7498-1

3yLa.7

Peanu3auus goctyna K pecypcam ceTu NHTepHeT Tornbko Yepes uHgopmaum-
OHHYI0 MHPACTPYKTYPY (PMHAHCOBOMW opraHW3auuu nocne yCTaHOBNEHUA 3a-
LWMLLEHHOMO CETEBOrO B3aUMOAEWCTBUSA, BbIMONHEHUA ayTeHTUdMKaLWn, npeay-
cMoTpeHHo Mepamn 3Y[.2 n 3Y[1.4 Tabnuuybl 45

3y[.8

KoHTeHTHbI aHanu3 uHdopmauuu, nepefaBaeMod MOGUNbHBIMU (NepeHoC-
HbIMUW) YCTpoOCTBAMU B CeTb MIHTEPHET € UCnonb3oBaHUeM UHGPOPMAaLIMOHHON
MH(ppacTpyKTypbl PUHAHCOBOI opraHu3aluu

3ya.9

Peanusauus 1 KOHTPOrNb UHCPOPMALIMOHHOTO B3aUMOAEACTBUS BHYTPEHHUX Bbl-
YMCNUTENbHBIX CeTell (PUHAHCOBOI OpraHM3auMnm U MOBUMLHLIX (MEPEHOCHBIX)
YCTPOICTB B COOTBETCTBUM C YCTAHOBMNEHHLIMU NpaBUiamMu U NPOTOKoNaMun ce-
TEBOro B3aMMOZEHCTBUS

7.9.4 Ba30BbIlit cOCTaB Mep Mo 3aLumTe MHopMaLMK OT packpbiTUsa U moaudukaumm npu ee obpabortke
M XpaHEeHUW Ha MOOBUSbHBLIX (NEPEHOCHDbIX) YCTPOMCTBAX NPUMEHUTENBHO K YPOBHAM 3awwmTbl MHOpMaLUn
npuBeaeH B Tabnuue 47.

Ta6nuuya 47 — Ba3oBblit cocTaB Mep Mo 3alyuTe UHDOPMAaLMK OT packpbITUA U Mogudukayun npu ee obpaboTtke u
XpaHeHUU Ha MOBUNBHBIX (NePEHOCHLIX) YCTpoRCTBax

(MDM-cucteMbl), peanusyoLei:

- WwudpoBaHUe U BO3MOXKHOCTb YAANeHHOro yaaneHus nHpopmaLym, nonyyeH-
HOI B pe3yneraTe B3aMMOAENCTBUA ¢ MHPOPMaLMOHHBIMU pecypcaMn PUHaH-
COBOVA OpraHusauuuy,

- ayTeHTMdUKaUUIo NONb3oBaTenei Ha ycTpoiicTee AoCTyna;

YcnoBHoe yﬁ'lo:(ggb;:u'm""
o0603HayeHue CopaepxaHue Mep cUCTeMbI 3aLLUTbI MHpopMaLmn pvaLy
¥ HoMep Mepbl 5 ]
3ya.10 lMpuMeHeHne cucTembl LIGHTpanuw3oBaHHOro YrMpaBneHWs W MOHUTOPUHra H T T
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YcnosHoe YpoBeHb 3aLuTbl

0603HaueHNe CoaepxaHne Mep cHCTeMbI 3aLUTI MHGOPMA LN WHopmaLn
1 HoMep Mepbl " | " | 1

3ya.10 - BroKNpoBKY YCTPOWCTBa MO UCTEYEHUU ONPEeeneHHOro NpomexyTka Bpeme- H T T
HW HeaKTUBHOCTU MNorb3oBaTens, TpebyoLyHo BLINONHEHWSA NOBTOPHOW ayTeH-
TUdUKaLmK Nnorb3oBaTens Ha YCTPOWCTBE JOCTyna;

- ynpasneHue o6HoBNeHWAMU cucTemHoro MO yeTpolcTB AocTyna;

- ynpaeneHne napameTpaMu HacTpoek O6esonacHoct cuctemHoro [10
YCTPOWCTB A0CTYN3;

- ynpaBneHue cocTaBoM U 06HOBMNEHWAMU NpuknagHoro Mo,

- HEBO3MOXHOCTb MCMOMb30BaHWA MOGWMBHOIO (MEePEHOCHOro) yCTpoiicTBa B
pexvnmve USB-HakonuTtens, a Takke B pexvme oTnagku;

- ynpasneHue Kro4eBoi MHpopMaLmeid, MCnonb3yeMoi Ans opraHusauum 3a-
LMLLEHHOrO CETEBOrO B3aUMOASHCTBUS;

- BO3MOXHOCTb OMNpefjerieHNss MECTOHaxXOX4EeHNA YCTPoWCTBa 4OCTYNa;

- peructpaumio cMeHbl SIM-kapThbl;

- 3anpeT nepeHoca WHdopMaLuun B obnayHble XpaHunuLia 4aHHbIX, pacnono-
XeHHble B 0bLefoCTyNHbIX ceTsX (Hanpumep, iCloud);

- obecneveHne BOZMOXHOCTM LIEHTPanM3oBaHHOro yrpaeneHusi ¥ MOHUTOPUHra
npu cmeHe SIM-kapThbl

3va.1 ObBecneyeHne 3auTel MOBUNBHBLIX (MEPEHOCHBLIX) YCTPOUCTB OT BO3AEACTBUIA T T T
BPefOHOCHOro KoAa

3ya.12 CTtupaHue nHdopmaLun KoHpULeHUMansHoro xapakrepa ¢ MobuneHbix (nepe- | T T T
HOCHbIX) YCTPOMCTB cpefcTBamu, obecneyuBaloUMU NOMHYIO Mepe3anncb
AaHHbIX, NPU OCYLLECTBNEHUN BbIBOAA MOBUIbHBIX (MEPEeHOCHBIX) YCTPOICTB U3
sKcnnyaTauuu, a Takke npu HeoGXOAUMOCTW UX Nepefadn B CTOPOHHWE opra-
HU3auumn, Mexay paboTHUKaMu U (UNK) CTPYKTYPHBIMU NoApasaeneHuaMn dou-
HaHCOBOW opraHusauuu

8 TpeboBaHuA K opraHM3aumm U ynpasreHuro 3awuTon nHpopmaummn

8.1 OOwWwmne nonoxeHus

8.1.1 Pasaensbl 8 n 9 HacToALWero craHaapTta ycTaHaBnmMBatoT TpeboBaHMSA K CoaepaHuto 6a30BOro cocrasa
Mep 3aLLmTbl UHOPMALIMK, BXOASALLMX B COCTAB CUCTEMbI OPraHu3aLum U ynpaeneHusi 3amton uHcopmaumm,
HanpaBneHHbIX Ha 0BecnevyeHne OIMKHOM NOMHOThI U KaYECTBA peanm3auum CUCTEMbI 3aLMTbl MHOPMAaLmMH.

8.1.2 Mepbl CUCTEMbI OpraHM3auuy 1 ynpasneHus 3awmuTon nHopMaLummn NpUMeEHAIOTCA:

- Ha CUCTEMHbIX YPOBHAX MHAOPMALIMOHHON MHAPACTPYKTYPbLI (ONpeAeneHHbIX B 6.2 HaCTOSALLEro CTaH-
faprta). TpebosaHua k cogepxaHuio 6a30BOro CoOcTaBa Mep CUCTEMbl OpraHu3aLn U ynpasneHus 3aLumTon
UHOpMAaLMK, MPUMEHAEMbIX HA CUCTEMHbIX YPOBHSAX, YCTAHOBMNEHbI B HACTOSILLEM pasfene;

- Ha aTanax >u3HeHHOoro uukna AC 1 NpUNOXEHUIA, ncnonb3yemblx Ans 06paboTku, nepeaayun u (Unu)
XpaHeHusa 3alumLiaemMon MHopmaLmMm B paMkax BbINOMHEHUA U (Mnu) o0ecnevyeHns BbINONMHEHUA BU3HeC-
NpOLECCOB UMK TEXHOMOTMYECKUX NPOLIECCOB (OMHAHCOBON OpraHu3auun. TpeboBaHua K cogepkaHuio 6aso-
BOrO COCTaBa Mep CMCTEMbI OpraHM3auuu U ynpasneHus 3almTon uHopmMauuu, NpUMEHseMblX Ha atanax
>KU3HEHHOTO uukna AC 1 NpUnoXXeHuin, yCTaHOBMNEHbI B pa3fene 9 HacTosALero craHaapra.

8.1.3 Mepbl cucTembl opraHMsauun 1 ynpassneHus 3almTon nHdopmaumm Ha CUCTEMHbIX YPOBHSAX Npu-
MEHSAIOTCA ANA KaXg0ro oTAenbLHOro npouecca (HanpasrneHus) 3amTbl MHOPMaLumMu U3 Yynucria Mep, onpeae-
NeHHbIX B pasaene 7 HaCTOALEro craHaapra.

8.1.4 Mepbl cuCTEMbI OpraHM3auun 1 ynpasneHus 3amTon nHdopmaumm Ha CUCTEMHbIX YPOBHAX Npu-
MEHSAIOTCA B paMKax CneayoLwmx HanpasneHuin 3awmTbl MHOpMaLuu:

- HanpasneHue 1 «MnaHnpoBaHWe npouecca cucTembl 3aWuUThl UHpopmaLuuy («MnaHupoBaHuey);

- HanpaeneHue 2 «Peanu3auus npouecca cucTemMsl 3aLUmuTbl MHopMaunny («Peanusauyusy);

- HanpaeneHue 3 «KOHTpoOnb npouecca cUcTeMbl 3aLmTbl UHopMaLmn» («KOHTPONbY);

- HanpasneHne 4 «CoBepLUEHCTBOBaHWE MpoLecca cUcTembl 3awmtbl MHopmauun» («CosepLueH-
CTBOBaHMER).

8.1.5 Cnoco6bl peanu3aumMm mMep CUCTEMbI OpraHusauuy U ynpaeneHus 3awmTon nHdopMaumm, ycra-
HOBMEHHbIE B Tabnuuax pasgena 8 HacToswero ctaHgapra, 0603HayeHsl kKak B 7.1.6.
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8.2 HanpaeneHue 1 «naHupoBsaHue npouecca CUCTEMbI 3aWKUTbl MTHQOpMauUny

8.2.1 B pamkax HanpaeneHusi «lMnaHupoBaHue» chnHaHcoBasi opraHusaums obecnevmBaeT onpegerne-
Hue (nepecmoTp):

- obracTu npUMeHeHUsa NpoLecca CUCTEMbI 3aLLUTbI MHpOpMaLInu;

- cocTaBa NnpumeHsieMbiX (a TaKke He NPUMEHAEMbIX) MEP 3aLUMUTbl MHAOPMALIMK U3 Yyucra Mep, onpe-
OeneHHbIX B pasgenax 7, 8 u 9 HacTosLLero craHaapra;

- CcOCTaBa W CoaepXaHWs Mep 3aLuTbl MHOPMaLMU, ABNSIIOLLMXCS AONONMHUTENbHLIMU K 6a30BOMY CO-
CTaBy Mep, onpeaeneHHbIX B pasgenax 7, 8 u 9 HacToswero craHaaprta, onpeaensembiX Ha OCHOBE aKTy-
anbHbIX Yrpo3 3awmTbl MHGOPMaUMKU, TPEOOBaHUI K 3aLLUTe UHGOPMALMK, YCTAHOBIIEHHBIX HOPMATUBHBLIMU
npaBoOBbIMMK akTaMmu B 06nactu obecnedeHuss 6e3onacHOCTM U 3aLuTbl MHopMaLmu;

- nopsiaka NPUMEHEHUSI MEpP 3aLmMThl MHhOPMaLUK B paMKax NpoLecca CUCTEMbI 3aLmMTbl MHOPMAaLK.

Peanusauus neaTensHOCTHU B paMKax HanpasneHus «naHmpoBaHue» OCyLLIECTBISIETCA HAa OCHOBE MO-
TNINTUKN (PUHAHCOBOW OPraHn3aLnm B OTHOLUEHUM LIENEBLIX NOKa3atenei BeNuinHbl ONyCTUMOrO OCTaTOYHOro
onepauMoHHOro pucka (puck-anneTuTa), CBA3aHHOro ¢ obecnevyeHnem 6e30nacHOCTU MHOPMALIMK, a TaKKe
npu HeobxoaMMOCTM Ha OCHOBE Pe3ynbTaToB AeATENbHOCTM B pamMmKkax HanpaBneHus « COBepLUEHCTBOBAHUEY .

MpumMmevyaHune — PekoMeHAaLMM NO JOKYMEHTUPOBAHUIO AeATENbHOCTH B obnacTu ob6ecneveHnsa uHgpopmarimn-
OHHo1 BesonacHocTV NpuBegeHsl B [17].

8.2.2 ba30BbIlii COCTaB Mep NMaHMPOBAHUA MpoLecca CUMCTEMbI 3aluTbl MHGOPMaUUn NpuBEAEH B
Tabnuue 48.

Tabnuya 48 — ba3oBbI COCTaB Mep NMaHNPOBaHWUA NpoLecca cUCTEMBI 3aLuThl MHpopMaumu

YpoBeHb 3aLuUThI

YcnosHoe
0603HaveHe CoepxaHne Mep ccTeMbl 3aLLNTLl UHEOPMA LN uHpopMaLM
1 HOMep Mepbl 3 2 1
M3n.1 [okymeHTapHoe onpefeneHne obnacTn NpUMeEHeHWsA npouecca cuctembl 3a- | O ®) @)
LWMTEl MHOpMaLuu* ANA ypoBHeN MHMOPMAaLMOHHON NHAPaCTPYKTYpLI, onpe-
JeneHHbIX B 6.2 HacTosALLero ctaHgapTa
M3n.2 HokymeHTapHoe onpeaeneHue coctasa (C yKa3aHUMeM coOoTBeTcTBUS HacTosd- | O o o
LeMy cTaHAapTy) U cofepXaHusi opraHU3auMoHHbIX Mep 3aluTsl MHGOopMa-
Luu, BbIGpaHHbLIX (PUHAHCOBON OpraHu3auuein u peanusyemMblx B pamkax npo-
Lecca cucTeMbl 3aLlUWThl UHOpMaLMK
M3n.3 [okymeHTapHoe onpefeneHue nopsigka NPUMEHEHUs OpraHW3aLMoHHBIX Mep o o 6]
3aWuTel MHOPMaLWK, peanuayeMblX B pamKkax npouecca CUCTeMbl 3aLiuTbl
UHopmMaLmm
nan.4 [okyMeHTapHoe onpefeneHwe coctaBa (C yKazaHUWEM COOTBETCTBUA HacTosd- [ O 0o O
LeMy cTaHAapTy) U CoAepXaHUs TeXHUYECKUX Mep 3aliuTbl MHopmaLuu,
BbIGpaHHbLIX (PMHAHCOBOI OpraHW3auMeil U peanusyemelx B paMkax npouecca
CUCTEMbI 3aLUTLI MHOpMaLMK
M3n.s [okyMeHTapHoe onpefeneHune nopsaka NPUMEHeHUs TeXHUYecknx mMep 3awm- [ O O O

Tl MHpOPMALIMK, peanusyeMbiX B paMKax npoLecca CUCTEMbI 3aLnTbl MHGOP-
MaLuu, BKIoYatoLLero:

- NpaBuna pasMelLeHns TEXHUYECKUX Mep 3aLluuTel MHpopMaLun B nHdopma-
LIMOHHOIR MHDPACTPYKTYpE;

- napameTpbl HaCTPOEK TEXHWYECKUX Mep 3alluThl MHOopMaLmMn U nHdopma-
LIMOHHON UHDPaCTPYKTYphl, NpeAHasHa4YeHHbIX AN pasMeLLeHns TEXHUYECKNX
Mep 3aLuTbl UHopMayuu**;

- PYKOBOACTBA MO MPUMEHEHUI0 TEXHUYECKUX Mep 3aluTbl WHopMaLumu
(BKITIOYatOLLMe PYKOBOACTBA MO aKCniyaTtaLuWu, KOHTPOMI SKCMnyaTaumm u uc-
NoMb30BaHWIO NO Ha3Ha4YeHNI TEXHUYECKNX Mep 3aLlnTbl MHGopMaLmn);

- cocTas poreii U npaBa cy6beKToB JoCTyna, HeOBXOAUMbIX AN oGecneyeHus
NMPUMEHEHUA TEXHUYECKUX Mep 3aluuThl MHGOopMaLuK (BKIHOYatoLLero aKenmy-
araLunio, KOHTPONb IKCTNyaTaLum U UCMonb3oBaH1e Mo HasHa4YeHUo Mep 3a-
LTl MHpOpMaL )

* ObnacTb NPUMeHeH)s npoLecca CUCTEMBI 3alWTbl MHDOPMaLIMK ONPeSenAeTcs B COOTBETCTBUN C NOMOXKEHUSA-
MU HopmaTMBHbIX aktoB baHka Poccuu.

** MapameTpbl HAacTPoeK KOMMOHEHTOB MHGOPMaLMOHHOK UHPACTPYKTYpLI, NpefHasHa4YeHHbIX 4N pasMeLle-
HUA TEXHUYECKUX Mep 3aLlUThl UHOpMaLIMK, onpeaenstoTcsa B crydae HeoBXoaumMocCTy.
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8.3 HanpaBneHue 2 «Peanusaumsa npouecca CUCTeMbI 3aWUTbl UHOpMaLUN»

8.3.1 [lesarenbHOCTb B pamMkax HanpaBneHusi «Peanu3sayusa» BbIMOMHAETCA N0 pesynbraTam BbiNONHE-
HuA HanpaeneHun «naduposaHue» n (unu) «CoeepLueHCTBOBaHMEy (CM. 8.2 u 8.5 HacToAwero craHgapra
COOTBETCTBEHHO).

B pamkax HanpaBneHusa «Peanusauusa» (puHaHCOBas opraHusauusa obecnevymBaer:

- AOIDKHOE NPUMEHEHME Mep 3aLLmTbl MHOPMaLUK;
onpejeneHue pornen 3awmTbl MHOPMaLMK, CBA3aHHbIX C NPUMEHEHUEM MepP 3aLUUTbl MHopMaLInK;
Ha3Ha4YeHne OTBETCTBEHHbIX MWL, 3a BbIMOMHEHUE POorneit 3aLmTbl MHopMmaLmu;
AOCTYMHOCTb peanusauum TEXHUYECKUX Mep 3aLLuTbl MHopMaLuy;
NpMMEHEHUe CpeAcCTB 3almTbl MHpOPMALIMKM, MPOLLEALIMX B YCTAHOBEHHOM MOpsiAke npoueaypy
OL€HKU COOTBETCTBUSA [B TOM UMCIie NpPOrpaMmMHbIX (MPOrpaMMHO-annaparHbix) CPeACTB, B KOTOPbIX OHU pea-
NU30BaHbI, UMEIOLLUX HeobxoauMbIEe PYHKUMM Be30nacHOCTH], B Cryyasx, koraga NpMMEHeHue Takux CpeacTs
HeoOxoAMMO ANnA HeWTpanu3auum yrpo3 6e30nacHOCTU, OnpeseneHHbIX B MOgeny yrpo3 u HapyLuutenen 6es-
onacHocTU uHdopmavLmm OMHAHCOBOW OpraHu3auuu;

- 00y4yeHue, NPaKkTUYECKYIO0 MOArOTOBKY (Nepenoarotosky) paboTHUKOB (PMHAHCOBOW OpraHu3auum, oT-
BETCTBEHHbIX 38 NPUMEHEHUE Mep 3aLmThl MUHDOpMaLUK;

- NMOBbILUEHUE OCBEAOMMNEHHOCTU (MHCTPYKTaX) paboTHMKOB hMHAHCOBOM OpraHu3auuu B obnacrtu 3a-
LWUTbI MHCpopMaLMK.

MpumevyaHne — PekoMeHgauun no onpeaeneHuto notpebHocTel opraHusauum GaHkoBckoW cuctembl Poc-
cuiickoint Pefepauyum B pecypcax, HeobxoauMmbIX ANSA peanusayun npoueccos UHdopMaLUoHHoW Ge3onacHoOCTH, U no
NpoBeAEeHNIo KOHTPONS 3ChPEKTUBHOCTU UCTIONB30BAHWA STUX PECYPCOB NpUBEAEHS! B [6].

8.3.2 ba3oBhbIii cocTaB Mep N0 peanu3auyuu nNpouecca CUCTEMbI 3aluTbl MHOPMAaLUN NPUBEAEH B
Tabnuue 49.

Tabnuya 49 — Ba3oBbIli cOCTaB Mep Mo peanusayuu NpoLecca CUCTeMbI 3aLUTsl UHopMaLuu

YenosHoe Vmo:egb;:m“w;bl
o603HaueHne CopepxaHue Mep cUcTeMbl 3aLuTbl MHopMaLn popmaLy
1 HoMep Mepbl 3 2 1
P3K1.1 Peanusauus ydeta o6beKTOB U pecypcoB A0CTyna, BXoAawWmx B o6nacte npu- | O o) T
MeHeHWA npoLecca CUCTEMBI 3aLLUThl MHopMauun, ANS ypoBHel HdopMaLm-
OHHO MHPACTPYKTYpPHI, onpefeneHHbIX B 6.2 HacToAWero ctaHaapTta, B TOM
ynucne obLEKTOB [OCTYNa, pacrnofioXeHHbIX B NyOnuuHbix (06LleocTynHbIX)
MecTax (B ToM uucne 6aHkomarax, nnarexHblx TepMuHanax)
P31.2 Pa3melleHue U HacTpoika (KOHPUIrypMpoBaHUe ) TEXHUMECKUX Mep 3aluThl UH- | O 0] T
dopMaLumn B UHpOPMaLMOHHON HppacTpyKType PUHAHCOBOI opraHu3aLum
P3W.3 KoHTponb (TecTupoBaHWe) NONHOTHI peanusaunn TEXHUYECKMX Mep 3alyuTel UH- | O o o
dopmaLum
P31.4 HasHaveHune paboTHUKaM bMHAHCOBOI opraHu3aLuu poreid, cBsidaHHbIX ¢ npu- | O ®) ©)
MeHeHUeM Mep 3aLuThl MHOopMaLUK, U ycTaHOBNEHUe 0653aHHOCTU U OTBET-
CTBEHHOCTU 3@ WX BLINOSIHEHUE
P3U.5 Onpepenexue nu, KOTOpbLIM paspeLleHbl 4eUCTBUA MO BHECEHUIO U3MeHeHniiB | O ®) ©)
KOHUrypawuto uHpopMaLMoHHON UHPaCTPYKTYphI
P31.6 Peanusauusa skcnnyarauuu, UCMonNb30BaHUA NO Ha3HAYEHUIO TEXHUYECKUX Mep ®) @) @)
3aWuTel UHPopMaLum
P3WN.7 Peanusauusa npuMeHeHUn opraHn3aunoHHbLIX Mep 3aluThl UHopMaLum
P31.8 Peanusauua LeHTpanu3oBaHHOIo ynpaBneHUst TEXHUHECKUMU MepaMi 3aLuThbl H H T
MHdpopmauuu*
P31.9 Ob6ecneyeHne JOCTYNHOCTU TEXHUHECKNX Mep 3aLUThl UHOpMaLUK: H H T
- NMPUMEHEHUEe OTKa30YCTONUYUBBLIX TEXHUHECKUX PELLEHUN,
- pesepBupoBaHue MHGOPMALIMOHHOW WHGPaACTPYKTYpbl, Heobxogumoil ans
YHKLMOHUPOBAHUA TEXHUYECKUX Mep 3aluuThbl UHdopMaLmy,
- ocyllecTBNEHWe KOHTpons 6e30TKasHOro (YHKLUUOHUPOBaHUSA TEXHUYECKUX
Mep 3aluThl tHPopmaLum;
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YcnoBHoe prOHB;:b'\:;Z "'“MMJ bl
obosHaueHne CoaepxaHue Mep cucTeMbl 3aLUTbl UHDOPMALIM pmaL
N HoMep Mepbl 3 2 1
P31.9 - NPUHATUE pernamMeHTUPOBaHHbIX Mep MO BOCCTAaHOBMEHUIO OTKa3aBLUUX TeX- H H T
HUYECKUX Mep 3aLLUUTbl MHPOPMaLMN MHEPOPMaLMOHHOW UHPACTPYKTYpEI, He-
06xoanMBIX ANs UX PyHKLMOHNpPOBaHWA
P31.10 ObecnevyeHWe BO3IMOXHOCTU COMPOBOXAEHUS TEXHUYECKMX Mep 3awWuTel UH- | H O @)
dopMaLMu B TEYEHUE BCEro cpoka MX UCnonb3oBaHus
P3N.11 MpumeHeHUe cepTUdMLMpoBaHHLIX Mo TpeGoBaHUAM GesonacHocTM MHGopMa- | H H T
Lnn cpeAcTB 3allnTbl UHopMaLmn He HXKe 4 knacca**
P31.12 MpumeHeHne cepTUdMLMpoBaHHLIX No TpeGoBaHUAM GesonacHocT UHGopMa- | H T H
LW CpeAcTB 3allnTel UHOpMaLmMn He HXKe 5 knacca**
P31.13 MpuMeHeHWe cepTUdULMPOBaHHLIX NO TpeboBaHUsM 6e3onacHocTn UHopMa- | T H H
LW CpeAcTB 3allnTel MHOopMaLuUn He Hke 6 knacca**
P3N.14 MpumeHeHne CK3W, nmetoLmx Knace He Hke KC2** H
P3K.15 OBy4yeHune, npakTUyeckas NOAroToBKa (nNepenogrotoBka) paboTHukoB duHaH- | O ®) ©)
COBOV opraHu3aLu, OTBETCTBEHHbIX 3@ NPUMEHeHue Mep 3aluTbl UHPOopMa-
Luu B paMKax npouecca saluTsl MHdopmaLum
P3K.16 MoBbiWeHWe 0CBEAOMMNEHHOCTU (MHCTPyKTax) paboTHUKOB puHaHCOBOI opra- | O O] @)
HU3auum B oBnacTu peanusauum npolecca 3aluTsl tHOpMaLyMm, NPUMEHEHNS
opraHu3aLnoHHbIX Mep 3aLluTsl MHPOPMaLK, MCMONb30BaHMSA MO Ha3HAYEHMIo
TEXHUYECKUX Mep 3allnThl MHopMaLmm

* LleHTpanu3oBaHHoe yrnpaBneHue peanua3yeTca ANA TeXHUYECKUX Mep 3alyuTbl UHPOpMaLnun, MHOXECTBEHHO
pa3mellaeMblx Ha APM nonb3oBaTenen v sKkennyaTaluoHHOro nepcoHana.

** B cnyyasx, Koraa NnpuMeHeHue Takux cpefcTs HeobxogMo Ans HeWTpanusayum yrpos 6esonacHocTH, onpeae-
NEeHHBIX B MOAENKW yrpo3 n Hapyluutenei 6esonacHocT UHopMaLumn hMHaHCOBOW OpraHusaLuu.

8.4 HanpaBneHue 3 «KOHTpOsb npouecca CUCTEMbI 3aluTbl MUHDOpMaLMU»

8.4.1 [leatenbHOCTbL B paMKkax HanpaeneHus «KOHTponb» AormkHa obGecneunBarb AOCTaTOMHYIO YBEPEH-
HOCTb B TOM, YTO MPUMEHEHUE MEP 3aLLUUTbl MHPOPMAaLMK OCYLLECTBRSETCS Haanexawmm o6pasoM u cooTBeT-
CTBYET nonuTuke MHaAHCOBOW OpraHM3aLuu B OTHOLLEHWUM LIENEBbIX MOKa3aTenemn BenuymHbl 40MyCTUMOro ocTa-
TOYHOTO OMepauMoHHOro pucka (puck-anneTuTa), CBsA3aHHOro ¢ obecneyeHmem 6€30nacHOCTU MHAOPMaLIMK.

MpumeHaemble PUHAHCOBOW OopraHm3auuein Mepbl 3awmTbl UHpOpMaLMKu AOMKHbI 0OecnevnBaTb KOH-
TpOnb:

- obnacTu NnpuMeHeHusi Npouecca CUCTEMbI 3aLLKUTbl MHOPMALIUK;

- JOIDKHOrO NMPUMEHEeHUss Mep 3aluTbl MHOPMAaLMK B pamMKax npouecca CUCTEMbI 3aLumTbl MHOP-
Mauuu;

- 3HaHWI paboTHMKOB DMHAHCOBOW OpraHU3aLMn B YacTU NPUMEHEHUSI MEP 3aLLMTbl MHAOPMAaLIUK.

8.4.2 Ba3oBblii COCTaB Mep KOHTPOMA NpoLecca CUCTEMbI 3aLuTbl MHpopMmaummn npuseaeH B Tabnuue 50.

Tabnwunya 50 — Ba3oBbIfi cocTaB Mep KOHTPOSA NpoLiecca CUCTEMbI 3aLUUThLl MHOpMaLMK

YpoBeHb 3aLuTbl

YcnosHoe vm
o603HaveHue CogepxaHne Mep cucTeMbl 3aLNTLI UHGOPMALIHN urcpopmaly

1 Homep Mepbl 3 5 1

K3K.1 KoHTponke dakTnyeckoro coctaBa 06bLEKTOB U pecypcoB JocCTyna, BXxogawmux s [ O @) T

obnacTb NpUMEHEHUs npolecca CUCTEMbI 3aLLUMTLl MHOPMaLUK, Ha COOTBET-
CTBUE YYETHBIM JaHHbIM, POPMUPYEMLIM B paMKax BbINOMHeHWA Mepsl P31
Tabnuubl 49
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YenosHoe
0603HaveHne
1 HoMep Mepbl

CoaepxaHue Mep CUCTEMB! 3aLYUTLI MHGOPMALIMKN

YpoBeHb 3aLuThbl
WHdpopmaLmu

3 2 1

K3W.2

KoHTponb aKcnnyaTauum M UCMONb30BaHNA NO HasHaUYeHUIO TEXHUYECKUX Mep
3alWmMTLl UHOPMALMK, BKITHOYAOLLUIA:

- KOHTPOMb (haKTUYECKOro pasMeLLieHNs TEXHUIEeCKUX Mep 3alyuTsl MHgopMa-
LuuK B UHDOPMALIMOHHOA UHPACTPYKTYpe (PUHAHCOBOI OpraHusaLum;

- KOHTPOSb (haKTUHEeCKUX NapaMeTpoB HACTPOEK TEXHUHECKUX Mep 3aLUThl UH-
cdopmaLnn N KOMNOHEHTOB MHPOPMAaLMOHHON UHGPACTPYKTYpLl, NpeaHasHa-
YeHHbIX ANA pasMelleHNUA TEXHUYECKUX Mep 3aLluTsl MHopMaLum

(@) o T

K3M1.3

KoHTponb aKcnnyatauuu U UCMomnb3oBaHMA NO HA3HAUEHWMIO TEXHUYECKUX Mep
3aLLNTEI MHOPMaLMK, BKITIOYAIOLLWIA;

- KOHTPOIb Ha3Ha4YeHuUs porei, CBA3aHHLIX C 3KcnnyaTaLmeit U NCNONb30BaHN-
€M MO Ha3Ha4eHMI0 TEXHUYECKUX MEP 3aLUThl MHOpMaLmK;

- KOHTPOIb BbIMOMHEHNST PYKOBOACTB MO 3KCRyaTaLyMn M UCMONb30BaHUIO MO
Ha3Ha4YeHM o TeXHUHECKUX Mep 3aluTel MHOpMaLMK

K31.4

Mepurogunyecknit KOHTPoOsb (TeCTUPOBaHUE) NOSIHOTHI peanu3aumn TeEXHUYECKNUX
Mep 3aLuThbl MHpopmaLmu

K3W.5

KOHTpOrMb NPUMEHEHUS OpraHN3aLMOHHBIX Mep 3almTsl HgopMaLumn

K31.6

KoHTponb 6e30TkasHOro (hyHKLIMOHUPOBAHWA TEXHUYECKUX CPEACTB, OBHapyxe-
HWE W noKanusauus oTKasoB (YHKLUOHUPOBAHUS, NPUHSTUE Mep Mo BOccTa-
HOBIIEHMIO OTKa3aBLUWX CPEACTB U UX TECTUpOBaHWe

K3W.7

MpoBeaeHWe NpoBepoK 3HaHW1 paboTHUKOB hUHAHCOBOI OpraH13aLMm B 4acTu
NpUMeHeHUs Mep 3aLluTsl MHOopMaLUK B paMKkax npolecca CUCTEMbI 3aLLUThI
UHdopMaymu

K31.8

PuKcaLmnst pesynsTaToB (CBUAETENbCTB) NPOBEAEHUS MEPONPUSTHIA MO KOHTPO-
N0 peanusayum npouecca CUCTEMBI 3aLUMTHl MHOPMaLMK, NPOBOAUMbIX B CO-
oTBeTcTBMMN ¢ MepaMun K3N.1 — K3W.7 HacTosAwelh Tabnuupl

8.4.3 Ba3oBblit COCTaB Mep KOHTPOSS MPOLecca CUCTEMbI 3aLUMTbl UHAOPMaUMK B HaCTU perucTpauum
CcoBbITWI 3aWWTbI MHGpOPMAaLMK NpuBEaAEH B Tabnuue 51.

Tabnuuya 51 — Ba3oBbiii cOCTaB Mep KOHTPONSA npoLecca CUCTEMbI 3alyuThl MHGOPMaLUK B YacTU perucTpauum
COBbITWIA 3aLUTEl MHOPMaLUK

YpoBeHb 3awuThbl
YenosHoe
o603HaueHne CogepxaHue Mep cucTeMbl 3aLUTbl MHOpMaLK nHgopmaLmn
1 HoMep Mepbl > 1
K3K.9 Pervnctpauus onepauuit no ycraHoBke u (unu) obHoeneHuto MO TexHudeckux | H T T
CPeACTB 3aLnThbl MHdOopMaLMu
K31.10 Peructpauus onepauuii no OGHOBNEHWIO CUrHATypHbIX 6a3 TexHuueckux | H T T
CPeACTB 3aLuThbl MHopMaLuK (B criydae UxX UCToSfb30BaHWUA)
K3WK.11 Pernctpauuns onepauyuii No M3MEHEHWUO MapaMeTpPoB HaCcTpoeK TexHudeckux | H T T
Mep 3aLuThl MHOpPMaLmn 1 MHOpMaLUOHHON MHDPaCTPYKTYpLI, NpegHasHa-
YeHHbIX 415 pasMeLLeHNs TEXHUYECKUX Mep 3aLuUThl UHdopMaLum
K31.12 Peructpauusa cboeB (0TKa30B) TEXHUYECKUX Mep 3aLuTbl MHGopMayuu H T T

8.5 HanpaBnenue 4 «CoBeplueHcTBOBaHUe npouecca CUCTeMbl 3aWuTbl MHpoOpMaLun»

8.5.1 eATenbHOCTL B paMKkax HanpaeneHna «CoBepLIEHCTBOBAHWUEY BbINOSIHAETCA HA OCHOBE Pe3yrib-
TaToB NPOBEAEHUS MEPONPUATUI NO OGHAPYEHUIO MHUMAEHTOB 3aLuThl MHOPMALMK U pearupoBaHUIO HA
HUX, 0BHapPY>XeHMIO HeaOCTaTKOB B 06ecneveHnn 3awmTbl MHPOPMauun B pamkax HanpasneHus «KoOHTponb»,
a TaKxe B Cry4yasx M3MeHeHUs NONUTUKN (PUHAHCOBOW OPraHU3auMmn B OTHOLLUEHUM NPUHLMNOB U NPUOPUTETOB
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B peanusauuy CUCTeMbl 3aLMTbl MHPOPMAaLIMK, LeneBbIX nokasaTenen BennYnHbl 4OMYCTUMOrO OCTaTOYHOro
onepauMoHHOro pucka (puck-anneTura).

MpumeHsiemble (DUHAHCOBOW OpraHM3auuel mMepbl B pamkax HanpaeneHust «CoBepLUEHCTBOBaHUEY
NOMmKHbI obecneunBaTh GOPMUPOBAHUE U PUKCALIMIO PELLEHUI O HEOBXOAUMOCTU BbIMOMHEHUSA KOPPEKTU-
PYIOLLMX UNN NPEBEHTUBHbIX AEUCTBUIA, B YACTHOCTU NMEPECMOTP NPUMEHSAEMbIX MEP 3aLLMTbl MHGOpMaLUK.
Mpu aTOM HenocpeacCTBEHHaA AeATENbHOCTb NO COBEPLUEHCTBOBAHUIO Npouecca 3almTbl MHpopMauumn Bbl-
MONHAETCA B pamMKax HanpasneHus «Peanusaumsa» u npu HeobxoauMMOCTU HanpasneHus «lMnaHuposaHuey.

8.5.2 Ba3oBbIli COCTAaB Mep NO COBEPLLUEHCTBOBAHUIO MPOLIECCAa CUCTEMBbI 3aLLMTbl MHGpOpMaLMu npu-
BeaeH B Tabnuue 52.

Tabnuya 52 — ba3oBbI COCTaB Mep Mo COBEPLUEHCTBOBAHUIO MpoLecca CUCTeMbI 3allUThl MHopMaLum

YcnoBsHoe YpoBeHb 3awWuThbl

o603HavueHe CopepxXaHue Mep cUCTEMbI 3aLyUTbI MHOPMaLWK WHcpopmaLm
1 HoMep Meps! 3 " 1

C3n.1 MpoBeaeHue u ukcaums pesynsraToB (CBUAETENLCTB) aHanu3a Heobxogumo- | O ©) ©)
CTW COBEPLUEHCTBOBAHUS NpoLiecca CMCTEMbI 3aLLUThl MHgOpMaLnK B criyyasix:
- oBHapyXeHUa MHUMAEHTOB 3aLuTel MHOpMaLny;

- oBHapyXeHUa HeAOCTaTKOB B paMKax KOHTPOMSA CUCTEMBI 3alUThl UHdopMma-
Luu

C3n.2 MpoBeaeHue u dukcaums pesynsraToB (CBUMAETENLCTB) aHanu3a Heobxogumo- | O 0] ©)
CTW COBEpLUEHCTBOBAHWA NpoLiecca cUCTEMbI 3aLLUTLl MHgOopMaLMK B Criyqasx
M3MEHEHWUS NOMUTUKKU PUHAHCOBOI OpraHu3aLMn B OTHOLIEHWMK:

- 0bnacTi npuMeHeHWs npoLiecca CMCTEMbI 3aLUMThl UHOpMaLmK,

- OCHOBHBIX MPUHLMMOB W NMPUOPUTETOB B peanuaauuy npouecca cUCTEMb! 3a-
LWUTEl MHpopMaLnu;

- LerneBblX NokasaTenei BenuyYnHbl 4ONYyCTUMOrO OCTATOYHOIO ONepaLMoOHHOro
pucka (puck-anneTuTa), cBA3aHHoro ¢ obecneveHneM 6esonacHocTu UHGopma-
Lmu

C3K1.3 MpoBegeHne n dukcauua pe3ynsraToB (CBUAETENBCTB) aHanu3a Heobxogumo- | O O @)
CTMN COBEPLLUEHCTBOBAHMA NpoLiecca CUCTEMbI 3aLnThl UHGOPMaLMK B cryYasx:
- usMeHeHuit TpeboBaHWi K 3aLUTe MHOPMaLMK, ONpedeneHHbIX NpaBunamm
NNaTeXHOM CUCTEMBI*;

- U3MEeHeHWIn, BHECEHHbLIX B 3aKoHoAaTenbCcTBO Poccuiickoit epepauum, B ToM
yncrie HopmaTuBHbIe akTbl BaHka Poccun

c3n.4 dukcalus pelleHnidi o NpoBeAeHUN coBepLUeHCTBOBaHUA npouecca cucteMsl | O @) @)
3aLMThl UHOPMALIUN B BULE KOPPEKTUPYIOLLUX UM MPEBEHTUBHLIX AeACTBWIA,
Hanpumep:

- nepecMoTp obnacTu NPUMeEHeHUs npoLecca CUCTeMbI 3aLLUTel MHdopMaLmy,;
- NepecMoTp cocTaBa W CoAepXaHUA OpraHU3aLMOHHBLIX Mep 3alyuTel MHAOP-
MaLuK, NPUMeHsieMbIX B paMKax npouecca CUCTeMbl 3alyuThl MHgopMaLmy,;

- NepecMoTp CoCTaBa TEXHUYECKUX Mep 3alluThl UHOPMaLUK, NPUMEHSEMBIX
B paMKax npoLecca cMCTEMBI 3aLUThl UHOpMaLUK

* anIMeHHeTCFI TONBKO ANA YYaCTHUKOB NiaTeXHbIX CUCTEM.

9 TpeboBaHMA K 3awnTe NHpopMaLMn Ha 3Tanax XU3HEeHHOro uukna
aBTOMaTU3NPOBAHHbLIX CUCTEM U NPUSIOKEHUN

9.1 Hactosiwmint pazgen ycraHaBnuBaeT TpebOOBaHUS K COAepXaHWUKO 6a30BOro cocrtaBa Mep 3auuThbl
MHAOPMAaLIMK HA 3Tanax >XM3HEeHHOTo uukna AC 1 NPUIoXeHWn, SKCNNyaTupyemMbIX B pamkax npeaoctaBneHust
O13HEeC-NPoLIECCOB U (MNN) TEXHOMOTMYECKMX MPOLECCOB (PUHAHCOBON OpraHu3auuu (qanee npu COBMECTHOM
ynoMmuHaHun — AC).

9.2 leATenbHOCTb MO 3awuTe MHGOpPMaLMK HA CTaAUAX XUSHEHHOro uukna AC gomkHa peanu3oBbl-
BaTbCA MyTEM:

- pasMmeLleHmsa KoMnoHeHToB AC B 3aLUMLLEHHOW MHAPOPMALMOHHON MHAPACTPYKTYPE, ANS KOTOPOW Ha
CUCTEMHbIX YPOBHAX peanu3oBaHbl NMPOLECChl CUCTEMbI 3aLmUThl MHAPOPMaLUK, onpeaeneHHble B pasaene 7
HaCTOSALLEro cTaHdapTa;
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- co3gaHna n obecnevyeHns NPUMEHEHUst CUCTEMBI 3aLUTbl MHAPOPMAaLMK AN KOHKpeTHoW AC, peanu-
3yIOLEN OTAENbHbIE AOMOMHUTENBHBLIE (MO OTHOLUEHUIO K TpeOoBaHUAM pasfaena 8 HacTosAWero craHaapra)
yHKUMK 3awmTbl nHpopmauyumn ana AC, He peanna3oBaHHbIe HA8 CUCTEMHbBIX YPOBHSIX.

9.3 MNpumeHaemble MUHAHCOBOW OpraHu3auMein Mmepbl Ha dTanax XXU3HEeHHOro uyukna AC gOmKHbl 0be-
cnevnBaTh:

- onpeaeneHue cocrtasa Mep 3awuTbl MHpOpMaumm, peanusyembix B AC (Mep CUCTEMbI 3aLUUTbI UH-
dopmauun AC);

- OOMMKHOE NPUMEHEHME U KOHTPOMb NPUMEHEHNS MepP CUCTEMBI 3aLUUTbl MHpopmauumn AC;

- KOHTPONb OTCYTCTBUA YA3BUMOCTEN 3aLuUThl MHhopmauuu B npuknagHom MO AC n nHopmaLMOHHOW
MHPAaCTPYKTYpe, NpegHasHa4YeHHon Ans pasmeLueHus AC;

- KOHhuaeHUMansHOCTb 3almLiaemMon nHpopmaluu.

MpuMmevyaHne — PekomeHaauum no obecnedeHnto nHbopMaLMoHHOW 6e30NacHOCTM Ha CTaf sAX XU3HEHHOrO
yukna AC npueegeHsl B [18].

9.4 Cnocofbl peanusauum Mep 3aluTbl MHAOPMaUUM Ha dTanax XU3HeHHoro yukna AC B tabnuuax
pasgena 9 HacTosAwero craHaapta 0603HaYeHsbl, Kak B 7.1.6.

9.5 Ba3soBbIi coCTaB Mep 3alnTbl MHOpMaUMKn Ha stane «CosgaHue (MoaepHusauusi) AC» npuseaeH
B Tabnuue 53.

Tabnuya 53 — Ba3oBblil cocTaB Mep 3alluTsl MHdopMaLmMu Ha aTane «CosgaHue (MogepHusauus) AC»

YcnoBHoe YpoBeHb 3awuthbl

0603HaueHne CopepxXaHne Mep CUCTeMbl 3aLLUTLI MHGOPMaLN WHpOpMaLK
1 HoMep Mepbl " " 1

KL [JokymeHTapHoe ornpefeneHne nepevHa sawuiaemon uigpopmayum, nnanupy- | O o 0]
emoi k obpaboTke B AC

K2 [okymeHTapHoe onpefeneHne coctasa (C ykasaHWeM COOTBETCTBUA Hactos- | O @) ©)
LeMy cTaHpapTy) U coaepXaHUsa Mep cucTeMbl 3aluTel uHdopmauum AC
(dbyHKUMOHaANBbHO-TEXHUYECKUX TpeboBaHuii K cucTeMe 3awWuTbl UHDOpMa-
yumn AC)

HKL.3 [lokyMeHTapHoe onpefeneHne B NPOEeKTHON U aKcnnyaTaumoHHon AoKyMeHTa- | O O O
LMK Ha cuctemy 3aluThl UHpopMauumn AC:

- cocTaBa M nopsiika NpMMeHeHNs1 TEXHUYECKMX U (MNN) OpraHn3aLMOHHBLIX Mep
CUCTEeMbI 3alLmTLI MHdopMauuu AC,

- MapameTpoB HACTPOEK TEXHUYECKUX Mep CUCTEMbI 3aluUThl nHdopmaumun AC
M KOMMOHEHTOB MH(POPMALMOHHOW WHAPACTPYKTYphl, NpefHa3Ha4YeHHbIX ANS
pa3MeLLeHUs YKasaHHbIX TEXHUYECKUX mep*

KL.4 Peanusauus ynpaeneHus Bepcusimu (cbopkamu) U usmeHeHusiMu cosgasae- | H @) @)
Moro (MoiepHU3MpPYEMOro), B TOM Yucne Tectupyemoro, npuknagHoro MO AC,
OCYLLECTBNSAEMOro AN Lienu:

- KOHTpons peanu3auun yHKLUA 3aLMThl MHOpMaLMK B onpeAeneHHo Bep-
cum (cbopke) npuknagHoro INO;

- NPUHATUA Mep, NPenATCTBYIOLMX HeCaHKLMOHUPOBAaHHOMY BHECEHUIO U3Me-
HeHuiA B Bepcum (cbopku) npuknagHoro NO

HKL.5 Wcnonb3osaHue (KOHTPOsb UCMOMb30BaHWUA) CErMEeHTOB pa3paboTku u Tectupo- | H ®) 0]
BaHuW4, BbiJ€NEHHBIX B COOTBETCTBUM ¢ Mepoil CM3.6 Tabnuuybl 13, npu cosga-
HUK (MoZepHU3aLuu), BKIowasa TectupoBaHue, AC

HKL.6 KoHTponk npepocTtaBneHus n obecneyeHne pasrpaHuieHns goctynas cermen- [ O O O
Tax pa3paboTkn U TecTupoBaHusi

HKLU.7 Peanusauus sanpeTta ucnonb3oBaHus 3allmiaeMon nHgpopmauum B cermenTax | O ®) ©)
pa3paboTkn n TecTUpoBaHnsT™

KL.8 MpumeHenune npuknagHoro MO AC, cepTUdULUUPOBAHHOrO Ha COOTBETCTBUE H @) @)
TpeboBaHuAM Mo 6esonacHocTU MHOpMaLUK, BKTtovaa TpebosBaHWA No aHanm-
3Y YA3BUMOCTEMN U KOHTPOIIO OTCYTCTBUA HEeAleKNnapupoBaHHbIX BO3MOXHOCTEN,
B COOTBETCTBUM C 3aKOHOAaTeNbCTBOM Poccuiickoil deaepayun unv B oTHOLE-
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LMW Ha cUCTeMy 3aLyuThl MHopmauun AC*4

- cocTaBa W nopsgka NPUMEHEHUA KNUeHTamun (UHAHCOBOW opraHu3aLum
npuknagHoro MO un (MUNKN) TEXHUYECKUX U (UNKU) OpraHU3aLMOHHBLIX MEP 3alLly-
Tbl MHOPMaLMK (fanee NpU COBMECTHOM YNOMUHaAHWUKU — KITUEHTCKUE KOM-
MOHEHTbI);

- NapameTpoB HaCTPOEK KIMEHTCKUX KOMMOHEHTOB M WH(OPMALMOHHOW WH-
dpacTpyKTypbl KIUEHTOB ¢PUHAHCOBOW opraHu3auuu, npefHasHavyeHHOW Ans
pasMeLLeHNs KNMEeHTCKUX KOMNOHEHTOB,

- onucaHus Mep nNo 06ecneveHno UCNONb30BaHUS KITMEHTOM ONpPeAeneHHbIX
JoBepeHHbIX Bepcuit (cbopok) npuknagHoro MO

VenoBHoe YpoBeHb 3aLuTbl
o6osHaveHue CogepxaHue Mep cucTeMbl 3aLyuThl UHpopMaLm WHopMaumn
1 HoMep Mepbl 2 1
HKL.8 HUW KOTOpbIX MpoBefeH aHanua yassuMMocTel no TpeboBaHUAM K oLeHodHo- | H o ©)
MY YPOBHIO foBepus He Huxe Yyem OY[] 4 B cooTBeTCcTBUK ¢ TpeboBaHMAMU
MOCT P MCO/MBK 15408-3***
HKL.9 KoHTponb (TecTupoBaHWe) MOSHOTbl peanusauuu Mep CUCTEMbl 3aluTthl UH- | O 0] @)
dopmayuun AC (pyHKUMOHANBHO-TEXHUYECKMX TpeboBaHUiA K cCUCTEME 3aLLUUTLI
uHdpopmauun AC)
KU.10 Mposegerne mogepHusauuu AC npu nsameHeHun TpeboBaHuil K coctaBy u co- | O 0] @)
JepXaHuo Mep cucTeMbl 3awmTsl Hdopmauun AC (PyHKLMOHANbHO-TEXHUYe-
ckue TpeboBaHuii K cucTeMe 3awuTel Hopmauumn AC)
KL 11 [okyMeHTapHoe onpefeneHne B NPOEKTHON| U aKcnnyaTaunoHHoN AokymeHTa- | O O] @)

* MNapaMeTpbl HACTPOEK KOMNOHEHTOB UHGOPMALMOHHON MHPaCTPYKTYPbI, NpeAHasHa4YeHHbIX AN pasMeLleHuns
TEeXHWYECKUX Mep 3alUuThl MHopMaLumnK, ONPeAensaloTeA B criyyae Heobxo4UMOCTH.

** 3a ucknodeHneM KoHUrypauuoHHoW nHdopmauum, onpeaensiiolleil napametpsl pabotsl AC.

¥ B cny4vasx, npegycMOTpEeHHbIX HOpMaTUBHbIMU akTamu BaHka Poccuu, u (Mnu) ecnu B COOTBETCTBUU € MOAe-
nbto Yrpo3 n HapyluTenei 6esonacHocT MHopMaLn hUHAHCOBOW OpraHU3aLun, Yrpo3bl, CBA3aHHbIE C HanMM4MeM
YA3BUMOCTEN U HefeknanupoBaHHbIX BO3MOXHOCTeNR B npuknagHom MO AC, NnpusHaHbl akTyanbHbIMU.

*4 [NokyMeHTapHoe onpefeneHne B COOTBETCTBMM C Mepoit XKL|. 11 BLINONHAETCA B cnydYae HeoBXoaUMOCTH.

9.6 Ba3sosblii cocTaB Mep 3awmTbl MHopMauun Ha atane «Beoa B akcnnyataumio AC» npuBeaeH B

Tabnuue 54.

Tabnwuya 54 — ba3oBbIii cocTaB Mep 3aluThl MHpopMauun Ha sTane «Beog B akcnnyaTayuto AC»

VenoBHoe YpoBeHb 3aLuThbl
0603HaueHe CoaepxaHue Mep cUCTEMb! 3aLUTL! UHGOPMaL1 e
1 HOMep Mepbl 3 | 5 | 1
KL 12 Pa3amelyeHne n HacTpoiika (KOHpUrypupoBaHue) TEXHUYECKNX Mep CUCTEMBI O @) @)
3alWmThl MHpopmaumn AC B MHOPMaLMOHHOW UHpaCcTpyKType, Ucnonbaye-
MOW AN HenocpefCcTBEHHOW peanusauwn GUsHec-npoLEccoB UK TEXHONO-
rmyeckunx npoueccoB PUHAHCOBOW opraHusauuu (ganee — NPOMBbIWNEHHaNA
cpefia), B COOTBETCTBUW C MONOXEHUSAMU NPOESKTHOW U 3KCNNyaTaLUOHHOW Ao-
KyMeHTaLum
KU.13 KoHTponb (TecTupoBaHue) MOMHOTEl peanusauun Mep CUCTeMbl 3awuThl UH- [ O @] @)
dopmaumun AC (dyHKLMOHaNbHO-TEXHNYecKknX TpeboBaHuii K cucTeme 3aluThl
uHpopmMaummn AC) B NpoMbILLNEHHONW cpefe
KL 14 Peanunaauus koHTpons 3awuiieHHocT AC, BKtoYatoLLero®: H o) 0]
- TeCTUpOBaHWe Ha NPOHUKHOBEHNE;
- aHanus ysa3sBMMOCTel cucTeMbl 3aluTbl UHopMauum AC U MHPOPMaLMOH-
HOM UHpPaCTPYKTYpbl MPOMBILLIIEHHOR cpefbl

* Mo pelleHnto puHaHCOBOW opraHusaunu npu MoaepHusaLum AC NpoBOAUTCA KOHTPOMb 3alUMLEHHOCTU TONBKO
3MeMeHTOB MHOPMaLMOHHOW MHPPACTPYKTYpPLI, NOABEPIrHYTLIX MOAEPHU3ALMN.

51




FOCT P 57580.1—2017

9.7 ba3oBblit COCTaB Mep 3awmTbl UH(popMaLum Ha atane «3Jkcnnyarauus (conpooxaeHue) AC» npu-
BeaeH B Tabnuue 55.

Tabnuya 55— BGa3oBLIi cOCTaB Mep 3aluUTLl MHOpMaLMK Ha aTane «Skcniyatauusi (conpoBoxaeHue) AC»

YpoBeHb 3alyuTbl

YcnosHoe
WHopmaLum

06o3HaueHue CopepxaHue Mep cUCTeMbI 3aLYUTLI MHGOPMALK
1 HOMep Mepbl 3 5 1

Ku.15 Peanusauua KOHTpomns sKkcnnyaTayunM TEXHUYECKMX Mep CUCTEMbI 3aluThl UH- | O ®) 6]
dopmarumn AC B COOTBETCTBUU C NOIOXKEHUAMU NPOEKTHOW U 3KCIyaTaLumoH-
HOI JOKYMEHTaLMK, BKNIOHatoLWero:

- KOHTPOfb (haKTUYECKOro pasMeLLeHns TEXHUYECKUX Mep 3alLMThbl B NPOMBILL-
JIeHHO# cpefe;

- KOHTPOIb (pakTuyeckux NapaMeTpoB HAaCTPOEK TEXHUYECKMX Mep 3aLLuUThbl UH-
hopMauumn 1 UHPOPMAaLMOHHON MHPACTPYKTYpPhI, NpefHa3Ha4eHHOoN Ans pa3-
MEeLLeHNA TEXHUYECKUX Mep 3aLuThl MHopMaLum

KU.16 Peanusaunsa KOHTPONA NPUMEHEHNS Mep cUCTEMbI 3aluThl MHopmaumn AC ©) 0] ©)

K17 HasHavyeHne 1 peanusauns KOHTPONs AEATENbHOCTU UL, OTBETCTBEHHbIX 3a [ O 0] (@)
3KkcnnyaTayuto (ConpoBoXAeHNE) cUCTeMBI 3aLuTLl MHopMmaLun AC

KLU.18 ObecneveHne BO3MOXHOCTU COMPOBOXAEHUSI TEXHUUECKUX Mep cucTembl 3a- | H 0] @)
WuTHl MHpopmMauumn AC B TeueHMe BCEro cpoka Ux UCMornb30BaHNS

KL.19 ObecneveHne [JOCTYNHOCTU TEXHUYECKUX Mep CUCTEMBI 3aLuThl UHgopmauum | H H T
AC:

- NPUMEHEeHWe OTKa30YCTONUYMNBLIX TEXHUYECKUX Mep;

- pesepBupoBaHMe TexHu4ecknx cpeacts AC, HeobxoauMbIX AN hYHKLMOHU-
poBaHnsA TEXHUYECKUX Mep;

- OCYLLEeCTBMIeHNEe KOHTPONA 6e30TKa3Horo (yHKLIMOHNPOBAHUS TEXHUYECKUX
Mep;

- NPUHATUE pernameHTUPOBaHHbLIX Mep Mo BOCCTaHOBMNEHWUIO OTKa3aBLUMUX TeX-
HUYECKUX Mep 1 TexHu4eckux cpeacts AC, HeobXxoguMbIX AN UX PYHKLMOHN-
poBaHusi

»KLU.20 Peanusauus npoBefeHUs eXerogHoro KoHTpons sawmiieHHoctn AC, Bkntoda- | H @) @)
roLero:

- TecTUpoBaHWe Ha NPOHUKHOBEHMWE;

- aHanu3 yasBMMOCTel cucTeMbl 3awuTbl nHdopMauum AC 1 MHOpMaLMOH-
HOW WUHpPaCTPYKTYpPbl MPOMBILLNIEHHON cpefbl

Ku.21 ObecneyeHne onepaTMBHOMO YCTPaHeHWS BbISBIIEHHLIX YA3BUMOCTEW 3alyuThl o @) @)
uHopmaumu AC, BKIoYasa yA3BUMOCTK NpuknagHoro MO

K22 Peructpauua BHeceHUsi uaMeHeHuid B AC, Bkntodas o6HoBRneHne npuknagHoro H o @)

KLL.23 Pernctpauus onepauuii N0 MU3MEHEHUIO NapamMeTpoB HACTPOeK TexHudeckux | O T T
Mep cucTembl 3awuTel MHopmauum AC

HKL.24 Peanusauus KOHTpons B cerMeHTax pa3paboTku U TECTUPOBaHNSA KOPPEKTHOCTM H (@) @)
YHKLMOHMPOBaHNA CUCTEM 3aLnThbl MHdopMauum AC nocrne BHeCeHWS n3Me-
HeHuli B AC, Bkntodasd obHoBneHus npuknagHoro MO

KL.25 Peanusayus ynpaenerus Bepcuamu (cbopkamm) 1 U3BMEHEHUSAMUN NPUKNagHoro H @) 0o
MO npu ero o6HoBNEHUM (MofUdMKaLUK)

9.8 ba30BbIii COCTAB Mep 3awuTbl MHPOPMAaLMKM Ha atane «3kcnnyaTaunsa (CONPOBOXIEHUE) U CHATUE
¢ akennyarauum AC» npusegeH B Tabnuue 56.
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Tabnuuya 56 — Ba3oBbIil coCTaB Mep 3alUTLl MHOPMaLMK Ha aTane «KernyaTaums (CONpoBOXLEHNE) N CHATUE C
aKkcnnyatalum AC»

YcnosHoe Vmo:egb;:m;;bi
o6osHaveHue CogepxaHue Mep cucTembl 3aLLuTbl MHoOpMaLK popmay
1 HOMep Mepbi 3 | 2 | 1
KLU.26 MpuHATME Mep no obecneveHuto 3aluThl MHOPMaLMK OT HecaHKUMoHUpoBaH- [ O 0] ®)
HOro KONUPOBaHWA N pacnpocTpaHeHus
K27 ObecneveHune 3aluTbl pe3epBHLIX KOMUIA 3aLumLLaeMoin MHgpopmalum H 0] 6]
KLU.28 Peanusauna KOHTPONA YHUYTOXEHUA 3alyuLiaeMoil uHdopmauun B cnyvasx, H ©) o
Koraa ykasaHHas uHdopmMauns Gonblue He UCMONB3YETCH, B TOM YUCne cogep-
Xalyencs B apxusax, ¢ npumeHeHnem mep NYN.23 — MNYWN.26 tabnuye 31
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MpunoxeHue A
(cnpaBouHoe)

OcHOBHbIe NONOXeHus 6a30BOI Moaenu yrpos
U HapywuTenen 6e3onacHOCTU MHgopMaLumn

A.1 OcHoBoll ang peanuaaumn GUHaHCOBOI opraHusaLuein CUCTEMbI 3aLLuTLl MHOpMaLMK ABNstoTeA padpaboTaH-
Hble W yTBEPXAEHHbIE MOAENN Yrpo3 1 HapyLunTenei 6e30nacHOCTV MHopMaLuy.

CTeneHb geTanu3auuu COAEPXMMOro MoAenei yrpos U HapylunTenen 6esonacHocTU MHpOpPMaLMM MOXeET BbiTb
pasnuyHa v onpefensaeTcs peanbHeIMWU NOTPEBHOCTAMM (OUHAHCOBOW OpraHu3aLuu.

A.2 Mogenw yrpo3 u HapyLumTenei 6e3onacHocT NHOPMaLMM HOCAT NPOrHO3HLIA XapaKTep n paspabaTsiBatoTca
Ha OCHOBE OMbITa, 3HaHWI 1 NPaKTUKKN (PMHAHCOBOW OpraHusaLun. Yem TouHee cAenaH NporHo3 B OTHOLLEHWUM aKTyanbHbIX
Ans uHaHCOBON opraHusauumn yrpo3 6esonacHocTu WHOPMaUWK, TeM afekBaTHee U apdekTreHee ByayT nnaHupy-
eMble U NpeanpuHUMaemele yeunusa no obecneveHuio Tpebyemoro YpoBHS 3aluThl MHOpMauuun. MNpu sTom crnegyeT
YUYUTBIBATbL, YTO CO BPEMEHEM Yrpo3bl, MX UCTOYHUKU U COMYTCTBYOLLME PUCKU MOTYT M3MEHATLCA. [103TOMY MOAENu yrpos
W HapyLlnTenein 6e3onacHoOCT UHpOpMaLK cnefyeT Nepuoandeckn nepecMaTpueaTs, A8 Yero B PUHaHCOBOW OpraHu-
3aLuMK AOMKHbI ObITb YCTaHOBEHBI W BLINOMHATECSA NPOLEAY Pkl PErynsapHoro aHanusa Heobxog4MMOCTH MX nepecMoTpa.

A.3 B crny4yae oTCyTCTBUS ¥ (PUHAHCOBOI opraHusauuu noteHumMana, Heo6Xo4UMOro ANsl CaMOCTOSTENLHOW pas-
paboTku Moaenei yrpo3 n HapyLuuTeneil 6esonacHocTn HgopMaLmK, ykazaHHbele MOAENU PEKOMEHAYETCA COCTaBAATb C
npuBneYeHneM CTOPOHHUX opraHu3aLuii, obnagarLmx HeoBXoAMMbIM OMbITOM, 3HAHUAMU N KOMNETEHLMEN.

Mpu pa3paboTke Mogeneit yrpo3 u HapyLuuTeneil 6esonacHocT MHOpMaLm HeobXoAUMO YUMTLIBATb, YTO U3 BCEX
BO3MOXHbIX 06LEKTOB aTaK ¢ Hanbosblueil BEpOATHOCTLIO HapyLLUUTENb BuibepeT Hanbonee cnabo KOHTponNUpyeMslit, rae
ero feATenbHoCTb OyaeT ocTaBaTbCd HeoOHapy>XeHHOW MaKkcumanbHo Aonro. [osToMy Bce KpUTUYECKMe onepauuu B
paMmkax GM3Hec-NPOLIeCCoB U TEXHOMOMMYECKUX NpoLieccos (PUHAHCOBOI opraHusaLmu, e ocylectenseTca noboe B3a-
uMogeiicTBMe cyOLEeKTOB AocTyna ¢ obbekTaMu MHopMaTu3aLum, AOrKHL 0COBEHHO TLLATENBHO KOHTPONMPOBATLCS.

A4 Ha kaxgoM u3 ypoBHel UHGOpMaLMOHHOW UHGPaCTPYKTYphl, onpeaeneHHbix B 6.2 HacTosLero ctaHgapTa,
aKTyarbHble yrpo3bl 6e30nacHOCTU MHGOPMaLMKU U UX UCTOMHUKW SBMSAIOTCH PasnyHbIMK.

OpfHoii 13 OCHOBHBIX Lieneit anoymbllLneHHuKa sBnsaetca ocyuecternedme HC kK uHpopMaLMoHHbIM pecypcamM Ha
ypoBHe AC 1 NpUMOXEHWIA, SKCNNyaTMpyeMbIX B paMKkax BU3Hec-NpoLieccoB UM TEXHONOMMYECKUX NpoLeccoB dpuHaHco-
BOVA opraHusauum, 4to Bonee ahHeKTUBHO AN INOYMBIWIEHHUKA U onacHee ANnst puHaHCOBOI opraHu3aumu, 4eM ocy-
WecTeneHne HC Yepes nHble ypoBHHU, TpebytoLero cneuuduydeckux sHaHuin, pecypcoB U BpEMEHU.

Llenblo 3noyMbiLlLNEHHUKA Takke MOXET ABNATLCA HapylUeHUe HenpepbiBHOCTU NpefocTaBneHns (UHaAHCOBBLIX
YCNyr, OCYLLEeCTBNeHNs GU3Hec-NPoLeccCoB UMN TEXHONOMNYECKUX NpoLeccoB PUHAHCOBOI opraHU3aLmK, HanpuMep no-
CPEeACTBOM pacrnpocTpaHeHUss BPEAOHOCHOrO KoAa, LeneHanpaBneHHbIX KOMNbIOTEPHBIX aTtak MW HapylleHus npasun
3Kcnnyarauumn Ha ypoBHe annapaTHoro obecrneqeHus.

A.5 OCHOBHBIMW TUMAMW UCTOUHWKOB Yrpo3 6ezonacHOCTU MHGOPMAaLIMKU SBNAIOTCS:

- HebnaronpusaTHbIE COBBITUA TEXHOrEHHOIO XapaKkTepa;

- cbou 1 oTKasbl B paboTe 06BLEKTOB W (UNK) pecypcoB JOCTYNa;

- 3aBUCUMMOCTbL MpPOLECCOB 3KcrnyaTaLum o6bekToB MHGOPMaTU3aLMu OT UHOCTPaHHLIX MOCTaBLUUKOB UMK Mpo-
BalgepoB ycnyr;

- BHYTPeHHWe HapywmnTenn 6e3onacHocT UHdopMaLMn — nuua, B TOM Yucne paboTHUKM (DUHAHCOBOIA opraHu-
3auun U pabOoTHUKM MOAPSAHLIX OpraHusaLuuii, peanusylolue yrposbl 6e3onacHOCTM UHGOPMaLMKU C UCTONb30BaHUEM
neransHO NpefocTaBneHHbIX UM Npas fOrM4eckoro Uy pusnmyeckoro JocTyna;

- BHelUHUWe HapyluuTenu 6esonacHocT MHopMaLmmM — nuua, B TOM Yncne paboTHUKKM brHaHCOBOI opraHu3auum,
peanuaytoLue yrposbl 6esonacHocT MHgopmMaLun 6e3 Mcnorb3oBaHUA NeranbHoO NpefocTaBeHHbIX NpaB JIorn4eckoro
Unn man4ecKoro JocTyna, a Takke cybbekThl, He sBnstowuecs paboTHUkaMmn pmHaHCOBOW opraHu3aLuu, peanusyloLme
LieneHanpasneHHble KOMMbIOTEPHbIE aTaku, B TOM YACRe ¢ Lensio MYHoro oboralleHnss unm 6nokupoBaHus LITaTHOro
PYHKLMOHNPOBAHUA BU3HEC-NPOLIECCOB UMK TEXHOMOMMYECKUX NpoLieccoB (hHaHCOBOW OpraHU3aLymi.

A.6 K 4yneny nanbonee akTyanbHbIX UCTOMHUKOB Yrpo3 Ha ypoBHe annaparHoro obecnevyeHusi, ypoBHe CETeBOro
060pyAoBaHNsA U YPOBHE CETEBLIX MPUSIOXKEHUIA U CEPBUCOB OTHOCATCA CreAyoLLpe:

- cbou u oTkaskl B paboTe 06bEKTOB LOCTYNA;

- BHYTPeHHWe HapywwunTenu 6e3onacHoCTW MHopMaLun [aKcrnnyaTaLuoHHbIA, BCMOMOraTernbHbBIW (TEXHUYECKUIA)
nepcoHan), ocyLlecTenaALMe LeneHanpaeneHHoe AeCTPYKTUBHOE BO3eCTBNE Ha 0ObeKTEl JOCTYNa,;

- 3aBMCUMOCTb MPOLIECCOB SKCMnyaTauun obbekToB JOCTyna OT MHOCTPaHHbLIX MOCTaBLUMKOB WKW npoBaiigepos
yenyr;

- BHELUHWe HapywwnTenu 6e3onacHocTu MHdopmaLumn, obnagatolue 3HaHUSMWU O BO3MOXHBIX YA3BMMOCTAX 3ally-
Tbl MHbOpMaLuK;

- BHelUHWe HapymuTenu 6e3onacHoCcTM MHdopmaLumn, opraHuaytowme DoS, DDoS v uHble BUABI KOMMBIOTEPHBIX
arak;
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- KOMOGMHMPOBAHHbLIE UCTOMHUKU Yrpo3: BHELUHUE U BHYTPEHHUE HapylumTenu 6esonacHoCTU WHOpMaUuu, aeit-
CTBYIOLLiME COBMECTHO U (MUNKN) COrMacoBaHHO.

A.7 K 4yucny Hanbonee aktyanbHbIX UCTOYHUKOB Yrpo3 Ha YPOBHE CEpPBEPHLIX KOMMOHEHTOB BUPTYanusaumu, npo-
rPaMMHbIX MH(PPaCTPYKTYPHBIX CEPBUCOB, ONEPaLMOHHBLIX CUCTEM, CUCTEM ynpaBreHust 6asaMu AaHHbIX U cepBepoB NpuU-
NOXEHUI OTHOCATCA cneayoLwue:

- BHYTPEHHWe HapyluTenm 6esonacHocT UHGOpMaLMK (3KCNyaTaLMOHHbIA NepcoHan), oCyLLECTBRSIOWME Liene-
HanpaeneHHble JeCTPYKTUBHBIE BO3/1€CTBMS Ha pecypchl A0CTYNa,

- BHYTPeHHWe HapywuTenu 6e3onacHocTU UHGOpMaLMKU (IKCTyaTaUMOHHLIA NepcoHarn), peanusyiolme yrposbl
6e3onacHOCTU MHPOPMaLMK C MCMONb30BaHNEM FeranbHO NPefoCcTaBlNeHHbIX NPaB JTOrMYECKOro JOCTyNa;

- cbou u oTkasbl B pabote INO;

- 3aBUCUMOCTb MpPOLIeCCcoB 3KcnyaTauumn pecypcoB goctyna, MO oT MHOCTPaHHbLIX NOCTaBLYMKOB UMM NpoBaiae-
POB yCryT;

- BHELUHWe HapylunTenu Be3onacHocTW MHdopMaLum, obnagatowme 3HaHUSMU O BO3MOXHBIX YA3BUMOCTSIX 3allu-
Tl MHpOPpMaLUK;

- KOMBUHUPOBaHHLIE UCTOMHWKM Yrpo3: BHELUHWE W BHYTPEeHHWE HapylwuTenu 6e3onacHocTW MHOpMaumKn, fei-
CTBYIOLLME B CrOBOpE.

A.8 K uncny Hanbonee akTyanbHbIX MCTOYHUKOB Yrpo3 Ha ypoBHe AC U NpUNOXEHWUI, aKCIyaTUpyemblX B pamkax
6GU3HeC-NPOLIECCOB N TEXHONOTMYECKUX NPOLIECCOB (DMHAHCOBOW OpraHW3aLmK, OTHOCATCA cnegyloLme:

- BHYTPeHHWe HapywmnTenu 6e3onacHocTh HgopMaLmm (NMonb3oBaTenu U SKCnyaTaunoHHbIi nepcoHan AC 1 npu-
NOXeHUI), peanuaytoLue yrpossl 6e3onacHocTi MHPopMaLMK ¢ UCNoNb3oBaHUeM NeranbHO NpegoCcTaBeHHbIX Npas no-
rMyeckoro Joctyna;

- BHelUHWe HapywuTenu 6e3onacHoCcTU UHdopMaLumn, obnagjaroLive 3HaHUAMU O BOIMOXHBIX YA3BUMOCTAX 3aLLy-
Thbl UHPOPMALUY;

- 3aBMCUMOCTL NpoueccoB akcnnyatauun AC W NPUNOXEHUA OT MHOCTPaHHLIX NOCTaBLYUKOB MNW NpoBanjepoB
yenyr,

- KOMBUHUPOBaHHLIE UCTOMHWKW Yrpo3: BHELLHWE U BHYTPeHHWe HapylwuTenu 6e3onacHOCTU WHOpMaUuK, Aeii-
CTBYIOLME B CTOBOpE.

A.9 HanbonbluMMK BO3MOXHOCTAMU ANA HaHeceHWs ywepba dpuHaHcoBOW opraHulauun obnagatot ee cobCTBEH-
Hble paboTHWKW. B aToM cnydae cogepxaHuem AesTeNIbHOCTU HapyLWUTeNa ABNAETCA NpAMOe HeleneBoe UCMonNb3oBaHne
NpeaoCcTaBnNeHHLIX NpaB pUan4eckoro U (Unu) norudeckoro goctyna. Mpu 3ToM oH ByAeT CTPEMUTLCA K COKPLITUIO CNeAoB
CBOEW [ esATeNbHOCTU.

BHelwHWA HapywmTenb 6e3onacHoCcTu MHgopMaLMK, Kak NpaBuno, MMeeT coobLyHnKa (COOBLLHUKOB) BHYTPU du-
HaHCcOBOW opraHusauuu. Mpu ycrnosum formkHoro cobniogeHus TpeboBaHmii k 3aWwuTe MHOpMaLMm, B TOM YKcne Tpe-
6oBaHuii K cogepxaHuto 6a30BOro coctaBa, COCTaBy Mep 3allnTbl MHPOPMALUK, YCTaHOBNEHHLIX HACTOSALLMM CTaHAap-
ToM, cobnogeHuns npuHUmMna «3HaTb cBoero paboTHMKa», peannsalus yrpo3 BHELULHUMWU HapyLLUTensmmu 6e3onacHocTy
WHdopMaLK, AEUCTBYIOLWUMN CaMOCTOATENbHO, 6e3 coy4yacTHUKOB BHYTPU pUHAHCOBOIN OpraHn3aLyun, 3HaYMTeNbHO
3aTpyaHeHa.
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MpunoxeHune b
(cnpaBouHoe)

CocTaB u coaepxaHue OpraHU3aLMOHHbLIX Mep,
CBA3aHHbIX ¢ 0OPaboTKOI (PMHAHCOBOM OpPraHn3auunen NepcoHaribHbIX AaHHbIX

B.1 Llenn o6pa6oTku MOH fonmKHbI 6bITb JOKYMEHTarnbHO YCTaHOBIEHbI U YTBEPX/AEHbI PYKOBOACTBOM hmHaHCOBOM
opraHusauuu.

B.2 B ¢pmHaHcoBoI opraHu3aLum fomkHa 6bITb ycTaHoBNeHa Heo6X0AMMOCTb OCYLLIECTBIEHUS YBE,OMIIEHNUA ynon-
HOMO4YeHHOro opraHa no 3awuTte npas cybbekToB MIH 06 0bpabotke MN[IH n opraHu3oBaHa [eATENLHOCTL MO CBOEBpE-
MEHHOMY HanpaBfieHUIO YKa3aHHOro YBeJJOMIEHNUS B COOTBETCTBUU € TpeboBaHUAMM [8].

B.3 B douHaHcoBoOI opraHm3auum JomkHbl 66Tk ycTaHoBINEHb! KpuTepum oTHeceHUst AC K MUHPOpMaLMOHHBIM cUCTe-
MaM nepcoHanbHbIX AaHHbIX (UCI1OH).

B.4 B dvHaHCOBOI opraHusauuM AOMKHbI ObiTb ONpeAeneHsl, BLINOMHATLCA, PEMMCTPUPOBATLCA U KOHTPONUpPO-
BaTbCA NpoLeaypel y4eta pecypcos [MH, B ToMm uucne ydeta ACT1OH.

Ons kaxgoro pecypca MNAOH gonmkHo BbiTb obecneveHo:

- ycTaHoBrneHwe uenu obpabotku MNOH;

- ycTaHoBrneHue u cobniogeHune cpokoB xpaHeHus MNOH n ycnoBuid npekpalleHus ux obpabotku;

- onpejaeneHue nepeyHs U kateropuii obpabateiBaemsblx MH (cneuunansHble kateropuu MNAOH, GuomeTpudeckne
MAw, NOH, nonyyeHHble U3 06LLeOCTYNHBIX UCTOMHUKOB, UNU uHble MOH);

- BbINOSIHEHWE MpoLeAyp yyeTa konudectsa cybbekTos NAH, B ToM uncne cybwekTos MNAH, He sBnstowmxca pabot-
HWKaMu PMHaHCOBOW opraHusaLuy,

- BbIMOSTHEHUE orpaHuYeHnsa obpaboTkm MOH gocTuxeHueM Uenu obpabotku MNH;

- COOTBETCTBUE cogepxaHusa n obbeMa obpabaTbiBaemslx MH ycTaHOBNEHHbIM LensiM obpaboTku;

- TOYHOCTb, AOCTATOMHOCTb U akTyanbHocTb NH, B TOM Y1CNE N0 OTHOLLEHUIO K Liensm obpabotku MH;

- BBIMOMHEHNE YCTaHOBMEHHbIX NpoLeayp nony4yeHns cornacus cybbekro MNH (MX 3aKOHHBLIX NpeAcTaBUTENEN) Ha
o6paboTky ux MOH B cny4ae, ecrnuv nofly4yeHne Takoro cornacusi Heo6xofMMo B COOTBETCTBUM € TpeboBaHMAMM [8];

- BBIMOMHEHWEe YCTaHOBMEHHLIX Npoueayp nony4eHusa cornacus cyboektos MNAH Ha nepegady obpabotkn ux NAH
TPETBLUM SMLEM B Crydae, eCru NnonyyYeHne Takoro cornacusi Heo6XoAMMO B COOTBETCTBUM ¢ TpeboBaHUsMHU [8];

- npekpatleHne obpabotku MOH M yHUUTOXEHWEe nnbo obesnudmsaHue MOH No focTxXeHUU Ueneit obpaboTkm,
no TpeboBaHuto cybrekTa MNH B cnyqasx, NpeaycMoTpeHHbIX [8], B TOM Yucie npu oT3biBe cyObekToM MAH cornacus Ha
06pabotky ero MOH.

B.5 B duHaHCOBOI opraHu3auuW [OSxXHbl OblTb OnpefeneHsl, BeINOMHATECA, PErMCTPUPOBATECS U KOHTPOMMPO-
BaTbCA Npouenypel npekpalleHns o6paboTku MOH 1 UX YHUYTOXEHUA NMMBo 06e3nn4nBaHns B CPOKM, YCTaHOBIEHHbIE [8],
B CreAyroLux cnyyasx:

- Mo JoCTUXeHWUU Lenun obpaboTku MOH (ecnn MHOE He NpefyCMOTPEHO LOroBOpoM, CTOPOHOW KOTOPOro, BhIFO-
fJonpuobpeTaTtenem Wy NopyyuTenem no KoTopoMy ABnsetca cyowekT MOH, WHBIM cornalleHneM mexgy uHaHCOBOM
opraHuaauueit u cybbektom MNAOH);

- oT3biBa cybbekToM MNOH cornacus Ha obpaboTky ero MNAH 1 B cnydae, ecnu coxpaHerne MNMOH Gonee He TpebyetcsA
Ans uyenei obpabotku MOH (ecnv MHoe He NpefyCMOTPEHO 0roBOPOM, CTOPOHOW KOTOPOro, BhIrogonpuobperarenem unm
ropy4mTenem no KOTopoMy sBnseTcs cyowekT MH, MHBIM cormalleHneM Mexay opraHusalumeit 6aHKoBCKoi cuctembl PO
n cybbekTom MAOH);

- ecnu MNOH SBNs0TCA HE3aKOHHO NOMYYEHHBIMU TN He ABNAIOTCA He0BX0gMMBIMM 415 3asBNEHHOW Liernn o6paboTkuy;

- BbISIBNEHUs HenpasoMepHoii o6paboTku MNAOH, ocyLlecTBnaeMoin hHaHCOBOW opraHusaumeil unum obpadotymnkom,
[ eACTBYIOLWMM MO €€ NopyyeHuto, ecrnu obecrnednTs NpaBoMepHOCTb 06paboTku MOH HEBO3MOXHO;

- BbISBNEHUs HenpaBoMepHoi obpaboTku MOH 6e3 cornacna cybbekta MOH.

B criyyae oTcyTCTBMSA BO3ZMOXHOCTW YHUYTOXEeHWUA MAOH nubo obeanuyusaHnsa MNOH B TeUeHMe cpoka, YCTaHOBIEH-
Horo [8], ¢uHaHcoBas opraHu3aumsa obecneunsaeT Ux GOKUpPOBaHUe C NocneayoWwnM obecnedeHneM YHUYTOXeHUs MOH.
YHuuToxenune MAH Npon3BogMTCA He NO3Hee LLeCTU MeCALEB CO AHA UX GNOKMPOBaHWS.

B5.6 B duHaHCcoOBOW opraHu3auuu gofmkHa ObiTe onpeferneHa, BhINOMHATLCA M KOHTPONMPOBaTLCA MONUTUKA
B OTHOLeHWW obpaboTku MOH, a Takke B criy4ae HeoGXOAMMOCTW yCTaHOBMEeHbl nopsiaku obpabotku MAH Ansa oT-
genbHblx pecypcoB MNAH. Ana pecypcoB MNAH, obpabaTeiBaemebix B AC, B ToM 4ucne NCIOH, nopsaok o6paboTku
MAOH MoXeT ABNATbCA YacTblo 3KCMyaTaunoHHON gokyMeHTauun Ha AC u paspabaTbiBaTbCA Ha dTane co3faHus
(MogepHusayun) AC.

YKazaHHble JOKYMEHThI:

- OofpeAensoT npoleaypbl NnpeaocTaBnexuns goctyna K Max;

- OMpeAensoT Npoueaypbl BHeCEHUA nameHeHuWin B MOH ¢ Uenbio o6ecnevyeHnss ux TOYHOCTU, AOCTOBEPHOCTU U
aKTyarnbHOCTK, B TOM YUCIe MO OTHOLLEHUIO K Liensam obpabotku MAH;
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- ONpeaensoT NPoLeAypLl YHUHTOXEHWS, 06eannynBaHua nubo GrokuposaHus MOH B cnyvae Heo6xoAMMOCTY Bbl-
MOSIHEHUS TaKUX NPOLEAYp;

- onpeaenstoT npoueaypbl 06paboTku obpalleHuit cybbekToB MOH (MX 3aKOHHLIX NpeAcTaBUTENe) AN crnyyaes,
npeaycMoTpeHHbIX OegeparnbHbiM 3akoHOM «O NepcoHanbHBIX AaHHbBIX», B YACTHOCTW NOPSAOK NOATOTOBKMU MHA OpMaLum
0 Hanmuun MOH, OTHOCALMXCA K KOHKPeTHOMY cyOwbekTy MAOH, uHdhopmauum, Heobxoaumoi Ans nNpeaocTaBneHns Bo3-
MOXHOCTU O3HakomneHus cybwektom MOH (Mx 3aKkoHHLIX NpeacTaBuTeneit) c ero MNOH, a Takke npoueaypesl 06paboTku
obpalleHunit 06 yTouHeHuu MNOH, ux GroKMpoBaHMM MU YHUHTOXKEHUW, ecnn MH SBNAIOTCA HENOMHLIMU, YCTapEBLUMMY,
HETOYHBIMU, HE3aKOHHO MOSTyYEeHHBIMU UMK He ABMATCS HEO6GX0AUMEIMU 411S YCTaHOBNEHHO Lienn 06paboTky;

- onpegenstoT npouedypel 06paboTky 3anpoca YNorHOMOYEHHOrO opraHa no 3alymte npae cyobekTos MH;

- onpegensoT npoueaypel nonyveHus cornacus cybwekta MNAOH Ha oBpaboTky ero MNOH v Ha nepefadvy o6paboTku
ero [NH TpeTbuM nuuam;

- onpegensoT npoueaypkl nepegadun NOH Mexay nonesosatensamu pecypca MNOH, npegycmarpusatoLero nepega-
4y MAH Toneko Mexay paboTHUkaMu puHaHCOBOM opraHusaLumn, uMmetowumm goctyn K MAH;

- onpegensoT npoueaypsl nepegaqn MNOH TpeTbUM nuLam;

- onpegenstoT npoueaypel paboTkl ¢ MaTepuansHbIMU HocuTenaMu MAOH;

- OnpeaensoT npoueaypbl, Heobxo4uMele ANS OCYLLUECTBNEHUSA YBELOMINEHWUS YNONIHOMOYEHHOro opraHa no salu-
Te npaB cybbekToB MNH 06 obpaboTtke MNOH B cpokM, ycTaHOBMEHHbIE [8];

- onpeaenslT Heo6XogWMOCTE NPUMEHEHWUSA TUNOBLIX POPM LOKYMEHTOB AnA ocyllecTBrneHus obpabotku MOH u
npoueaypbl paboTsl ¢ HUMW. Mog TUNoBo hopMoi JOKYMeHTa NOHMMaeTcs WabnoH, 6naHk AoKyMeHTa Unu apyras yHu-
dunumpoBaHHasa opMa JOoKYMeHTa, ucronb3yemas duHaHCOBOW opraHuaaLueit ¢ uensto cbopa MAH.

B.7 ®uHaHcoBas opraHusayust AomkHa ony6nmkosaTe Unu MHBIM 06pa3oM obecnevnTb HeorpaHUHEHHbIR JOCTYN K
LLOKYMEHTY, onpeaensioweMy ee nonuTUKy B OTHOLEHUN 06paboTku MNOH, a Takke K CBEAEeHUAM O peanusyemblx Tpebo-
BaHWsAX no obecneveHnto 6e3onacHoCTH NepcoHarnbHbIX AaHHbIX.

B.8 B dmHaHcoBo opraHn3auun 4OMKHO BbITk YCTaHOBMEHO, B Kakux cryyasx HeoGXoAUMO NomnyyYeHune cornacus
cy6rekroB MNAH, npu 3ToM hopMa M NOPSACK nony4veHns cornacus cybwekrtos MNAH fomkHE! BbITb pernamMmeHTUpoBaHbI.

B.9 B cduHaHcoBOi opraHusaummn JorxHbl 66T onpeAeneHsl, BbINOMHATLCSH, PErucTpUpoBaTbCs U KOHTPONMPO-
BaTbCA NPOLEAYpLl y4eTa nuy, umetoux goctyn k MOH.

[oKyMeHT, onpegensatoWwnin nepedeHs nuy, umetowmx goctyn K MNAH, yTBepxgaercsa pykosogutenem duHaHcoBon
opraHusaLuum.

B.10 O6paboTka MNOH paboTHUKaMN OUHAHCOBO OpraHn3aLn JOMKHbI OCYLLECTBNATHCS TOMBKO C LieNbio BINOS-
HEeHUA UX AOMKHOCTHbIX 0653aHHOCTE.

B.11 B ¢omHaHCOBO opraHm3aLun AomkHbl BblTe onpefdeneHsl, BhIMOMHATLCH, PErUCTPUPOBATLCA U KOHTPONMPO-
BaTbLCA NpoLeAypbl 03HaKOMIIeHUs1 PaboTHUKOB, HENOCPEeACTBEHHO OcyLecTBALWMUX 06paboTky MNOH, ¢ NonoXeHUsAMU
3akoHoaaTenscTBa PO U BHYTPEHHUMU JOKYMEHTaMW (hUHAHCOBOW OpraHM3auuu, cogepxalummm TpeboBaHnsa no obpa-
60oTke 1 obecneyeruto GesonacHocTu MOH B 4acTH, KacaroLLlehcs X JOMmKHOCTHbIX 06A3aHHOCTe.

B.12 B dpMHaHCOBOI opraHusauuu LommkHbl BbiTk OnpeaeneHbl, BbINMOMHATECS, PErMCTPUPOBATLCA U KOHTPONUPO-
BaTLCA NpoLesypbl y4eTa NoMeLLEeHNiA, B KOTOpbIX ocyLlecTarnseTcs obpaboTka MAOH, a Takke gocTyna paboTHUKOB U UHbIX
NuLY B NOMeLLeHns, B KOTopbIx BeaeTca obpaboTka MAOH.

B.13 Mpu pabote ¢ MHW MOH gormxHo GbiTe 0becneyeHo BLINOMHEHWE cofepXaHus, NPeayCMOTPEHHOro Mepamm
MYW.20, MYWU.21, NYN.22, MYWN.24 n NYWN.26 Tabnuusl 31, a Takke:

- oBocobneHue MOH OT MHOW MHGOPMaLMK, B YACTHOCTM NyTeM duKcauum ux Ha otaenbHelX MHW MAOH, B cneyu-
anbHbIX pasgenax Uu Ha nonsx opM JoKyMeHToB (npw o6paboTke MOH Ha BymMaxHbBIX HocUTensax);

- XpaHeHue MNOH, yenu o6paboTkn KOTOPLIX 3aBEAOMO HECOBMECTUMBI, Ha OTAeNbHbIX MHU;

- perucTpauusi U ydeT mMecT xpaHenuss MHU MNOH ¢ dukcaumeit kateropun obpabaTeiBaeMblX NepCoHanbHbIX AaH-
HbIX (cneunansHble kateropuu MNOH, GuomeTtpudeckue MAH, MAOH, nonyyYeHHble M3 06LLIEAOCTYNHBIX UCTOYHUKOB, UK UHBIE
MAH), BKIto4asn pasgenbHoe xpaHeHue pecypcoB MNAOH, 06paboTka KOTOPbIX OCYLLECTBMAAETCA C pasfuYHbIMU LENSMU;

- YCTaHOBMeHWe U BbINofiHeHWe nopsagKa rapaHTUPOBaHHOMO YHUYTOXEHWS (CTUpaHus) nHdopmaumn ¢ MHU MNAH.

B.14 XpaHeHue MOH fomkHO ocyLLecTBNATECA B popMe, Nossonsoleit onpeaenutes cybbekra MNOH He gonblue,
YeM aToro TpebytoT Uenu o6paboTku MAH, ecnu cpok XpaHeHWa MAOH He ycTaHOBMNeH deAepanbHbIM 3aKOHOM, JOrOBOPOM,
CTOPOHOI KOTOPOro, BeIroAoNpuoGpeTaTeneM Unu Nopy4MTenemM no KoTopomy senseTest cybwekt MOH.

B.15 ObwepocTynHble uctodHuku MAOH cosgaroTes U NyBnuKkyoTea UHaHCOBOW opraHusaLMei ToNbKO And Lenm
BbINonHeHns TpeboBaHnii 3akoHogaTenbcTBa Poccuiickoii Gegepaumu. B huHaHCoBOI opraHn3aLmm gomkHbl ObITh onpe-
JeneHbl, BbINOMHATLCA, PErncTpMpoBaTLCA U KOHTPONUPOBATLCA NpoLeaypbl nydnukaumu MAH B 06LLe[0CTYNHBIX MCTOY-
Hukax MOH.

B.16 Mopy4eHune obpaboTku MNOH TpeTeeMy NuLy (Aanee — 06paboTynK) 4OMKHO OCYLLECTBMNATLCA H& OCHOBaHUM
Jorosopa. B ykasaHHOM goroBope [oSkHbl BbITb onpefeneHsl nepedeHs AeicTBuit (onepauyuid) ¢ NOH, KoTopble ByayT
coBepLiaTbea o6paboTyumnkom, 1 Lenu 06paboTku, AomKkHa OblTh YCTaHOBMNEHa 0653aHHOCTL 06paboTynka obecneunBaTth
6esonacHocTb MNAH (B TOM Yncne cobniogatb koHbuaeHumanbHocT [H) npu nx obpaboTke, He pacKkpbiBaTb U He pac-
npoctpaHaTe NOH 6e3 cornacus cybbekra MAH, ecnu uHoe He NPeayCMOTPEHO deaepanbHbIM 3aKkOHOM, a Takke OoMmKHbI
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ObITb yKa3aHel TpeboBaHWA no obecnedeHunto GesonacHocTh MAOH. Mpu nopydeHnun obpabotku MOH o6paboTyunky du-
HaHcoBasi opraHu3aLusa JoMmKHa NonyYnTb cornacue cybbekTa MNMOH, ecnu UHOEe He NpefycMOTPEHO 3aKOHOLaTeNbCTBOM
Poccuiickoit egepauun.

B.17 B cuHaHcoBOi opraHnsayuu JorxHel BbiTe onpeaeneHsl, BeIMOMHATECH, PErMCTPUPOBATLCA U KOHTPONUpO-
BaTbCA Npouesypel, BEINOMHAEMbIE B Cly4asix He0BXOAMMOCTM OCYLLECTBIIEHWUS TPaHCrpaH4YHoi nepegayuu MAH.

B.18 B ¢dmHaHCOBOW opraHW3aLun AOMKHO ObITb Ha3HaYeHo WL, OTBETCTBEHHOE 3a opraHu3auuio obpaboTku
MAH. MonHoMO4YUA NULa, OTBETCTBEHHOMO 3a opraHu3aumio o6paboTtku MNH, a Takke ero npasa M 0653aHHOCTU AOIMKHbI
GbITh YCTaHOBMEHbLI PYKOBOACTBOM (hMHaAHCOBOM opraHu3aLuy.
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MpunoxeHue B
(cnpaBouHoe)

MNepeyeHb COGLITUI 3aWMTLI MH(POPMALMK, NOTEHLUANbHO CBA3AHHbIX
C HECAHKLUMOHUPOBAHHbLIM AOCTYNOM M MHUMAEHTAMM 3aLMTbI MH(OPMaLInY,
peKoMmeHAOAyeMbIX OnA BbiABNeHUA, peructpaumm u aHanmsa

B.1 OeictBusA 1 (Mnu) onepaunm no cosgaHuio, yaaneHuto, KONMpOBaHWUIO PECYPCOB AOCTYNa.

B.2 [eicTBuA 1 (Mnn) onepaumnu No co3gaHuio, yaaneHuto, 6rnoknupoBaHuio, pasbnokMpoBaHUo YHETHBIX 3anuncei.

B.3 feicTtBusa v (Mnu) onepauynm no U3mMeHeHWo (NpesocTaBiieHnio) Npas JIorM4eckoro 4ocTyna.

B.4 [eiictBusa u (unu) onepauuu no nogkntodeHnto CBT K BEIMUCIUTENBHEIM CETAM PUHAHCOBOM opraHusauuu.

B.5 JeictBMA M (MNK) onepaLimmn No 3anycky nporpaMMHbIX NPoLEeCcCcoB.

B.6 [eiictBusa v (Mnu) onepaunu npu ocyLLecTBNEeHUN NOrm4eckoro JocTyna.

B.7 ®akTbl BbIABNEHUS YA3BUMOCTEHR 3aluThl MHOpMaLmu.

B.8 ®akTbl BbIABNEHUSA BPeOHOCHOrO koga v (M) MOBUNBHOro Koaa.

B.9 ®akTbl BbISBNEHWS NOMbLITOK OCYLLECTBIEHUSI BTOPXKEHUIA U CETEBLIX aTaK.

B.10 ®akThbl BbiABIEHUA aTak Tuna «oTka3s B 06CnyX1uBaHnmny.

B.11 OeicTtBUSA 1 (MNK) onepaLynu, HanpaeneHHbIE Ha U3MEHEHWE NPaBUM CEerMeHTaLUnmn N MEXCETEBOIO 3KpaHMpO-
BaHWSA BblMUCIUTENBHBIX CETEN PUHAHCOBON opraHusaymm.

B.12 feicTBuA 1 (MNn) onepaLm no U3MEeHEHUIO NapaMeTPOB HACTPOEK TEXHUHECKUX Mep 3aluTsl MHopMaumu,
napameTpoB HacTpoek cuctemHoro MO, BRusoLWuX Ha obecneverHune 3aluTsl MHpOpMaLuK.

B.13 PakThl BbISBNEHNS HapyLleHuii u cboeB B paboTe TEXHUHYECKUX Mep 3aLUMTbl MHOopMaLun.

B.14 ®akTbl BbISIBEHWE HapyLUeHWii U c6oeB B ycTaHOBMeHUU (06HoBneHun) MO 1 napaMeTpoB HACTPOEK TEXHUYEe-
CKUX Mep 3aluTbl MHpopMaLmu, X CUrHaTypHbIX 6a3 (B criydae Ux UCMonNb3oBaHUs).

B.15 ®akTbl BhISABMEHUS HapyLLleHUd n cboeB B ycTaHoBrneHWn (0bHoBneHun) cuctemHoro MO u napaMeTpoB ero
HacTpoek, BNUALMX Ha obecneveHune 3aliuThbl MHopMaLmu.

B.16 JeincTtaus n (unu) onepauun no naMeHeHuto coctasa MO APM nonb3oBatenei M akcnnyaTaluoHHOro nepco-
Hana, B TOM Yucne 3anyckaemMoro aBTOMaTU4eCcKkn Npu 3arpy3ke ornepaLoHHbLIX CUCTEM.

B.17 OeirctBus n (unun) onepaLyu no usmMeHeHuto coctasa NO cepBepHoro o6opyaoBaHusi.

B.18 ®akTbl BeIBNEHUA HapyweHuii LenoctHocT MO AC Ha APM nonb3soBaTeneii U akcnnyaTayuoHHOro nepco-
Hana.

B.19 ®akTbl BbISBNEHWA HapyLUEHWA AOBEPEHHOI 3arpy3ku onepaunoHHeix cucteM APM nonb3osaTenei u akennya-
TaLUMOHHOro NepcoHana.

B.20 ®akTbl BbISBNEHUA HapYLWEeHWIA LLeNMOCTHOCTU 3TanoHHLIX konui MO, B TOM Yncne Npu ocyLLecTBNEHUN UX pac-
npocTpaHeHns u (unu) o6HOBMNEHMS.

B.21 ®aKTbl BLISBNEHUS CMeHbl U (UNM) KOMNPOMETaLMKU ayTeHTUPUKALUOHHBIX AaHHbIX, CNONBL3YeMbIX ANA A0-
CTyna K cepBepHOMY 1 ceTeBoMy 060pyAoBaHuio.

B.22 [leiicTBUA 1 (MLNK) onepaLumn co cpefcTBaMn KpunTorpaduyeckon sawuTel UHOpMaLnUK 1 KNio4eBoin MHAOP-
MaLuuen.

B.23 [leiicTBUA 1 (MUNKN) onepaLym MO MCMONb30BaHUI0 pa3bnokMpoBaHHBIX KOMMYHUKaLMOHHBLIX NOPTOB.

B.24 leficTBUA 1 (MNKM) onepaLum Mo nepepayve MHMOPMaLMKM C UCMONb30BaHNEM 3TIEKTPOHHOMN NOYTLI.

B.25 [leicTBUA 1 (MNKn) onepaLymn Npu ocyLUeCTBIEHUN JOCTyna K pecypcam ceTu MIHTepHeT.

B.26 [eiicTBNA 1 (WNK) onepaLUn Npu oCyLLECTBIIEHUN JOCTYNa K CepBePHLIM KOMMNOHEHTaM BUpTyanusauuu BUp-
TyanbHbIMWU MaLlWMHAMKU, NOTUYECKMMU Pa3fenamm unu ToMmamu.

B.27 ®aKTbl BbIABNEHUA HapyLUEHUIA NpU JOBEPEHHO 3arpy3ke BUPTYyarnbHbIX MaLUWH.

B.28 [eicTtBua u (unum) onepauyuv Npy agMMHACTPUPOBAHUNA CUCTEMbI XPaHEHUS AaHHbIX.

B.29 [encTtauna n (unu) onepauynn No UCNOsb30BaHWUIO NOAKOHTPOSbHBEIX MOBUIMBHBIX YCTPOWCTB.
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Buénuorpadusa

®efepanbHbli 3akoH oT 10 uiona 2002 r. Ne 86-P3 «O LleHTpansHom BaHke Poccuiickoit depepauunn (Banke
Poccum)»

DdepepanbHbli 3akoH oT 27 utoHa 2011 . Ne 161-P3 «O HauuoHanbHoi nnaTexHon cucreme»

defepanbHbIi 3akoH oT 29 uoHsA 2015 . Ne 162-d3 «O cranjapTusauuu B Poceniickoin Pegepauun»

MCO/MGCK 29115:2013 MHgpopMaLnoHHaa TexHonorusa. TexHuka GesonacHocTu. Cxema
obecneyveHns ngeHTuMKaumm obbekTa
(ISO/IEC 29115:2013) (Information technology — Security techniques — Entity

authentication assurance framework)
PekoMeHpauuu B obnacTu ctaHgaptusaumn  ObecneveHne MHGPOPMaLMOHHON Ge3onacHOCT opraHusauuit
BaHka Poccun PC BP MBBC-2.2—2009 GaHkoBckol cucteMbl Poccuiickon ®efepalun. MeToaunka oLeHKU
PUCKOB HapyLleHUs MHGOPMaLMOHHOW Ge30nacHOCTH
PekoMeHZauuu B obnact cTaHgaptusauum  ObecnedeHne uHdopmaLmoHHo 6GeszonacHOCTU opraHusauwii
BaHka Poccun PC BP MBBC-2.7—2015 GaHKoBCKol cucTeMbl Poccuiickon Geaepauun. PecypcHoe obe-
crneveHne nHdopmaLmoHHoi GezonacHocTu
MocTaHoBneHMe MpaBuTenscTBa Poccuiickoit Gegepaunm ot 1 Hoabpa 20121 Ne 1119 «O6 yTeepxaeHun Tpebosa-
HUM K 3alLnTe nepcoHankHbIX AaHHbLIX Npu Ux 06paboTke B MHOPMALMOHHEIX CUCTEMaX NepPCOHanbHbBIX AaHHbLIX»
defepanbHbIi 3akoH oT 27 uona 2006 . Ne 152-03 «O nepcoHanbHbIX JaHHbIX»
depepanbHbli 3akoH oT 6 anpensa 2011 . Ne 63-03 «O6 aneKTpoHHOW nognMcn»
MonoxeHne o paspaBoTKe, NPOU3BOACTBE, peanu3alun 1 akcniyaraumu WindposanbHbIX (KpUnTorpaduieckux)
cpeAcTB 3alWnThl MHchopMaumu (MonoxeHue MNMK3-2005), yteepxaeHHoe MNpukazom GefepanbHoit crnyx6osbl Gezonac-
HocTu Poccuiickoit depepaumm ot 9 beBpans 2005 r. Ne 66
Mpukas ®CE Poccum oT 10 mionsa 2014 . Ne 378 «O6 yTeepxaeHun CocTaBa U cofepxaHnus opraHn3aLnoHHbIX 1
TEXHUYECKUX Mep No oBecnedeHunto 6e3onacHoCT NEPCOHaribHbIX AaHHbBIX Npu nx 06paboTke B MHPOPMaLMOHHBIX
cucTeMax MepcoHanbHbIX faHHBIX C UCMONb30BaHMEM CPEACTB KpunTorpaduMyeckon 3alyuTel UHOpMaLMK, He-
06X0aMMBIX AN BLINOMHEHWUSA yCTaHOBNEHHbIX [NpaButenscTBomM Poccuiickoih Pefepalnm TpeboBaHunii K 3awuTe
nepcoHanbHbIX AaHHbIX A5 KaX40ro U3 ypoBHeN 3allyLLeHHOCTU»
TpeboBaHMA K cucTeMaM OGHapyXeHUs BTOPXKeHWi, yTBepxaeHHble lMpukasom PCTIK Poccun ot 6 pekabpa
2011 . Ne 638
TpeboBaHus K cpefcTBaM aHTUBUPYCHOW 3aLUuThl, yTBepxaeHHble MNpukasom GCTIK Poccun ot 20 mapta 2012 .
Ne 28
PekoMeHzauun B obnacth ctaHjaptusaumn  Obecnedenne WHMOPMaLWOHHOW 6e3onacHOCTM opraHu3auuii
BaHka Poccun PC BP MBBC-2.9—2016 GaHkoBcKkol cucTembl Poccuiickonn depepauun. MNpepoTspalle-
HWe yTeyek nHdpopMauum
PekoMeHgauuu B obnactu ctanfaptusauum  ObecnedeHne WHpOpMaLUOHHOW 6e3onacHOCTM opraHusauuii
BaHka Poccun PC BP NBBC-2.5—2014 BaHKkoBCKol cucTeMbl Poccuitckoin Gegepaunn. MeHeXMeHT UH-
LI eHToB HdopMaLuoHHoih BesonacHocTu
PekoMergauuu B obnactu ctaHgaptusaumm  ObBecnedeHne WHPOPMaLUOHHOK 6e30nacHOCTM opraHusaLuii

Banka Poccun PC BP MBBC-2.8—2015 6aHkoBckoi cuctembl Poceuiickoit degepauymnmn. Obecneyenmne nH-
hopMaLMoOHHOK Be3onacHOCTU NpU UCNONB3OBaAHUM TEXHONOMUU
BUPTYyanusayuu

PekoMeHaauun B obnacTu ctaHgapTtusaumm  ObecnedveHne WHPOPMALMOHHON 6e30MacHOCTU opraHusauuin

BaHka Poccuun PC BP MBBC-2.0—2007 BaHkoBckol cuctembl Poccuiickoin degepauun. Metogudeckue

pekoMeHgaumMm no AoKymeHTauuu B obnactu obecneveHuss UH-
chopmaLmoHHoi Be3onacHOCTU B COOTBETCTBUM C TpeboBaHUAMU
CTO BP NBEBC-1.0
PekomeHpauun B obnacTu ctaHgaptusaumu  ObecnedveHne WHGPOPMaAUMOHHON 6e30MacHOCTU  opraHnsauui
BaHka Poccun PC BP MBBEC-2.6—2014 GaHkoBCKOM cucTembl Poccuiickoit ®egepauun. ObecneqeHune
MHopMaLMoHHO 6e30NacHOCTU Ha CTaAUAX XUSHEHHOTO LUKNa
aBTOMaTU3UpOBaHHbLIX 6aHKOBCKUX CMCTEM
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61



Pepnaktop E.B. Skosnesa
TexHuyeckme pepaktopsl B.H. lNpycakoea, U.E. HYepernkosa
KoppekTop E.P. AposiH
KomnetoTepHas BepcTka fO.B. [Tonogoli

CpaaHo B Habop 27.02.2020.  lMognucaHo B nevyatb 06.04.2020.  ®opmart 60 x 841/8. lapHuTypa Apuan.
Yen.neyw. n.7,44.  Yu.-usg. n. 6,73.

[MoaroToBrneHo Ha ocHoBe 3.I'IeKTpOHHOI7I Bepcuu, I'Ipep,OCTaBJ'IeHHOI?I paBpaGOT‘-WIKOM CTaHAapTa

na «OpucnpyaeHuma», 115419, Mocksa, yn. OpaxoHukuase, 11.
www.jurisizdat.ru  y-book@mail.ru

CosgaHo B e4uHUYHOM ucnosnHeHun so OIryr « CTAHOAPTUH®OPM»
Ang KkoMnnekToBaHWA ®efepanbHoro MHopMaLMoHHOro hoHAa CTaHAapToB,

117418 Mockea, Haxumosckun np-T, 4. 31, K. 2.
www.gostinfo.ru  info@gostinfo.ru


https://www.mosexp.ru#  
https://www.mosexp.ru
https://www.mosexp.ru#
https://www.mosexp.ru# 
https://files.stroyinf.ru/Index2/1/4293744/4293744380.htm

